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Conventions Used in this Document 

 

• Lists: 

 Numbered lists are used to show the steps involved in completing a task when 
the order is important 

 Bulleted lists are used when the order is unimportant or to show alternatives 

 

• Bold is used for menu items and for labels. 

For example: 

 “Record a valid email address in ‘From’ email address” 

 Select Save from the File menu 

 

• Italic is used for emphasis and to indicate references to other sections within the 
current document: 

For example: 

 “Copy the file before starting the installation” 

 “See Issuing a Card for further information” 

 

• Bold and italic are used to identify the titles of other documents. 

For example: “See the Release Notes for further information.” 

Unless otherwise explicitly stated, all referenced documentation is available on the 
product media. 

 

• A fixed width font is used where the identification of spaces is important, 

including filenames, example SQL queries and any entries made directly into 
configuration files or the database. 

 

• Notes are used to provide further information, including any prerequisites or 
configuration additional to the standard specifications. 

For example: 

Note: This issue only occurs if updating from a previous version. 

 

• Warnings are used to indicate where failure to follow a particular instruction may 
result in either loss of data or the need to manually configure elements of the 
system. 

For example: 

Warning: You must take a backup of your database before making any changes to it. 
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1 Introduction 

The MyID® Lifecycle API allows you to add and update users in the MyID database by 
sending XML documents to a web service. You can also request credentials that can 
then be collected from any MyID card issuing station. 

Note: You cannot use the Lifecycle API to request mobile credentials; instead, you must 
use the Credential Web Service. See the Credential Web Service document for 
details. 
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1.1 The Lifecycle API in the card issuance process 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1. External to MyID, capture the user data, including the user's picture. 

2. Compile the data into an XML document. Encode the image into this file. 

3. Send the XML data to the MyIDEnroll web service. 

4. MyID imports the user data, then passes back an XML report containing 
information on whether the user's record was imported correctly. MyID creates a 
card request for the added person. 

5. If the credential profile being issued requires validation, the card request must be 
approved in MyID. 

6. When the card is issued, MyID submits requests for certificates to the certificate 
authority. 

7. MyID sends a notification through HTTP to the applicant enroller that the card has 
been issued. 

Contact Intercede professional services for information on setting up notifications. 

8. The enroller can then notify other systems that the card has been issued and 
activated. 
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2 Lifecycle API Web Service 

2.1 Installing the service 

To install this API, you must select the Lifecycle API option when you install MyID. See 
the Installation and Configuration Guide for details. 

 

2.2 Security settings 

When the Lifecycle API web service (MyIDEnroll) is installed, it is configured so that it is 
impossible to authenticate to the service (a combination of ASP.Net Impersonation 
and Windows Authentication means you cannot call the web service). If you try to call 
the web service, you will see an error similar to the following: 

HTTP Error 500.24 - Internal Server Error 

The Lifecycle API is a powerful feature that allows a caller to add users, edit users, and 
request issuance of credentials; therefore you must restrict its usage. 

If your system requires the Lifecycle API to be available to trusted callers, you must 
configure IIS to allow this. 

Review the authentication requirements for the MyIDEnroll web service in IIS and 
configure it. For more information, see the Securing Websites and Web Services 
document. 

For production systems, you must ensure anonymous access is disabled. 

Once you have configured the authentication mechanism you want to use for 
MyIDEnroll, disable the ASP.NET Impersonation option for the web service in IIS; if 
you are not using Windows Authentication, you must also disable this option. 
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2.3 Overview 

The web service communicates with the MyID server components (the BOL) to import 
the data. 

 

 

 

 

You post the XML document to the web service. This service processes the XML and 
passes the transformed data to the BOL. 

The BOL performs actions on the data, updating the database if necessary, then returns 
a response to the web service describing the actions it has carried out. The web service 
then returns the status to the sender. 

2.4 Increasing the maximum pool size 

When using MyID web services (for example, MyIDEnroll) under heavy load, you may 
experience some problems; these may be caused by the .Net framework not releasing 
COM components correctly, affecting the eConfiguration objects used by MyID. 

To solve this issue, you can increase the maximum pool size: 

1. Open the Windows Component Services MMC snapin. 

2. Expand Component Service > Computers > My Computer > COM+ 

Applications > Edefice_BOL > Components. 

3. Right-click EConfiguration.Configuration.1, then from the pop-up menu select 

Properties. 

4. Click the Activation tab. 

5. Set the Maximum Pool Size to 100. 

6. Click OK. 

Once you have made the change, you must restart the Edefice_BOL component. 

1. Open the Windows Component Services MMC snapin. 

2. Expand Component Service > Computers > My Computer > COM+ 

Applications. 

3. Right-click Edefice_BOL and select Shut down from the pop-up menu. 

The component will start again automatically when it is next needed. 
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2.5 Timeouts 

If the import process takes too long to process, the Lifecycle API returns an error 
message stating that the process timed out. For example: 

<PivImportResponse 
xmlns="http://www.intercede.com/MyIDPIVSchema/PIVImportResponse"> 
 <error> 
  <description>System.Runtime.InteropServices.COMException (0x800468CA): 
Error: 0x800468ca : AsyncJob - Timed out waiting for import response 
Info: ASyncImport.EXE 
------------------------- 
Exception raised in function: CFileImportImpl::ProcessFileImport 
In file .\FileImportImpl.cpp at line 475 
 
   at EDEFICE_BOLLib.EdeficeBOLClass.ProcessFileImport(String bstrXMLInstructions) 
   at MyIDEnroll.transferData(XmlDocument outputXML) 
   at MyIDEnroll.PIVXMLWebImport(String xmlIn)</description> 
 </error> 
</PivImportResponse> 
 

The timeout is set to 60 seconds by default. If you want to change this value, you can 
edit the registry on the MyID application server. 

In the following area of the registry: 

HKEY_LOCAL_MACHINE\SOFTWARE\Intercede\Edefice\ImportExport 

Set the Timeout DWORD value to the number of seconds the service will wait for an 

import to complete. 

2.6 Supported options 

Items that are marked as "not supported" are part of the schema definition, but must not 
be used. These items may be legacy functionality that is no longer available, reserved 
for future use, or require additional changes to your MyID server to enable their use. 

2.7 Known issues 

• IKB-67 – Limit to concurrent transactions 

Performance of this web service may vary based on a range of factors. This 
includes network load, server performance, and the volume of transactions taking 
place within the MyID architecture. For example, the API is expected to operate 
correctly with up to 15 concurrent transactions taking place. However, beyond this 
level, further issues may occur such as database timeouts. Increasing server 
performance may help overcome these issues, but the predicted volumes for your 
business processes should be part of your capacity planning of the solution. 

• IKB-288 – Job ID not returned for some job types 

When an update or certificate renewal job for a device is requested using the 
Lifecycle API, an issue has been identified that causes the Job ID not to be 
returned to the calling system. 

The response received is: 

<CardRequest>0</CardRequest> 

However, the job will have been created successfully in MyID. 
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3 Preparing the data for import 

You must create an XML document containing all of the data you want to import using 
the XML web import service. 

The XML document may contain information such as: 

• Data for a user 

• Core user fields 

• User security phrases 

• User role and scope to use 

• Entrust profile to use 

• Extended user fields 

• Core group fields 

• Extended group fields 

• Credential profile to use 

• Card expiry date 

• Card renewal request 

• Images: user photographs and document scans 

To make sure the data is transformed into the correct format, you must use an XML 
schema supported by MyID. See section 9, XML schemas for details of the schemas 
you can use. 

Different schemas are available for adding new users to MyID and updating existing 
users. 

3.1 CMS and PIV differences 

While the CMS and PIV schemas have similarities, the PIV schema contains extra 
information to allow you to import information about PIV applicants and PIV agencies, 
and is appropriate only for PIV-based systems. 

In addition, where the user node in CMS schemas is called <User>, in PIV the 

corresponding node is <Applicant>. Similarly, in CMS schemas, the group node is 

called <Group>, while in PIV the corresponding node is <Agency>. 

Note: Do not use the CMS schemas to request or update PIV cards. You can, however, 
use the CMS schemas to request or update CIV cards. 

3.2 Escaping characters 

You must use valid XML for your import files; this includes escaping special characters 
such as &, < and >. If the XML is invalid, the import service will not process it. 

3.2.1 DNs 

MyID assumes that the DN is correctly escaped; if it is not, any people in that group will 
have invalid DNs. To correct this, you must remove the person, correct the group base 
DN, then add the person again. 

The characters that you must escape are: 

, = + < > \ # ; " 
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To use any of these characters, you must enclose them in double quotes. Additionally, 
you must prefix any " (double quote) or \ (slash) character with a \ (slash). 

For example: 

John Smith, Jnr 

should be escaped as 

cn="John Smith, Jnr", o=... 

If you have an o value of: 

Smith "Budget" Cars 

this should be escaped as: 

o="Smith \"Budget\" Cars", c=... 

3.3 Encoding images 

You must encode the images with Base64 encoding within the XML document. The 
XML web import service can then extract the image data and upload the images to the 
MyID database. 

3.4 Advanced settings 

Settings are stored in a file called settings.xml in the same folder as the 

MyIDEnroll.asmx file. 

The following parameters are available: 

• SourceID 

• IssueDate 

• GenerateUserDN 

• ActionOnDuplicate 

• RolesActionOnDuplicate 

• DeleteMissingUsers 

• PushToLDAP 

• CreateUnknownGroups – not supported 

• AuditAll 

• DataType 

• CheckImportResponseSchema 

• SynchronousImport – not supported. Do not use. 

• DefaultUserRole 

• DisallowCertificateSuspension – PIV systems only. 

• CardRequestThrottling – PIV systems only. 

You can include these settings in your XML import document; these settings override 
any default settings from the settings.xml file. If the settings are missing from the 

XML document, the values in the settings.xml file are used instead. 

See section 5, Advanced settings for details of the parameters available in the XML 
import document. 
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3.5 Adding and modifying users 

When you provide the XML import information to the import web service, if the user 
does not already exist, the user is created. If the user already exists, but you provide 
different details for the user, the user is updated in the MyID database. 

3.6 Requesting cards 

When you provide the XML information to the import web service, if you provide details 
of a card in the <Card> node, a card request is created. 

Note: If the user already exists in the database, you must set the <Renewal> node to 

true, or card request jobs will not be created. 

3.7 Enabling, disabling and removing users 

You can use the import feature to enable, disable or remove users. To disable or 
remove a user, add a keyword to the XML import file. 

3.7.1 Removing users 

In the user node (User for CMS, Applicant for PIV), add an <Actions> node. Within 

this, add the following to remove the user: 

<ApplicantAction>Remove</ApplicantAction> 
<StatusMappingID>ID</StatusMappingID> 
<RevocationComment>Comment</RevocationComment> 

Where ID is the ID of the revocation or suspension code from the StatusMapping table 

in the database (see section 3.7.5, Status mapping codes), and Comment specifies the 

comment used when revoking or suspending user certificates, and also appears in the 
system audit reports. 

3.7.2 Disabling users 

To disable a user, use the following: 

<ApplicantAction>Disable</ApplicantAction> 
<StatusMappingID>ID</StatusMappingID> 
<RevocationComment>Comment</RevocationComment> 

Where ID is the ID of the revocation or suspension code from the StatusMapping table 

in the database (see section 3.7.5, Status mapping codes), and Comment specifies the 

comment used when revoking or suspending user certificates, and also appears in the 
system audit reports. 

The user is removed or disabled, and their cards and certificates are canceled or 
suspended as appropriate. 

• IKB-261 – User certificates not revoked when suspending a user with an 
ApplicantAction of Disable 

When disabling a user using the Lifecycle API, certificates are suspended instead 
of fully revoked, when the StatusMappingID specified should result in a full 

revocation. To work around this issue, trigger device revocation before suspending 
the user account using CancelDevices; see section 3.10.1, Canceling cards. 

Alternatively, adding DisallowCertificateSuspension to the settings.xml with 

a value of 1 will allow the status mapping to be used to determine specific 

revocation actions that take place; see section 5, Advanced settings for details. 
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3.7.3 Enabling users 

If you omit the <Actions> node, and the user is already in the database and disabled, 

the import process enables the user again. 

3.7.4 Updating users who were imported from LDAP 

If you are using the Lifecycle API to update users who were originally imported from 
LDAP, and you want the changes to be pushed to the directory, you must include the 
user's Group node to allow the update to determine the LDAP ID. 

3.7.5 Status mapping codes 

The following table lists the default status mapping codes from the StatusMapping 

table in the MyID database. 

Note: These are the default settings, and may be customized for your own installation. 
When using the Lifecycle API, you cannot specify the mapping codes with negative IDs 
– these are reserved for system use. 

ID Status Description 

-11 Other Device issued - 
cancel 

System use only, do not use. 

-10 Device issued disabled System use only, do not use. 

-9 Automated card update System use only, do not use. 

-8 Automated shared 
certificate update 

System use only, do not use. 

-7  Update requested by API System use only, do not use. 

-6 Other Device issued System use only, do not use. 

-5 Revoked/Suspend for 
timeout at deferred 
collection 

System use only, do not use. 

-4 Revoked/Suspend due to 
timeout in issuance 

System use only, do not use. 

-3 Revoked/Suspended due to 
user disabled in LDAP 

System use only, do not use. 

-2 Revoked due to user 
removal from LDAP 

System use only, do not use. 

-1 Revoked due to too many 
suspensions 

System use only, do not use. 

0 Unspecified or Automated 
Processes 

System use only, do not use. 

1 Lost The device has been permanently lost. 

2 Damaged The device has been rendered inoperable and should be 
permanently replaced. 

3 Stolen The device has been stolen and should be replaced. 

4 Forgotten The device has been misplaced and a temporary replacement 
is required. 

5 Permanently Blocked The device should no longer be used. 

6 Compromised The device has been compromised.  A replacement is 
required. 

7 Device holder on leave The device holder is away temporarily and the device should 
no longer work until it is re-enabled. 
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ID Status Description 

8 Pending Investigation The device is being investigated and should be suspended 
temporarily. The device should no longer work until it is re-
enabled. 

9 Non-payment of services The device should be disabled permanently. 

10 Device holder leaving or 
changing role 

The device holder has left their current role and their device 
should be blocked permanently. 

11 Device holder details 
change  

Information about the device holder has been changed and a 
new device is needed. 

12 Pending Activation The device is temporary suspended pending activation. 

15 Revocation (other) The device has been permanently blocked for a user-defined 
reason. 

16 Suspension (other) The device has been temporarily suspended for a user-defined 
reason. 

17 Found Original This temporary device has been revoked because the device 
holder found their original device. 

18 Original device 
Compromised 

The original device has been compromised so this device must 
also be considered to have been compromised. 

19 Request device Renewal This device is being replaced or refreshed and shall no longer 
be active on the system; all certificates will be available for the 
replacement device.  

20 Batch Failed The device was as part of a batch that failed and must be 
permanently cancelled. 

21 Bureau Failure There was a failure at the bureau and the device must be 
permanently cancelled. 

22 Processing Failure There was a processing failure and the device must be 
permanently cancelled. 

25 Poor print quality The device was printed to an unacceptable standard and must 
be permanently cancelled. 

26 Printing misaligned The printing on the device is not aligned properly and the 
device must be permanently cancelled. 

27 Poor lamination quality The device was laminated incorrectly and must be permanently 
cancelled. 

28 Incorrect layout printed The device was printed with the incorrect layout and must be 
permanently cancelled. 

32 Cancel device and leave 
Certificates 

The device is to be cancel but the certificates are to remain 
active. 

33 Cancel Certificates and 
leave device 

The certificates are to be cancelled but the device is to remain 
active. 

47 Derived Credential Original 
Revoked 

Cancels Derived Credentials on notification of the original 
credential being revoked. 

66 Derived Credential 
Notification Listener 

Cancels Derived Credentials on notification of the original 
credential being revoked. 

70 Compromised – Reissue 
Shared Certificates  

A device has been compromised; any certificates shared with 
other devices will be reissued. 

71 Credential Profile Update 
(no revocation) 

There has been an update to the credential profile, but no 
certificates will be revoked. 

72 Credential Profile Update 
(full revocation) 

There has been an update to the credential profile and all 
certificates will be revoked. 
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ID Status Description 

73 Details Change – re-issue 
archived certificates 

The user's details have been changed and all certificates must 
be re-issued. Non-archived certificates will not be revoked. 

74 Mobile Issued Mobile issued, cancel Certificate Package. 

75 Reissue credentials Credentials are being re-issued. 

76 8 Hour access 8 Hour access. 

77 24 Hour access 24 Hour access 

78 2 Day access 2 Day access. 

79 1 Week access 1 Week access. 

80 Cancel temporary card 
during replacement 

Cancel temporary card during replacement certificates are 
revoked and device cancelled. 

81 Unrestricted access Unrestricted access. 

82 Reissue mobile Reissue a partially issued mobile credential. 

83 User details have changed Used when requesting a card update and the user's details 
have changed, requiring a reprovision of the card. 

84 There is a problem with the 
device 

Used when requesting a card update and there is a problem 
with the card, requiring a reprovision of the card. 

85 New credential profile 
needs to be applied 

Used when requesting a card update and significant credential 
profile changes, for example data model changes, are needed, 
requiring a reprovision of the card. 

86 New certificates need to be 
added to the device 

Used when requesting a card update when there are only 
certificate changes required. 

   

Status mapping actions for PIV systems 

The following table shows the specific actions for certificates and archived certificates 
for each status mapping code on a PIV system. 

ID PKI Action Archive PKI Action (PIV) 

-11 Revoke. Revoke. 

-10 Suspend. Suspend. 

-9 Do not revoke; allow 
recovery to new device. 

Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

-8 Do not revoke; allow 
recovery to new device. 

Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

-7  Do not revoke; allow 
recovery to new device. 

Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

-6 Suspend. Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

-5 Suspend. Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

-4 Suspend. Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

-3 Suspend. Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

-2 Revoke. Revoke. 

-1 Revoke. Revoke. 

0 Revoke. Revoke. 

1 Revoke. Revoke. 
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ID PKI Action Archive PKI Action (PIV) 

2 Revoke. Revoke. 

3 Revoke. Revoke. 

4 Suspend. Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

5 Revoke. Revoke. 

6 Revoke. Revoke. 

7 Suspend. Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

8 Suspend. Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

9 Revoke. Revoke. 

10 Revoke. Revoke. 

11 Revoke. Revoke. 

12 Suspend. Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

15 Revoke. Revoke. 

16 Suspend. Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

17 Revoke. Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

18 Revoke. Revoke. 

19 Do not revoke; allow 
recovery to new device. 

Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

20 Revoke. Revoke. 

21 Revoke. Revoke. 

22 Do not revoke. Revoke. 

25 Revoke. Revoke. 

26 Revoke. Revoke. 

27 Revoke. Revoke. 

28 Revoke. Revoke. 

32 Do not revoke. Certificate is 
available for live recovery 
on subsequent devices. 

Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

33 Revoke. Revoke. 

66 Revoke. Revoke. 

70 Revoke. Revoke. 

71 Do not revoke; allow 
recovery to new device. 

Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

72 Revoke. Revoke. 

73 Do not revoke; allow 
recovery to new device. 

Revoke. 

74 Suspend. Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

75 Do not revoke. Certificate is 
available for live recovery 
on subsequent devices. 

Do not revoke. Certificate is available for live recovery on 
subsequent devices. 
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ID PKI Action Archive PKI Action (PIV) 

76 Revoke. Revoke. 

77 Revoke. Revoke. 

78 Revoke. Revoke. 

79 Revoke. Revoke. 

80 Revoke. Revoke. 

81 Revoke. Revoke. 

82 Revoke. Revoke. 

83 Revoke. Revoke. 

84 Revoke. Revoke. 

85 Revoke. Revoke. 

86 Revoke. Revoke. 

Status mapping actions for non-PIV systems 

The following table shows the specific actions for certificates and archived certificates 
for each status mapping code on a non-PIV system. 

ID PKI Action Archive PKI Action (non-PIV) 

-11 Revoke. Revoke. 

-10 Suspend. Suspend. 

-9 Do not revoke; allow 
recovery to new device. 

Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

-8 Do not revoke; allow 
recovery to new device. 

Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

-7  Do not revoke; allow 
recovery to new device. 

Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

-6 Suspend. Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

-5 Suspend. Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

-4 Suspend. Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

-3 Suspend. Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

-2 Revoke. Revoke. 

-1 Revoke. Revoke. 

0 Revoke. Revoke. 

1 Revoke. Revoke. 

2 Revoke. Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

3 Revoke. Revoke. 

4 Suspend. Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

5 Revoke. Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

6 Revoke. Revoke. 

7 Suspend. Do not revoke. Certificate is available for live recovery on 
subsequent devices. 
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ID PKI Action Archive PKI Action (non-PIV) 

8 Suspend. Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

9 Revoke. Revoke. 

10 Revoke. Revoke. 

11 Revoke. Revoke. 

12 Suspend. Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

15 Revoke. Revoke. 

16 Suspend. Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

17 Revoke. Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

18 Revoke. Revoke. 

19 Do not revoke; allow 
recovery to new device. 

Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

20 Revoke. Revoke. 

21 Revoke. Revoke. 

22 Do not revoke. Revoke. 

25 Revoke. Revoke. 

26 Revoke. Revoke. 

27 Revoke. Revoke. 

28 Revoke. Revoke. 

32 Do not revoke. Certificate is 
available for live recovery on 
subsequent devices. 

Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

33 Revoke. Revoke. 

66 Revoke. Revoke. 

70 Revoke. Revoke. 

71 Do not revoke; allow 
recovery to new device. 

Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

72 Revoke. Revoke. 

73 Do not revoke; allow 
recovery to new device. 

Revoke. 

74 Suspend. Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

75 Do not revoke. Certificate is 
available for live recovery on 
subsequent devices. 

Do not revoke. Certificate is available for live recovery on 
subsequent devices. 

76 Revoke. Revoke. 

77 Revoke. Revoke. 

78 Revoke. Revoke. 

79 Revoke. Revoke. 

80 Revoke. Revoke. 

81 Revoke. Revoke. 

82 Revoke. Revoke. 

83 Revoke. Revoke. 
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ID PKI Action Archive PKI Action (non-PIV) 

84 Revoke. Revoke. 

85 Revoke. Revoke. 

86 Revoke. Revoke. 

3.8 Importing additional fields 

Note: Attempting to import an additional field that does not exist in the database causes 
a failure. 

3.8.1 Additional user fields 

You can import information into additional extended fields using the data import. In the 
user node, add an <AdditionalFields> node. Within this, add a node for each 

additional user (Xu) field you want to import for the user. 

For example: 

<AdditionalFields> 
 <Xu1000>User Information</Xu1000> 
 <Xu1001>More User Information</Xu1001> 
 <Xu1002>Even More User Information</Xu1002> 
</AdditionalFields> 

3.8.2 Additional group fields 

You can also add additional information to the group. For CMS, within the group node, 
add an <AdditionalFields> node. For PIV, within the agency node, add an 

<AdditionalAgencyFields> node. 

Within this, add a node for each additional group (Xg) field that you want to import into 

the group's record. 

For example: 

<AdditionalFields> 
 <Xg1000>Group Information</Xg1000> 
</AdditionalFields> 

If you add extended user (Xu) fields to the AdditionalFields node in the group node, 

or extended group (Xg) fields to the AdditionalFields node in the user node, these 

are ignored. 

3.8.3 Additional job fields 

To add additional information to the job created, add an <AdditionalFields> node to 

the <Card> node. Within this, add a node for each additional job (Xj) field you want to 

import. 

3.9 Importing users into Entrust 

If you add the <EntrustProfile> node to the <Account> node, you can specify an 

Entrust profile for the user. If this node is present in the import XML, the user is added 
to Entrust using the specified Entrust Profile Template. 

For example: 

<Account> 
 ... 
 <EntrustProfile>MyEntrustTemplate</EntrustProfile> 
</Account> 
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3.10 Canceling credentials and jobs 

You can cancel credentials (for example, smart cards) and jobs using the 
CMSCardRequest method through the import service. 

Note: If you want to cancel credentials or jobs, you do not have to include a Card node 

unless you also want to request a card at the same time. 

3.10.1 Canceling cards 

To cancel all of a user's credentials, pass an ApplicantAction of CancelDevices; for 

example: 

<Actions> 
 <ApplicantAction>CancelDevices</ApplicantAction> 
 <StatusMappingID>ID</StatusMappingID> 
 <RevocationComment>Comment</RevocationComment> 
</Actions> 

To cancel a specific credential, pass an ApplicantAction of CancelDevice. To identify 

the card you must include a Device node containing the card's serial number and 

device type. 

You can cancel more than one credential in a single request by including more than one 
Device element. 

Because not all systems track the serial number of the card, you can use a lookup 
mechanism to identify the card. For each field you want to look up, include the following: 

<DeviceIdentifier> 
 <SerialNumber>[identifier]</SerialNumber> 
 <SerialNumberField>[field to look up]</SerialNumberField> 
</DeviceIdentifier> 

The field can be the name of any field present in the vDevices view; for example, 

SerialNumber for the standard card serial number, or HIDSerialNumber for the HID 

serial number. You can have multiple DeviceIdentifier nodes for each device. 

Note: If you do not include a SerialNumberField node, MyID will use a default value of 

SerialNumber. 

For example, to cancel a card with HIDSerialNumber 0011778, pass through the 

following: 

<Actions> 
 <ApplicantAction>CancelDevice</ApplicantAction> 
 <StatusMappingID>ID</StatusMappingID> 
 <RevocationComment>Comment</RevocationComment> 
 <Device> 
  <DeviceIdentifier> 
  <SerialNumber>0011778</SerialNumber> 
  <SerialNumberField>HIDSerialNumber</SerialNumberField> 
  </DeviceIdentifier> 
 </Device> 
</Actions> 

You can cancel only the cards associated with the applicant. You can cancel suspended 
cards. You must pass the fields StatusMappingID and RevocationComment as normal. 
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3.10.2 Canceling jobs 

To cancel all a user's jobs, pass an ApplicantAction of CancelAllJobs; for example: 

<Actions> 
 <ApplicantAction>CancelAllJobs</ApplicantAction> 
</Actions> 

Note: If the card is currently being processed by the bureau, the job is failed instead of 
canceled. 

To cancel a single job, use an ApplicantAction of CancelJob, then include a <Job> 

node containing the ID of the job to cancel; for example: 

<Actions> 
 <ApplicantAction>CancelJob</ApplicantAction> 
 <Job>12345</Job> 
</Actions> 

You can use the Reporting Web Service API to query the Jobs table to find the ID, or 

use Project Designer to create a custom MI Report that includes the ID in the list of 
jobs. 

3.10.3 Filtering job cancellations 

The feature to filter job cancellations using criteria is now "End of Life". The Filters 

node remains in the Lifecycle API schema, but cannot be used. 

To cancel a specific job, use: 

<ApplicantAction>CancelJob</ApplicantAction> 

See section 3.10.2, Canceling jobs for details. 

3.11 Importing operator credentials 

As part of a user import, you can import a smart card that has been issued on an 
external system so that it can be used, unchanged, as an operator card in MyID. If the 
user account already exists, the operator card is added to the user's record. 

You must create a credential profile that will be assigned to imported operator 
credentials. This credential profile must have the Contact capability and must be 
configured to use the Imported Authentication certificate policy in the Unmanaged 
certificate authority for MyID signing. 

To import a device, you need to know the following details about the device: 

• The credential profile name you want to use for the imported credential – specify in 
the CardProfile node. 

• Serial number – specify in the SerialNumber node. 

• Device type name – specify in the DeviceType node. 

• The container name on the card that the certificate is stored in – specify in the 
Container node. 

• The Base 64-encoded public part of the certificate to be used for signing – specify 
in the Certificate node. 

The certificate must have a valid date; it cannot have expired, and cannot be valid 
from a future date. MyID does not carry out a CRL check. 

If the Validate logon certificate option (on the Logon page of the Security Settings 
workflow) is set, the MyID application server must trust the issuing CA and have access 
to the CRL. 

You must set the Migrated Non-archived Certificate Policy option (on the Import & 
Export page of the Operation Settings workflow) to the following value: 
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• Imported Authentication 

This information is passed in through the Card node; a sample import may look like this: 

<Card> 

 <CardProfile>Imported Card</CardProfile> 

 <ImportCard>true</ImportCard> 

 <SerialNumber>1324657980</SerialNumber> 

 <DeviceType>Oberthur ID-One PIV</DeviceType> 

 <Container>5FC105</Container> 

 <Certificate>MIIGlDCCBXygA … =</Certificate> 
</Card> 

An imported card will have an expiry date that is the soonest of that defined in the 
credential profile and the expiry date of the provided certificate. 

The imported card will be blocked from card lifecycle operations such as Reset Card 
PIN and Erase Card. You can still cancel the imported card using the Cancel 
Credential workflow; this prevents the card from being used to access MyID, but does 
not affect the content of the card or revoke its certificates. 

Once imported, the device allows authentication to MyID. You can provide the imported 
user account with the appropriate permissions to access workflows. 

Note: If the import of the operator device fails (for example, if the certificate has 
expired) or if you carry out a card lifecycle operation that is not allowed for imported 
cards (for example, requesting a replacement card) you may find that the license count 
has temporarily increased by one; the license count is recalculated every few hours, at 
which point the license count is set to the correct value. 
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4 Calling the import service 

The MyIDEnroll web service is installed by default to the following location: 

http://<myservername>/MyIDEnroll/MyIDEnroll.asmx 

The MyIDEnroll web service consists of the following methods: 

• CMSXMLWebImport – used for standard systems. 

• PIVXMLWebImport – used for PIV/FIPS 201 systems. 

• XMLImport – used to import data using the EdeficeData schema. This option is 

not supported. 

These methods all take XML input parameters, and return an XML string representing 
the status of the operation. 

See section 8, MyIDEnroll WSDL for details of the WSDL for the web service. 

4.1 Results 

When the import service completes the import, it passes back an XML report containing 
information on whether the user's record was imported correctly. 

See section 7.3, CMSImportReponse structure for details of the XML schema used to 
return this report. 

Section 7.6, PivImportResponse structure contains the PIV version of the response 
schema. 

Any errors (for example, if the XML document contains invalid characters) are returned 
as the response to the web service call. The errors are displayed as XML to make it 
easier for your system to parse them. 

 



 

Lifecycle API  Page 29 of 177 

5 Advanced settings 

To add these settings to your XML document, include a node called Parameters at the 

top level of the XML document. 

For example: 

<Parameters> 
 <SourceID>Station1</SourceID> 
 <IssueDate>2012-01-01</IssueDate> 
 <GenerateUserDN>0</GenerateUserDN> 
 <ActionOnDuplicate>REPLACE</ActionOnDuplicate> 
 <RolesActionOnDuplicate>REPLACE</RolesActionOnDuplicate> 
 <DeleteMissingUsers>0</DeleteMissingUsers> 
 <PushToLDAP>1</PushToLDAP> 
 <CreateUnknownGroups>1</CreateUnknownGroups> 
 <AuditAll>1</AuditAll> 
 <DataType>CMSRequestCard</DataType> 
</Parameters> 
 

Note: The parameters are described in the schema as a sequence, which means that 
the order is important. 

The settings you can use are: 

Parameter Description 

SourceID The ID of the site. 

IssueDate The date the XML document was created. 

GenerateUserDN This option is not supported. Set the value to 0. 

ActionOnDuplicate Determines what to do if the user already 
exists within MyID. The LogonName is used as 

the key to match user records. 

REPLACE – replace the existing user with the 

new details. 

Merge – merge the records. 

MergeEmpty – add only the field data that was 

previously empty; do not overwrite any 
previous data. 

Skip – abort the import. This generates an 

error. 

RolesActionOnDuplicate Determines what to do if the roles already exist 
within MyID. 

REPLACE or Merge – the user's roles and scope 

will be set to the roles indicated in the supplied 
XML, if a roles node is supplied. Any other 
roles held by the user will be removed. 

MergeEmpty – any roles not already held by 

the user will be added with the scope 
indicated. If the user already holds the role 
then the scope will be updated to reflect the 
supplied data. To remove any existing roles 
held by the user, specify a Scope of None. 

Skip – any roles not already held by the user 

will be added with the scope indicated. If the 
user already holds the role then it will not be 
altered. Any existing roles held by the user will 
not be removed. 
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Parameter Description 

DeleteMissingUsers Not supported. Always set to 0. 

PushToLDAP 1 – add the user's details to the LDAP 

directory. 

0 – do not add the user's details to the LDAP 

directory. 

CreateUnknownGroups Not supported. Always set to 1. 

AuditAll 1 – add all user information fields to the audit 

trail. 

0 – add only the minimum information (user 

DN and full name) to the audit trail. 

DataType Determines the specific behavior of the import 
service, including DN formats and transforms 
that will be used. 

CMSRequestCard – import a user's details and 

request a card. Uses the CMSCardRequest 

schema. 

CMSUserUpdate – update an existing user. 

Uses the CMSUserUpdate schema. 

PIV  or PIVRequestCard – used for PIV card 

requests. Uses the PivCardRequest schema. 

PIVApplicantEnrol – used to update existing 

PIV users. Uses the PivApplicantUpdate 

schema. 

CheckImportResponseSchema Set to 1 to prevent MyID from checking the 
returned XML against the response XML 
schema. 

SynchronousImport Not supported. Do not use. 

AllowBioImport 1 – allow the import of fingerprints. 

0 – do not allow the import of fingerprints, but 
allow the import of face scans. 

DefaultUserRole If you do not specify the Role\Name, Scope 

and LogonMechanism in the 

Applicant\Account\Roles section of the 

import file, you can specify them here. 
Separate the role name, scope and logon 
mechanism with pipes (|). For example: 

Applicant|Self|Card 

specifies the Applicant role, with a scope of 

Self, and a logon mechanism of Card. 

DisallowCertificateSuspension Set this value to 1, and when you cancel a 

user account using the Lifecycle API, MyID will 
not suspend the certificate, but uses the action 
associated with the StatusMappingID; for 

example, a status mapping of 100 will 

permanently revoke the certificate. 

Set this value to 0 to suspend the certificate 

when you cancel the user account. 
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Parameter Description 

CardRequestThrottling This option prevents the submission of multiple 
card requests if several requests are received 
in quick succession. Generating card requests 
like this can cause the bureau request 
mechanism to reuse the same FASC-N for 
more than once card request. 

Set this value to 1 to enable the throttling 

behavior. 

Set this value to 0, or omit the parameter, to 

disable the throttling behavior. 

ReplaceUnassignedCards Set to 1 to allow MyID to replace unassigned 

cards. Set to 0 to prevent MyID from replacing 

unassigned cards. 

  

5.1 Custom schema and transform files 

You can customize all Lifecycle API xsd and xsl schema and transform files by editing 

the web service configuration files. This allows you to override the schema and 
transform files provided with MyID with your own versions of those files; this means that 
you will not lose your schema and transform customizations when you update or 
upgrade your MyID installation. 

To allow customizations to the schemas, add the following entries to MyIDEnroll web 
service web.config file: 

<configSections> 
<section name="MyIDSettings" 
type="System.Configuration.DictionarySectionHandler"/> 
</configSections> 
<MyIDSettings configSource="myid.config" /> 

Important: The <configSections> node must be the first entry within the 

<configuration> node. 

Once you have done this, you can add entries for schema and transform files to the 
myid.config file. 

Add the key name and value name of the customized schema or transform file. 

Note: All key names must be unique. For example: 

<MyIDSettings> 
  <add key="PIV" value="<Replacement schema for PivCardRequest.xsd>"></add> 
  <add key="PIVRequestCard" value="<Replacement schema for 
PivCardRequest.xsd>"></add> 
  <add key="PIVApplicantEnrol" value="<Replacement schema for 
PivApplicantUpdate.xsd>"></add> 
  <add key="CMSRequestCard" value="<Replacement schema for 
CMSCardRequest.xsd>"></add> 
  <add key="CMSUpdateCard" value="<Replacement schema for 
CMSUserUpdate.xsd>"></add> 
  <add key="PIV2MyID" value="<Replacement transform for PIV2MyID.xsl>"></add> 
  <add key="CMS2MyID" value="<Replacement transform for CMS2MyID.xsl>"></add> 
  <add key="BOL2CMSImportResponse" value="<Replacement transform for 
BOL2CMSImportResponse.xsl>"></add> 
  <add key="BOL2PIVImportResponse" value="<Replacement transform for 
BOL2PIVImportResponse.xsl>"></add> 
</MyIDSettings> 
 

Note: The names of the keys do not always match the names of the schema files. PIV 

and PIVRequestCard both override the PivCardRequest.xsd schema – do not specify 

both in the config file. 
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You can use the following keys: 

Key Replaces Type 

PIV PivCardRequest Schema 

PIVRequestCard PIVCardRequest Schema 

PIVApplicantEnrol PivApplicantUpdate Schema 

CMSRequestCard CMSCardRequest Schema 

CMSUpdateCard CMSUserUpdate Schema 

PIV2MyID PIV2MyID Transform 

CMS2MyID CMS2MyID Transform 

BOL2CMSImportResponse BOL2CMSImportResponse Transform 

BOL2PIVImportResponse BOL2PIVImportResponse Transform 

   Note that you cannot override the PivImportResponse.xsd and 

CMSImportResponse.xsd files; if you want to alter these schemas, you must replace the 

files directly. However, you can disable validation of the post-transform response data. 

The response schema validates the output from MyID after it is transformed by 
BOL2CMSImportResponse.xsl or BOL2PIVImprotResponse.xsl. 

Important: Do not include the .xsd or .xsl extensions for the replacement files in the 

web.config file. 

5.1.1 Examples 

For example, if you want to override the PivCardRequest.xsd schema with your own 

version, which is called MyPIVSchema.xsd, you would add the following: 

<MyIDSettings> 
  <add key="PIVRequestCard" value="MyPIVSchema"></add> 
</MyIDSettings> 

If you also wanted to replace the standard PIV transform with your own version called 
MyPIVTransform.xsl: 

<MyIDSettings> 
  <add key="PIVRequestCard" value="MyPIVSchema"></add> 
  <add key="PIV2MyID" value="MyPIVTransform"></add> 
</MyIDSettings> 

5.1.2 Troubleshooting 

If you experience problems when setting up custom transforms, you may want to enable 
logging for the Lifecycle API. See the Logging for the Lifecycle API section in the 
Configuring Logging guide. 
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6 Troubleshooting 

6.1 ASP.NET temporary folder permissions 

If your MyID web service user does not have permissions to the .NET framework folder, 
you may see an error similar to the following: 

The current identity "mydomain\myiisuser" does not have write access to 
'C:\WINDOWS\Microsoft.NET\Framework\v2.0.50727\Temporary ASP.NET Files'. 

To grant access to the web service user, run the aspnet_regiis command in the .NET 

folder mentioned in the error message: 

C:\WINDOWS\Microsoft.NET\Framework\v2.0.50727> aspnet_regiis -ga 
"mydomain\myuser" 

Replace "mydomain\myuser" with your system's MyID web service user. 

6.2 HTTP Error 500.24 – Internal Server Error 

This error can occur when you have not configured the authentication mechanisms the 
MyIDEnroll web service and disabled the ASP.NET Impersonation option in IIS. 

See section 2.2, Security settings for details. 
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7 Data Structure 

This section describes the structure of the data in the schemas. 

The Lifecycle API uses the following XML schemas: 

• MyIDBaseTypes 

Contains the common schema type for all of the MyID Lifecycle API schemas. 

• CMSSchemaTypes 

Contains the common schema types for the CMSCardRequest and CMSUserUpdate 

schemas. 

• CMSCardRequest 

Use this schema to create your XML files containing user data to send to the XML 
web import service. This schema defines the necessary information that you have 
to include for the import to be successful. 

• CMSUserUpdate 

Use this schema to create your XML files containing user data when you are 
updating an existing user in the MyID database. 

• CMSImportResponse 

This is the schema used when the XML import service passes back information 
about the results of the user data import. 

• PIVSchemaTypes 

Contains the common schema types for the PIVCardRequest and 

PIVApplicantUpdate schemas. 

• PIVCardRequest 

Use this schema to create your XML files containing PIV user data to send to the 
XML web import service. This schema defines the necessary information that you 
have to include for the import to be successful. 

• PIVApplicantUpdate 

Use this schema to create your XML files containing user data when you are 
updating an existing PIV user in the MyID database. 

• PIVImportResponse 

This is the schema used when the XML import service passes back information 
about the results of the PIV user data import. 

Note: Wherever a node is marked in the schema as a sequence, this order of the 
contents is important. 
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7.1 CMSCardRequest structure 

This section describes the elements of the CMSCardRequest schema. 

7.1.1 CMSCardRequest/Parameters 

Contains the settings for the import. See section 5, Advanced settings. 

7.1.2 CMSCardRequest/Group 

Contains details of the Group to which the user will belong. If the group does not exist, MyID can create the group, depending on your 
Parameters settings. 

Note: A group created through the Lifecycle API does not inherit any default roles from its parent group, and you cannot set default roles 
through the Lifecycle API. This means that for any new users created within this new group, you must specify all of the roles that you want to 
assign; if you do not specify any roles, the user receives the default Cardholder and Password User roles. 

7.1.3 CMSCardRequest/Group/Name 

Used to identify the group. Mandatory. 

If you are specifying an existing group, this is the only element you need to include to identify the group. If you are specifying a new group, you 
can complete the rest of the elements to provide the details for the new group. 

Note: Group names must be unique. The import will fail if two different groups have the same name as the specified group name. 

Note: If you specify a group that has been linked to an LDAP OU in MyID, any users associated with the group will be synchronized with the 
directory if the PushToLDAP parameter is set to 1. 

7.1.4 CMSCardRequest/Group/Description 

The description of the group. 

7.1.5 CMSCardRequest/Group/OrgUnit 

The OU of the group. 
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7.1.6 CMSCardRequest/Group/Parent 

The parent of the group. 

Used for new groups only. This is the name of the group beneath which the specified group will be created. For new groups, if you do not 
specify a parent group, or the parent group does not exist, the new group is placed under the root. If you are specifying an existing group for the 
user, make sure you omit the Parent node. 

Note: Parent group names must be unique. The import will fail if two different groups have the same name as the specified parent name. 

7.1.7 CMSCardRequest/Group/AdditionalFields 

Contains any extended group (Xg) fields. See section 3.8, Importing additional fields for details. 

7.1.8 CMSCardRequest/Group/User 

Contains the details for the user for whom the card is being requested. 

You can import a single user in each XML document. 

Note: You do not have to include a User node if you are importing the details of a group. 

7.1.9 CMSCardRequest/Group/User/Personal 

Contains the user's personal details. Mandatory. 

7.1.10 CMSCardRequest/Group/User/Personal/FirstName 

Internal name: FirstName 

The user's first name. 

7.1.11 CMSCardRequest/Group/User/Personal/LastName 

Internal name: Surname 

The user's last name. 

Note: You must include one or both of FirstName and LastName. If you include both FirstName and LastName, make sure you specify them in 

that order – FirstName first, LastName immediately after. If you intend to supply only a FirstName or only a LastName, omit the other node – do 

not simply include an empty string. 
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7.1.12 CMSCardRequest/Group/User/Personal/Initial 

Internal name: Initial 

The user's middle initials. 

7.1.13 CMSCardRequest/Group/User/Personal/Title 

Internal name: Title 

The user's title. 

7.1.14 CMSCardRequest/Group/User/Personal/Email 

Internal name: Email 

The user's email address. This address is used for email notifications. 

7.1.15 CMSCardRequest/Group/User/Personal/PhoneExt 

Internal name: PhoneExt 

The user's phone extension. 

7.1.16 CMSCardRequest/Group/User/Personal/MobileNumber 

Internal name: MobileNumber 

The user's mobile phone number. 

7.1.17 CMSCardRequest/Group/User/Personal/PhoneNumber 

Internal name: PhoneNumber 

The user's phone number. 
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7.1.18 CMSCardRequest/Group/User/Personal/EmployeeID 

Internal name: EmployeeID 

This should be a unique identifier for the applicant. 

7.1.19 CMSCardRequest/Group/User/Personal/OptionalLine1 

Internal name: OptionalLine1 

Used to store extra information about the user. 

7.1.20 CMSCardRequest/Group/User/Personal/OptionalLine2 

Internal name: OptionalLine2 

Used to store extra information about the user. 

7.1.21 CMSCardRequest/Group/User/Personal/OptionalLine3 

Internal name: OptionalLine3 

Used to store extra information about the user. 

7.1.22 CMSCardRequest/Group/User/Personal/OptionalLine4 

Internal name: OptionalLine4 

Used to store extra information about the user. 

7.1.23 CMSCardRequest/Group/User/Authentication 

Contains details of the security phrases to be used for the user. 

Note: Currently, the schema does not provide validation on the Authentication element. 
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7.1.24 CMSCardRequest/Group/User/Authentication/SecurityPhrase 

Contains a pair of elements – a Prompt and an Answer – that provide a security phrase for the applicant. 

You can have up to five SecurityPhrase elements, each containing a Prompt and Answer pair. 

Note: If you provide any security phrases for an existing user, all existing security phrases on that user's account are removed and replaced 
with the newly-provided security phrases. You can use this feature to delete the security phrases from a user's account – provide a single 
Prompt with an empty Answer, and the user's security phrases will be removed. (If the minimum number of security phrases is set to 1, the user 

will still be prompted for a security phrase when attempting to log on, but will be unable to authenticate.) 

7.1.25 CMSCardRequest/Group/User/Authentication/SecurityPhrase/Prompt 

Internal name: Question field in SecurityQuestions 

Used to import a security question. If the question does not already exist, an entry is added to the SecurityQuestions table; this question will 

subsequently be available for use when setting security phrases in MyID. 

The default security questions are: 

ID Question 

1 Password 

2 Mothers maiden name? 

3 N.I number? 

4 Favourite food? 

5 Car registration number? 

6 Name of pet 

7 First school attended 

8 An old phone number 

9 A memorable date 

10 A memorable place 

11 A memorable event 

12 A famous person 

13 Place of birth 

14 A country 



 

Lifecycle API Page 40 of 177 

ID Question 

15 A river 

16 A movie 

17 A song 

18 A book 

19 A sport 

20 A postcode 

21 An animal 

22 First car type 

  

7.1.26 CMSCardRequest/Group/User/Authentication/SecurityPhrase/Answer 

Internal name: SecurityPhrase field in UsersSecurityQuestions 

Used to import an answer to a security question for an applicant. A hash of the answer is stored in the UsersSecurityQuestions table. 

Important: Do not include any leading or trailing spaces in the security phrase answer. If you do include leading or trailing spaces, the user will 
be unable to authenticate to MyID. 

Note: If you have set up the Security Phrase Complexity option within MyID to determine the complexity of security phrases, this is not 
enforced on any passwords that you import using the Lifecycle API. 

You can encrypt the answer using a transport key – this allows you to maintain the security of the security phrase answer when you include it in 
the XML data. 

To encrypt the answer: 

1. Import your AES128 transport key into MyID using the Key Manager workflow. 

2. External to MyID, encrypt the security phrase answer with the following settings: 

 Encode the security phrase answer as little-endian Unicode. Do not use a byte order mark. 

For example, a security phrase of answer would be encoded as: 

0061006E0073007700650072 

 Pad the data using ISO9797 Method 2 (pad with a single 0x80, then 0x00 until the block-length is reached). 

 Encrypt using CBC or ECB mode encryption. 
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3. Add the hex-encoded encrypted data to the Answer node. 

4. Set the KeyName attribute of the Answer node to the name of the transport key you imported into MyID. 

5. Set the Mode attribute of the Answer node to either CBC or ECB, depending on how you encrypted the answer. 

For example: 

• The transport key, MyTransportKey, has a value of: 

206890FC9B4EA1D0137D8C692B3BFCB6 

• The security phrase is: 

answer 

• In the import, use the following: 

<Answer KeyName="MyTransportKey" Mode="CBC">6713987B589F76BC4DA0F557D79A6275</Answer> 

If you do not want to encrypt the answer in the XML document, omit the KeyName and Mode attributes. For example: 

<Answer>plaintextanswer1234</Answer> 

7.1.27 CMSCardRequest/Group/User/Card 

Contains details of the card to be requested for the user. 

7.1.28 CMSCardRequest/Group/User/Card/CardProfile 

If present, this will request a card using the specified credential profile for this applicant. If performing an update, or the credential profile does 
not exist, no request will be made. 

Note: Credential profiles were previously known as card profiles. 
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7.1.29 CMSCardRequest/Group/User/Card/CardExpiryDate 

Used to specify the expiry date for the card when it is issued. The card will expire on the date specified, or on the date the credential profile 
specifies, whichever is earlier. 

The format is YYYY-MM-DD – for example, 2016-12-25. 

Note: If the Expire Cards at End of Day configuration option is set to Yes, the time portion of the card expiry date is set to 23:59 UTC – the 
end of the day. If the Expire Cards at End of Day option is set to No, the time portion is set to the time of the import. However, if the Expire 
Cards at End of Day option is set to No, and the card expiry date is constrained by an earlier card lifetime as configured in the credential 
profile, the time portion is set to 00:00 UTC – the start of the day. 

If you provide a date in the CardExpiryDate node, and this exceeds the Maximum Expiry Date set against the user account, the 

CardExpiryDate is ignored, and the Maximum Expiry Date is used in the request. This may be changed at the time of collection to an earlier 

date, if the lifetime configured in the credential profile limits it. 

7.1.30 CMSCardRequest/Group/User/Card/Renewal 

Used to specify whether the card is a renewal of an existing card. If the user already exists, you must set this option to true or card request 

jobs will not be created. 

Can be one of the following values: 

• true – this is a card renewal. 

• false – this is not a card renewal. 

Note: For card renewals, you must specify the card's original serial number and device type using the 
CMSCardRequest/Group/User/Card/Update node. 

7.1.31 CMSCardRequest/Group/User/Card/ImportCard 

Used to specify whether to import a device (see section 3.11, Importing operator credentials). 

Can be one of the following values: 

• true – import a device. 

• false – do not import a device. 
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7.1.32 CMSCardRequest/Group/User/Card/CardRequestedBy 

This is the logon name of the person requesting the card. Used for auditing purposes. 

7.1.33 CMSCardRequest/Group/User/Card/CancelExisting 

Used to specify whether existing jobs of the same type are canceled when the new job is created. Include the empty node if you want to cancel 
the existing jobs: 

<CancelExisting/> 

If you omit this node, existing jobs will not be canceled when the new job is created. 

7.1.34 CMSCardRequest/Group/User/Card/JobLabel 

Used to specify a label for the job. You can use this label to search for and identify the job within MyID. 

7.1.35 CMSCardRequest/Group/User/Card/Update 

Used to specify the card being updated or renewed. You must make sure that the card is issued to the user. 

For updates, if you do not specify the OriginalSerialNumber and OriginalDeviceType for the card to be updated, the card currently 

assigned to the user is used. 

For renewals, the OriginalSerialNumber and OriginalDeviceType for the card to be renewed are mandatory. 

7.1.36 CMSCardRequest/Group/User/Card/Update/OriginalSerialNumber 

The serial number of the card being updated or renewed. Used to target a specific card. 

7.1.37 CMSCardRequest/Group/User/Card/Update/OriginalDeviceType 

The device type of the card being updated or renewed. 

7.1.38 CMSCardRequest/Group/User/Card/Update/StatusMapping 

The status mapping code to be used when the card is updated. 

See section 3.7.5, Status mapping codes for details. 
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7.1.39 CMSCardRequest/Group/User/Card/Update/ParametersXML 

Contains parameters for the card update job. 

7.1.40 CMSCardRequest/Group/User/Card/Update/ParametersXML/UnlockPIN 

Not supported. 

7.1.41 CMSCardRequest/Group/User/Card/Update/ParametersXML/ReIssue 

Set to 1 to request the reissuance of a device. 

Reissuance is a type of card update job that, when collected, carries out the following: 

• Revokes existing certificates present on the device. 

• Re-applies data model electronic personalization. 

• Issues and writes a new set of certificates onto the device (according to the credential profile). 

• If the Rotate Keys On Card Update configuration option is set (on the Issuance Processes page of the Operation Settings workflow) 
applies the latest customer GlobalPlatform and PIV 9B keys. 

7.1.42 CMSCardRequest/Group/User/Card/Replacement 

Used to specify the card to be replaced. 

Note: The Card Renewal Period configuration option (on the Devices page of the Operation Settings workflow) is ignored when requesting 
replacement cards through the Lifecycle API – it is possible to request short-lived replacement credentials through the API. 

7.1.43 CMSCardRequest/Group/User/Card/Replacement/OriginalSerialNumber 

The serial number of the card to be replaced. Mandatory if you specify the Replacement node. 

7.1.44 CMSCardRequest/Group/User/Card/Replacement/OriginalDeviceType 

The device type of the card to be replaced. Mandatory if you specify the Replacement node. 
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7.1.45 CMSCardRequest/Group/User/Card/Replacement/StatusMapping 

Used to specify the status mapping ID for certificates on the credentials that are being replaced. This node is used when performing a 
replacement request; note that if you are performing a card replacement, you use CMSCardRequest/Group/User/Card/StatusMapping 

instead. 

If you do not specify a StatusMapping, a status mapping ID of 1 – Lost – is used. 

See section 3.7.5, Status mapping codes for details. 

7.1.46 CMSCardRequest/Group/User/Card/GenerateOTP 

Note: This feature reserved for future use. It is not currently possible to use OTPs when collecting jobs. Do not use in the current version of 
MyID. 

Used to generate a One-Time Password (OTP) for use when collecting the job created by the import request. If you specify this element, the 
user must provide the OTP when collecting the job. You can specify a notification mechanism to provide this OTP to the user by including a 
Notification node. 

If you do not specify a Notification node, the OTP is sent to the user's email address using the Job OTP email template. 

7.1.47 CMSCardRequest/Group/User/Card/GenerateOTP/Notification 

Used to specify a notification method for OTPs. 

7.1.48 CMSCardRequest/Group/User/Card/GenerateOTP/Notification/Name 

The Name of the notification from the Notifications table in the MyID database. 

Note: You must have notifications configured correctly within MyID. For more information, contact Intercede professional services. 

7.1.49 CMSCardRequest/Group/User/Card/GenerateOTP/Notification/Action 

Contains one of the following: 

• Event – the notification is triggered once using the success data set up in the Notifications table. No further notifications are sent, even 

if the notification fails. 

• Success – the notification is triggered using the success data set up in the Notifications table. If the notification fails, the back-up 

notifications set up in the fail data in the Notifications table are triggered. 
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• Fail – the notification is triggered using the fail data set up in the Notifications table. Multiple notifications are sent on a schedule 

specified by the RetryDelays in the Notifications table. You can use this option to force reminder notifications; the notification has not 

failed, but it is treated as a failed notification so that the retry system is triggered. 

7.1.50 CMSCardRequest/Group/User/Card/OriginalSerialNumber 

Used in conjunction with the CMSCardRequest/Group/User/Card/OriginalDeviceType node to specify a credential to be replaced. These 

settings also specify the credential profile to use when replacing the card. The credential profile used to issue this specified card is used to 
issue the new card. Alternatively, you can specify the credential profile using the CMSCardRequest/Group/User/Card/CardProfile node. 

In addition, if you specify the OriginalSerialNumber and OriginalDeviceType for the card, all credentials on the same physical credential 

are marked as being replaced. 

The CMSCardRequest/Group/User/Card/StatusMapping determines what happens to the certificates on the credentials that are being 

replaced. 

7.1.51 CMSCardRequest/Group/User/Card/OriginalDeviceType 

Used in conjunction with the CMSCardRequest/Group/User/Card/OriginalSerialNumber node to specify a credential to be replaced. 

7.1.52 CMSCardRequest/Group/User/Card/SerialNumber 

Used in conjunction with the CMSCardRequest/Group/User/Card/DeviceType node to specify an exact card to be issued. 

7.1.53 CMSCardRequest/Group/User/Card/DeviceType 

Used in conjunction with the CMSCardRequest/Group/User/Card/SerialNumber node to specify an exact card to be issued. 

7.1.54 CMSCardRequest/Group/User/Card/StatusMapping 

Used to specify the status mapping ID for certificates on the credentials that are being replaced. This node is used when performing a card 
request; note that if you are performing a card replacement, you use CMSCardRequest/Group/User/Card/Replacement/StatusMapping 

instead. 

If you do not specify a StatusMapping, a status mapping ID of 1 – Lost – is used. 

See section 3.7.5, Status mapping codes for details. 
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7.1.55 CMSCardRequest/Group/User/Card/RevocationComment 

A free text description that is stored against revoked certificates in the database. 

7.1.56 CMSCardRequest/Group/User/Card/Reprovision 

Set the value of this node to 1 to request a reprovision rather than an update. 

A reprovision allows you to re-encode a card completely, based on the data in the MyID database, using the latest version of the credential 
profile used during issuance. 

The card will have the same expiry date as the original card. New certificates may have longer expiration times than the original certificates, but 
these will not exceed the lifetime of the card itself. Certificates that were revoked externally to MyID will be replaced with new active certificates. 

When requesting a reprovision, specify a status mapping with one of the following values: 

• 83 – User details have changed. 

• 84 – There is a problem with the device. 

• 85 – New credential profile needs to be applied. 

Note: If you specify any other status mapping, it is ignored – only these status mappings carry out reprovisions. 

For example: 

<Card> 

 <CardProfile>Yubikey NoOTP</CardProfile> 

 <CardRequestedBy>System</CardRequestedBy>  

 <OriginalSerialNumber>8115516</OriginalSerialNumber> 

 <OriginalDeviceType>YubiKey 4</OriginalDeviceType> 

 <StatusMapping>84</StatusMapping> 

 <Reprovision>1</Reprovision> 

</Card> 

7.1.57 CMSCardRequest/Group/User/Card/CardLayout 

Optionally, contains the name of the card layout to use when printing the requested card. 
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The card layout name must be valid for the card's credential profile at the point that the card is issued; if the card layout name is not valid, the 
request will not be processed. 

7.1.58 CMSCardRequest/Group/User/Card/Container 

Used in conjunction with the CMSCardRequest/Group/User/Card/ImportCard node to specify the container that the authentication certificate is 

located in. 

See section 3.11, Importing operator credentials. 

7.1.59 CMSCardRequest/Group/User/Card/Certificate 

Used in conjunction with the CMSCardRequest/Group/User/Card/ImportCard node to specify the authentication certificate on the imported 

card. This must be the base64 representation of the certificate without headers, footers, or line breaks. 

See section 3.11, Importing operator credentials. 

7.1.60 CMSCardRequest/Group/User/Card/AdditionalFields 

Used to specify additional job (Xj) fields. Your system must already have been customized to set up these additional fields. 

7.1.61 CMSCardRequest/Group/User/CardUpdate 

Note: This CardUpdate node is reserved for future use. Do not use. You can use the CMSCardRequest/Group/User/Card/Update node 

instead. 

The CardUpdate element contains details of card update requirements for existing cards. 

7.1.62 CMSCardRequest/Group/User/CardUpdate/SerialNumber 

Serial Number of the card to be updated. 

7.1.63 CMSCardRequest/Group/User/CardUpdate/DeviceType 

Device Type of card to be updated (for example, 'Oberthur v3'). 
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7.1.64 CMSCardRequest/Group/User/CardUpdate/CardRequestedBy 

The logon name of the person requesting the card update. Used for auditing purposes. 

7.1.65 CMSCardRequest/Group/User/CardUpdate/ParametersXML 

XML describing the card updates to be performed. Currently supports only UnlockPIN. 

7.1.66 CMSCardRequest/Group/User/CardUpdate/ParametersXML/UnlockPIN 

Not supported. 

7.1.67 CMSCardRequest/Group/User/CardUpdate/PIN 

Reserved for future use. 

7.1.68 CMSCardRequest/Group/User/Account 

Contains details of the user's account. 

7.1.69 CMSCardRequest/Group/User/Account/DN 

Internal name: DistinguishedName 

The DN of the user's account in the LDAP. 

7.1.70 CMSCardRequest/Group/User/Account/CN 

Internal name: CommonName 

7.1.71 CMSCardRequest/Group/User/Account/OU 

Internal name: OrganisationalUnit 

7.1.72 CMSCardRequest/Group/User/Account/UPN 

Internal name: UserPrincipalName 
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7.1.73 CMSCardRequest/Group/User/Account/SAMAccountName 

The SAM Account Name for the user. 

7.1.74 CMSCardRequest/Group/User/Account/LogonName 

Internal name: LogonName 

The user’s name, used to log into MyID. Must be unique. 

A LogonName is required for all operations. If no value is supplied, the CMSCardRequest/Group/User/Personal/EmployeeID value is used 

instead. For new user imports, the EmployeeID is copied to the user's new LogonName record; for actions on existing users, the EmployeeID is 

used to match against the LogonName. 

7.1.75 CMSCardRequest/Group/User/Account/NewLogonName 

Note: This feature reserved for future use. 

Allows you to specify a new logon name for the user. 

7.1.76 CMSCardRequest/Group/User/Account/UniqueID 

Maps onto the objectGUID attribute in Active Directory. When MyID synchronizes with the LDAP, it uses this UniqueID to map the users from 

MyID to the directory. 

If your directory does not have an objectGUID attribute, the Distinguished Name for the user is used instead. 

7.1.77 CMSCardRequest/Group/User/Account/Roles 

Contains details of the MyID roles assigned to the user. 

Note: You can set any role for a user using the Lifecycle API – the roles you specify override any role restrictions. Also, the user will not receive 
any default roles that have been set up for their group; if you want to assign roles, you must include them explicitly. If you do not specify any 
roles, the user receives the default Cardholder and Password User roles. 

7.1.78 CMSCardRequest/Group/User/Account/Roles/Role 

Contains details of the role you want to assign the applicant. 
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7.1.79 CMSCardRequest/Group/User/Account/Roles/Role/Name 

Internal name: UserProfile 

The name of the role. 

7.1.80 CMSCardRequest/Group/User/Account/Roles/Role/Scope 

Internal name: Scope 

The scope of the role that the applicant is to have. The value must be one of the following: 

• None 

• Self 

• Department 

• Division 

• All 

Note: If you want to remove an existing role from a user's account, set the Scope to None, and the RolesActionOnDuplicate parameter to 

MergeEmpty. 

7.1.81 CMSCardRequest/Group/User/Account/Roles/Role/LogonMechanism 

Internal name: LogonMechanism 

Not supported. Do not use. 

7.1.82 CMSCardRequest/Group/User/Account/EntrustProfile 

Specifies an Entrust profile template to use for the applicant. If specified, the applicant is added to Entrust using the template. 
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7.1.83 CMSCardRequest/Group/User/Account/MaxRequestExpiryDate 

Allows you to set the maximum credential expiry date for a person – this allows you to specify the latest expiry date for any device issued to this 
person. Note that card requests cannot exceed the Lifetime set in the credential profile. Also, the credential profile can override the maximum 
expiry date for a person using the Ignore User Expiry Date option. 

If the Expire Cards at End of Day configuration option is set to Yes, the time portion of the user's maximum credential expiry date is set to 
23:59 UTC – the end of the day. If the Expire Cards at End of Day option is set to No, the time portion is set to 00:00 UTC – the start of the 
day. 

If you supply an expiry date in the CardExpiryDate node, it may also cause a check to be performed even when Max Request Expiry Date is 

not set in the same transaction using the Lifecycle API. See section 7.1.29, CMSCardRequest/Group/User/Card/CardExpiryDate. 

This setting affects all future device requests. It does not affect any issued devices or existing requests. 

Note: This setting affects device requests made through the MyID Operator Client or the Lifecycle API. Requests made through MyID Desktop 
do not take this setting into account. 

See the Requesting a device for a person section in the MyID Operator Client guide for more information. 

7.1.84 CMSCardRequest/Group/User/Account/UserDataApproved 

Internal name: UserDataApproved 

Contains information on whether card issuance is approved for this applicant. Can be one of the following values: 

• YES or 1 

• NO or 0 

If you set the card profile to have the Require user data to be approved option, you must set this option before the card can be issued. This 
flag confirms that the data being sent to MyID has passed all the enrollment checks required for card issuance. 

Note: The VettingDate defaults to the current date if UserDataApproved is set to YES or 1, and an explicit VettingDate is not provided in the 

request. 
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7.1.85 CMSCardRequest/Group/User/Account/VettingDate 

Internal name: VettingDate 

Contains the date on which the applicant's identity checks were carried out. The format is: 

YYYY-MM-DDThh:mm:ss 

You can use this field to ensure that the applicant's identity checks are renewed periodically. See the Identity checks section in the 
Administration Guide for details. 

7.1.86 CMSCardRequest/Group/User/Photo 

Contains the applicant's photo. 

7.1.87 CMSCardRequest/Group/User/Photo/Encoding 

The type of data encoded in the block. This can be one of the following: 

• jpg – JPG image data. 

• gif – GIF image data. 

• png – PNG image data. 

• bmp – Windows bitmap image data. 

• 378 – INCITS 378 fingerprint data. 

• 385 – facial biometrics in ANSI/INCITS 385-2004 format. 

For details of importing fingerprints or facial biometrics, contact customer support. 

7.1.88 CMSCardRequest/Group/User/Photo/Data 

A string of base64-encoded data containing the file to be uploaded. 

7.1.89 CMSCardRequest/Group/User/Photo/DateTaken 

The date of the data; for example, when the photograph was taken, or when the fingerprints were captured. 

This node uses the following format: 
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yyyy-mm-ddThh:mm:ss.nnn 

For example: 

2010-01-02T14:23:54.123 

7.1.90 CMSCardRequest/Group/User/Photo/Source 

Not supported. 

7.1.91 CMSCardRequest/Group/User/Photo/None 

Instead of providing a photograph, you can remove an existing user photograph and replace it with the noImage.gif default image. 

To remove a user photograph, specify _NULL_ in the Photo node; for example: 

<Photo> 
 <None>_NULL_</None> 
<Photo> 

Note: The image is removed from the user record, but is not removed from the MyID web server. 

7.1.92 CMSCardRequest/Group/User/AdminGroups 

An optional node that allows you to specify one or more administrative groups for the user. See the Administration Guide for details of setting up 
and using administrative groups. 

The AdminGroups node contains one or more AdminGroup. 

For example: 

<AdminGroups> 
                <AdminGroup> 
                                <Name>Group 1</Name> 
                </AdminGroup> 
</AdminGroups> 

or: 
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<AdminGroups> 
                <AdminGroup> 
                                <Name>Group 1</Name> 
                </AdminGroup> 
                <AdminGroup> 
                                <Name>Group 2</Name> 
                </AdminGroup> 
</AdminGroups> 

If the user has existing administrative groups, they are replaced by the specified group or groups. If you specify an empty AdminGroups node, 

this clears all of the user's administrative groups. If you do not specify an AdminGroups node, the user's administrative groups remain 

unchanged. 

7.1.93 CMSCardRequest/Group/User/AdminGroups/AdminGroup 

Specifies an administrative group for the user. You can have multiple AdminGroup nodes in the AdminGroups parent node. An AdminGroup 

node contains a single Name node. 

7.1.94 CMSCardRequest/Group/User/AdminGroups/AdminGroup/Name 

Specifies the name of the administrative group for the user. 

Note: The group must already exist in the MyID database. If the group does not exist, the import will fail. 

7.1.95 CMSCardRequest/Group/User/AdditionalFields 

You can import information into additional extended user (Xu) fields using the data import. 

7.1.96 CMSCardRequest/Group/User/Actions 

Contains actions to carry out for the applicant; for example, to remove or disable the user, or to cancel the user's credentials. 

7.1.97 CMSCardRequest/Group/User/Actions/ApplicantAction 

Perform an action on the user. If you do not supply an ApplicantAction element, a disabled user will be re-enabled. 

The possible actions are: 

• Disable – disable the user's account. 



 

Lifecycle API Page 56 of 177 

• Remove – remove the user from the system. 

• CancelDevices – Cancel all the user's credentials. 

• CancelDevice – Cancel specific credentials. Specify the cards using the CMSCardRequest/Group/User/Actions/Device element. 

• CancelJob – Cancel a specific job. Specify the job using the CMSCardRequest/Group/User/Actions/Job element. 

• CancelAllJobs – Cancel all jobs for the specified user. 

• UnlockCard – Unlock a card. Specify the card using the CMSCardRequest/Group/User/Actions/Device element. 

Note: This is not currently supported. 

• RenewCertificate – renew a certificate. Specify the certificate using CMSCardRequest/Group/User/Actions/CertSerialNumber and 

CMSCardRequest/Group/User/Actions/CertPolicyName. 

7.1.98 CMSCardRequest/Group/User/Actions/CertSerialNumber 

Used in conjunction with CMSCardRequest/Group/User/Actions/CertPolicyName to specify a certificate to renew. 

7.1.99 CMSCardRequest/Group/User/Actions/CertPolicyName 

Used in conjunction with CMSCardRequest/Group/User/Actions/CertSerialNumber to specify a certificate to renew. 

7.1.100 CMSCardRequest/Group/User/Actions/StatusMappingID 

The action to apply to the user. This should be an ID that matches an entry in the StatusMappings table. It controls how certificates are revoked. 

7.1.101 CMSCardRequest/Group/User/Actions/RevocationComment 

A free text description that is stored against revoked certificates in the database. 

7.1.102 CMSCardRequest/Group/User/Actions/RevocationDelay 

Used to specify a delay in days for the certificate revocation requests. 
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7.1.103 CMSCardRequest/Group/User/Actions/Device 

Specifies the card to cancel when you have selected CancelDevice for the ApplicantAction, or the card to unlock when you have selected 

UnlockCard for the ApplicantAction. (Note: UnlockCard is not currently supported.) 

Contains at least one DeviceIdentifier element – you can cancel multiple cards in a single request. 

7.1.104 CMSCardRequest/Group/User/Actions/Device/DeviceIdentifier 

Specifies the credential to be canceled or unlocked. 

7.1.105 CMSCardRequest/Group/User/Actions/Device/DeviceIdentifier/SerialNumber 

The serial number of the credential. 

7.1.106 CMSCardRequest/Group/User/Actions/Device/DeviceIdentifier/SerialNumberField 

The name of the field in which to look for the serial number. The field can be any field present in the vDevices view; for example, 

SerialNumber for the standard serial number or HIDSerialNumber for the HID serial number. 

If you do not include a SerialNumberField node, MyID will use a default value of SerialNumber. 

7.1.107 CMSCardRequest/Group/User/Actions/Device/ProcessStatus 

Used to specify the process status to be used for the credential being cancelled. 

You can use the following status codes, as listed in the DeviceProcessStatuses table in the database. 

Status Description 

Active Device is operational 

Assigned Device is assigned to a user but has not begun personalization 

AtBureau Device is at the bureau 

Collected Collected 

Disposed Disposed 

Erased Erased 

Legacy Legacy 
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Status Description 

Lost Lost 

None None (Default the card may be re-issued) 

Not Disposed Not Collected 

PendingActivation Device is ready to be activated 

PendingDeliveryConfirmation Device has been dispatched from the bureau and is in transit 

PendingPersonalisation Device is ready to be personalized 

Terminated Card has been terminated 

Unassigned Device is not assigned to a user 

  

7.1.108 CMSCardRequest/Group/User/Actions/RequestedBy 

Used to specify the MyID logon name of the Initiator for any jobs created by the import process. If you do not specify a value here, the Initiator is 
set to ImportProcessor. 

You can use the Initiator tab in the Job Management workflow to search for jobs created by specific users. 

7.1.109 CMSCardRequest/Group/User/Actions/Job 

Contains a the ID of a job to cancel. Used in conjunction with an ApplicantAction of CancelJob. 

7.1.110 CMSCardRequest/Group/User/Actions/Filters 

The feature to filter job cancellations using criteria is now "End of Life". The Filters node remains in the Lifecycle API schema, but cannot be 

used. 

See section 3.10.3, Filtering job cancellations for more information. 
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7.2 CMSUserUpdate structure 

The CMSUserUpdate schema uses the same data elements as the CMSCardRequest schema. This schema requires less information as a 

minimum, however. 

The following differences exist between the CMSUserUpdate and CMSCardRequest schema: 

• The CMSUserUpdate schema allows you to specify a User block without including it in a Group block. 

• The CMSUserUpdate schema does not have a CardUpdate element. 

• The CMSCardRequest schema allows only one group and one user, but the CMSUserUpdate schema allows any number of groups and 

users. 

• If you specify a group, you must specify one or more users. 
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7.3 CMSImportReponse structure 

The CMSImportResponse schema is used when the XML import service passes back information about the results of the user data import. It 
contains blocks for the Group and the User. 

7.3.1 CMSImportResponse/Group 

Contains information about the group. 

7.3.2 CMSImportResponse/Group/Name 

Internal name: Name 

Used to identify the group. 

7.3.3 CMSImportResponse/Group/Result 

The result of the import. Can be one of the following: 

• Created 

• Already Exists 

• Failed 

7.3.4 CMSImportResponse/Group/User 

Contains information about the user. 

7.3.5 CMSImportResponse/Group/User/FirstName 

Internal name: FirstName 

The first name of the user. 
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7.3.6 CMSImportResponse/Group/User/LastName 

Internal name: Surname 

The last name of the user. 

7.3.7 CMSImportResponse/Group/User/EmployeeID 

Internal name: EmployeeID 

The Employee ID of the user. 

7.3.8 CMSImportResponse/Group/User/LogonName 

Internal name: LogonName 

The MyID logon name of the user. 

7.3.9 CMSImportResponse/Group/User/CardRequest 

Internal name: Jobs.ID 

The JobID for the card request. If there is no request, returns 0. 

7.3.10 CMSImportResponse/Group/User/CardUpdate 

Internal name: Jobs.ID 

The Job ID for the card update. If there is no update job, returns 0. 

7.3.11 CMSImportResponse/Group/User/UnlockCardRequest 

The JobID for the unlock card request. If there is no request, returns 0. 

Note: This is not currently supported. 
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7.3.12 CMSImportResponse/Group/User/Result 

The result of the import. Can be one of the following: 

• Added 

• Created 

• Already Exists 

• Failed 

• Removed 

• License Limit 

7.3.13 CMSImportResponse/Group/User/Reason 

Provides information about the response, including details of the reason why the request failed; for example, the name of a non-existent 
credential profile. 

7.3.14 CMSImportResponse/Group/User/error 

Contains XML describing any errors that occurred during the import. 
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7.4 PivCardRequest 

This section provides information on the structure of the XML data, including information on allowed values and the MyID internal name. Use 
this information in conjunction with the schemas and examples. 
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7.4.1 PivCardRequest/Parameters 

See section 5, Advanced settings for details. 

7.4.2 PivCardRequest/Agency 

The Agency element contains information about the applicant's agency, and contains the block for the applicant. 

Note: An agency group created through the Lifecycle API does not inherit any default roles from its parent group, and you cannot set default 
roles through the Lifecycle API. This means that for any new users created within this new group, you must specify all of the roles that you want 
to assign; if you do not specify any roles, the user receives the default Cardholder and Password User roles. 

7.4.3 PivCardRequest/Agency/DeptCode 

Internal name: Xg16 

Encoded in the PrintedInfo block. 

Mandatory only for Add; also mandatory for update if the agency is specified. 

7.4.4 PivCardRequest/Agency/AgencyCode 

Internal name: Xg1 

Four alphanumeric characters. Encoded in the FASCN and in the PrintedInfo block. 

Mandatory only for Add; also mandatory for update if the agency is specified. 

7.4.5 PivCardRequest/Agency/FacilityCode 

Internal name: Xg2 

Encoded in the FASCN and in the PrintedInfo block. 

Mandatory only for Add; also mandatory for update if the agency is specified. 

7.4.6 PivCardRequest/Agency/AgencyName 

Internal name: Name and Xu3 

Used to identify the Agency. Also encoded in the DN for member Applicants. 
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Mandatory for Add; also mandatory for update if the agency is specified. 

Note: Agency names must be unique. The import will fail if the agency name is not unique; this occurs even if a unique parent name is 
specified. 

7.4.7 PivCardRequest/Agency/FacilityName 

Not currently used. 

7.4.8 PivCardRequest/Agency/DUNS 

Internal name: Xg5 

Needed if the Organizational Category (below) is set to Commercial. 

Mandatory only for Add; also mandatory for update if the agency is specified. 

7.4.9 PivCardRequest/Agency/OC 

Internal name: Xg3 

Organizational Category. Encoded in the FASCN. 

An integer – the values map to the following categories: 

• 1 – Federal 

• 2 – State 

• 3 – Commercial 

• 4 – Foreign 

Mandatory only for Add; also mandatory for update if the agency is specified. 

7.4.10 PivCardRequest/Agency/OI 

Internal name: Xg4 

Organizational Identifier. Encoded in the FASCN. 

Mandatory only for Add; also mandatory for update if the agency is specified. 
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7.4.11 PivCardRequest/Agency/Department 

Internal name: Xg17 and Xu54 

Encoded in the DN for member Applicants. 

7.4.12 PivCardRequest/Agency/BaseDN 

Internal name: OrgUnit and Xg15 

If present, this is used as the default DN for member Applicants. The CN field is appended to this value. 

7.4.13 PivCardRequest/Agency/Parent 

Internal name: Parent 

The name of the agency beneath which the specified agency should be positioned. For new agencies, if you do not specify a parent agency, or 
the parent agency does not exist, the new agency is placed under the root. If you are specifying an existing agency for the user, make sure you 
specify the correct parent agency, or omit the Parent node; otherwise, the agency will be moved under the new parent. 

Note: Parent agency names must be unique. The import will fail if two different agencies have the same name as the specified parent name. 

7.4.14 PivCardRequest/Agency/AgencyAddress 

Used for delivery addresses. Contains the following elements: 

Field Name Internal Name 

Address1 Xg7 

Address2 Xg8 

City Xg9 

State Xg10 

Zip Xg11 

PhoneNumber Xg13 

Country Xg12 

Email Xg14 

Contact Xg6 
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7.4.15 PivCardRequest/Agency/AdditionalAgencyFields 

Contains any extended (Xg) agency fields. See section 3.8.2, Additional group fields for details. 

7.4.16 PivCardRequest/Agency/Applicant 

The Applicant element contains information about the applicant. 

You can import a single applicant in each XML document. 

7.4.17 PivCardRequest/Agency/Applicant/Personal 

Contains the personal details of the applicant. 

Mandatory for Add. 

7.4.18 PivCardRequest/Agency/Applicant/Personal/FirstName 

Internal name: FirstName 

Mandatory. 

7.4.19 PivCardRequest/Agency/Applicant/Personal/LastName 

Internal name: Surname 

Mandatory. 

7.4.20 PivCardRequest/Agency/Applicant/Personal/NickName 

Internal name: Xu49 

7.4.21 PivCardRequest/Agency/Applicant/Personal/MiddleName 

Internal name: Initial 

7.4.22 PivCardRequest/Agency/Applicant/Personal/Suffix 

Internal name: XuPIV4 
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7.4.23 PivCardRequest/Agency/Applicant/Personal/Title 

Internal name: Title 

7.4.24 PivCardRequest/Agency/Applicant/Personal/Email 

Internal name: Email 

This address is used for email notifications. 

7.4.25 PivCardRequest/Agency/Applicant/Personal/Fax 

Internal name: PhoneExt 

7.4.26 PivCardRequest/Agency/Applicant/Personal/Cell 

Internal name: MobileNumber 

7.4.27 PivCardRequest/Agency/Applicant/Personal/Phone 

Internal name: PhoneNumber 

7.4.28 PivCardRequest/Agency/Applicant/Personal/EmployeeID 

Internal name: EmployeeID 

This should be a unique identifier for the applicant. 

Mandatory. 

Appears within MyID Desktop as the Security field. For a PIV user (that is, a user who belongs to an agency that does not have a code of 
9999) this value is used for the PI (Person Identifier) value in the FASC-N. Due to restrictions on the PI field in the FASC-N, this identifier must 
be a maximum of 10 numeric digits. 
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7.4.29 PivCardRequest/Agency/Applicant/Personal/Address 

Used for delivery addresses. Contains the following elements: 

• Address1 

• Address2 

• City 

• StateZip 

7.4.30 PivCardRequest/Agency/Applicant/Personal/BirthDate 

Internal name: Xu37 

Format: YYYY-MM-DD 

7.4.31 PivCardRequest/Agency/Applicant/Personal/Nationality 

Internal name: XuPIV1 

A code referring to the nationality of the applicant. The possible values are: 

Code Nationality 
AFG Afghanistan 

ALA Aland Islands 

ALB Albania 

DZA Algeria 

ASM American Samoa 

AND Andorra 

AGO Angola 

AIA Anguilla 

ATA Antarctica 

ATG Antigua and Barbuda 

ARG Argentina 

ARM Armenia 
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Code Nationality 
ABW Aruba 

AUS Australia 

AUT Austria 

AZE Azerbaijan 

BHS Bahamas 

BHR Bahrain 

BGD Bangladesh 

BRB Barbados 

BLR Belarus 

BEL Belgium 

BLZ Belize 

BEN Benin 

BMU Bermuda 

BTN Bhutan 

BOL Bolivia 

BIH Bosnia and Herzegovina 

BWA Botswana 

BVT Bouvet Island 

BRA Brazil 

IOT British Indian Ocean Territory 

BRN Brunei Darussalam 

BGR Bulgaria 

BFA Burkina Faso 

BDI Burundi 

KHM Cambodia 

CMR Cameroon 

CAN Canada 

CPV Cape Verde 
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Code Nationality 
CYM Cayman Islands 

CAF Central African Republic 

TCD Chad 

CHL Chile 

CHN China 

CXR Christmas Island 

CCK Cocos (Keeling) Islands 

COL Colombia 

COM Comoros 

COG Congo 

COD Congo, Democratic Republic of the 

COK Cook Islands 

CRI Costa Rica 

CIV Cote d'Ivoire 

HRV Croatia 

CUB Cuba 

CYP Cyprus 

CZE Czech Republic 

DNK Denmark 

DJI Djibouti 

DMA Dominica 

DOM Dominican Republic 

ECU Ecuador 

EGY Egypt 

SLV El Salvador 

GNQ Equatorial Guinea 

ERI Eritrea 

EST Estonia 
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Code Nationality 
ETH Ethiopia 

FLK Falkland Islands (Malvinas) 

FRO Faroe Islands 

FJI Fiji 

FIN Finland 

FRA France 

GUF French Guiana 

PYF French Polynesia 

ATF French Southern Territories 

GAB Gabon 

GMB Gambia 

GEO Georgia 

DEU Germany 

GHA Ghana 

GIB Gibraltar 

GRC Greece 

GRL Greenland 

GRD Grenada 

GLP Guadeloupe[2] 

GUM Guam 

GTM Guatemala 

GGY Guernsey 

GIN Guinea 

GNB Guinea-Bissau 

GUY Guyana 

HTI Haiti 

HMD Heard Island and McDonald Islands 

VAT Holy See (Vatican City State) 
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Code Nationality 
HND Honduras 

HKG Hong Kong 

HUN Hungary 

ISL Iceland 

IND India 

IDN Indonesia 

IRN Iran, Islamic Republic of 

IRQ Iraq 

IRL Ireland 

IMN Isle of Man 

ISR Israel 

ITA Italy 

JAM Jamaica 

JPN Japan 

JEY Jersey 

JOR Jordan 

KAZ Kazakhstan 

KEN Kenya 

KIR Kiribati 

PRK Korea, Democratic People's Republic of 

KOR Korea, Republic of 

KWT Kuwait 

KGZ Kyrgyzstan 

LAO Lao People's Democratic Republic 

LVA Latvia 

LBN Lebanon 

LSO Lesotho 

LBR Liberia 
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Code Nationality 
LBY Libyan Arab Jamahiriya 

LIE Liechtenstein 

LTU Lithuania 

LUX Luxembourg 

MAC Macao 

MKD Macedonia, the former Yugoslav Republic of 

MDG Madagascar 

MWI Malawi 

MYS Malaysia 

MDV Maldives 

MLI Mali 

MLT Malta 

MHL Marshall Islands 

MTQ Martinique 

MRT Mauritania 

MUS Mauritius 

MYT Mayotte 

MEX Mexico 

FSM Micronesia, Federated States of 

MDA Moldova, Republic of 

MCO Monaco 

MNG Mongolia 

MNE Montenegro 

MSR Montserrat 

MAR Morocco 

MOZ Mozambique 

MMR Myanmar 

NAM Namibia 
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Code Nationality 
NRU Nauru 

NPL Nepal 

NLD Netherlands 

ANT Netherlands Antilles 

NCL New Caledonia 

NZL New Zealand 

NIC Nicaragua 

NER Niger 

NGA Nigeria 

NIU Niue 

NFK Norfolk Island 

MNP Northern Mariana Islands 

NOR Norway 

OMN Oman 

PAK Pakistan 

PLW Palau 

PSE Palestinian Territory, Occupied 

PAN Panama 

PNG Papua New Guinea 

PRY Paraguay 

PER Peru 

PHL Philippines 

PCN Pitcairn 

POL Poland 

PRT Portugal 

PRI Puerto Rico 

QAT Qatar 

REU Reunion 
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Code Nationality 
ROU Romania 

RUS Russian Federation 

RWA Rwanda 

SHN Saint Helena 

KNA Saint Kitts and Nevis 

LCA Saint Lucia 

SPM Saint Pierre and Miquelon 

VCT Saint Vincent and the Grenadines 

WSM Samoa 

SMR San Marino 

STP Sao Tome and Principe 

SAU Saudi Arabia 

SEN Senegal 

SRB Serbia 

SYC Seychelles 

SLE Sierra Leone 

SGP Singapore 

SVK Slovakia 

SVN Slovenia 

SLB Solomon Islands 

SOM Somalia 

ZAF South Africa 

SGS South Georgia and the South Sandwich Islands 

ESP Spain 

LKA Sri Lanka 

SDN Sudan 

SUR Suriname 

SJM Svalbard and Jan Mayen 
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Code Nationality 
SWZ Swaziland 

SWE Sweden 

CHE Switzerland 

SYR Syrian Arab Republic 

TWN Taiwan, Province of China 

TJK Tajikistan 

TZA Tanzania, United Republic of 

THA Thailand 

TLS Timor-Leste 

TGO Togo 

TKL Tokelau 

TON Tonga 

TTO Trinidad and Tobago 

TUN Tunisia 

TUR Turkey 

TKM Turkmenistan 

TCA Turks and Caicos Islands 

TUV Tuvalu 

UGA Uganda 

UKR Ukraine 

ARE United Arab Emirates 

GBR United Kingdom 

USA United States 

UMI United States Minor Outlying Islands 

URY Uruguay 

UZB Uzbekistan 

VUT Vanuatu 

VEN Venezuela 
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Code Nationality 
VNM Viet Nam 

VGB Virgin Islands, British 

VIR Virgin Islands, U.S. 

WLF Wallis and Futuna 

ESH Western Sahara 

YEM Yemen 

ZMB Zambia 

ZWE Zimbabwe 

  

7.4.32 PivCardRequest/Agency/Applicant/Personal/Citizenship 

Reserved for future use. Do not use. 

7.4.33 PivCardRequest/Agency/Applicant/Personal/CountryOfBirth 

Internal name: XuPIV12. 

Used for OPM Adjudication – contact customer support for more information, quoting reference SUP-123. 

A two-character NCIC country code specifying the country of birth of the applicant. If the country is the United States of America, use the 
PlaceOfBirth node to specify the state. 

7.4.34 PivCardRequest/Agency/Applicant/Personal/PlaceOfBirth 

Reserved for future use. 

7.4.35 PivCardRequest/Agency/Applicant/Personal/ExportRestrictions 

Reserved for future use. Do not use. 

7.4.36 PivCardRequest/Agency/Applicant/Authentication 

Contains information about the security phrases for a user. 
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7.4.37 PivCardRequest/Agency/Applicant/Authentication/SecurityPhrase 

Contains a pair of elements – a Prompt and an Answer – that provide a security phrase for the applicant. 

You can have up to five SecurityPhrase elements, each containing a Prompt and Answer pair. 

Note: If you provide any security phrases for an existing user, all existing security phrases on that user's account are removed and replaced 
with the newly-provided security phrases. You can use this feature to delete the security phrases from a user's account – provide a single 
Prompt with an empty Answer, and the user's security phrases will be removed. (If the minimum number of security phrases is set to 1, the user 

will still be prompted for a security phrase when attempting to log on, but will be unable to authenticate.) 

7.4.38 PivCardRequest/Agency/Applicant/Authentication/SecurityPhrase/Prompt 

Internal name: Question field in SecurityQuestions 

Used to import a security question. If the question does not already exist, an entry is added to the SecurityQuestions table; this question will 

subsequently be available for use when setting security phrases in MyID. 

The default security questions are: 

ID Question 

1 Password 

2 Mothers maiden name? 

3 N.I number? 

4 Favourite food? 

5 Car registration number? 

6 Name of pet 

7 First school attended 

8 An old phone number 

9 A memorable date 

10 A memorable place 

11 A memorable event 

12 A famous person 

13 Place of birth 

14 A country 
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ID Question 

15 A river 

16 A movie 

17 A song 

18 A book 

19 A sport 

20 A postcode 

21 An animal 

22 First car type 

  

7.4.39 PivCardRequest/Agency/Applicant/Authentication/SecurityPhrase/Answer 

Internal name: SecurityPhrase field in UsersSecurityQuestions 

Used to import an answer to a security question for an applicant. A hash of the answer is stored in the UsersSecurityQuestions table. 

Important: Do not include any leading or trailing spaces in the security phrase answer. If you do include leading or trailing spaces, the user will 
be unable to authenticate to MyID. 

Note: If you have set up the Security Phrase Complexity option within MyID to determine the complexity of security phrases, this is not 
enforced on any passwords that you import using the Lifecycle API. 

You can encrypt the answer using a transport key – this allows you to maintain the security of the security phrase answer when you include it in 
the XML data. 

To encrypt the answer: 

1. Import your AES128 transport key into MyID using the Key Manager workflow. 

2. External to MyID, encrypt the security phrase answer with the following settings: 

 Encode the security phrase answer as little-endian Unicode. Do not use a byte order mark. 

For example, a security phrase of answer would be encoded as: 

0061006E0073007700650072 

 Pad the data using ISO9797 Method 2 (pad with a single 0x80, then 0x00 until the block-length is reached). 

 Encrypt using CBC or ECB mode encryption. 
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3. Add the hex-encoded encrypted data to the Answer node. 

4. Set the KeyName attribute of the Answer node to the name of the transport key you imported into MyID. 

5. Set the Mode attribute of the Answer node to either CBC or ECB, depending on how you encrypted the answer. 

For example: 

• The transport key, MyTransportKey, has a value of: 

206890FC9B4EA1D0137D8C692B3BFCB6 

• The security phrase is: 

answer 

• In the import, use the following: 

<Answer KeyName="MyTransportKey" Mode="CBC">6713987B589F76BC4DA0F557D79A6275</Answer> 

If you do not want to encrypt the answer in the XML document, omit the KeyName and Mode attributes. For example: 

<Answer>plaintextanswer1234</Answer> 

7.4.40 PivCardRequest/Agency/Applicant/Card 

Used to specify details for the applicant's card. 

7.4.41 PivCardRequest/Agency/Applicant/Card/CardProfile 

If present, this will request a card of the given name for this applicant. If performing an update, or the card profile does not exist, no request will 
be made. 
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7.4.42 PivCardRequest/Agency/Applicant/Card/CardExpiryDate 

Used to specify the expiry date for the card when it is issued. The card will expire on the date specified, or on the date the card profile specifies, 
whichever is earlier. 

The format is YYYY-MM-DD – for example, 2016-12-25. 

Note: If the Expire Cards at End of Day configuration option is set to Yes, the time portion of the card expiry date is set to 23:59 UTC – the 
end of the day. If the Expire Cards at End of Day option is set to No, the time portion is set to the time of the import. However, if the Expire 
Cards at End of Day option is set to No, and the card expiry date is constrained by an earlier card lifetime as configured in the credential 
profile, the time portion is set to 00:00 UTC – the start of the day. 

If you provide a date in the CardExpiryDate node, and this exceeds the Maximum Expiry Date set against the user account, the 

CardExpiryDate is ignored, and the Maximum Expiry Date is used in the request. This may be changed at the time of collection to an earlier 

date, if the lifetime configured in the credential profile limits it. 

7.4.43 PivCardRequest/Agency/Applicant/Card/Renewal 

Used to specify whether the card is a renewal of an existing card. If the user already exists, you must set this option to true or card request 

jobs will not be created. 

Can be one of the following values: 

• true – this is a card renewal. 

• false – this is not a card renewal. 

Note: For card renewals, you must specify the card's original serial number and device type using the 
PivCardRequest/Agency/Applicant/Card/Update node. 

7.4.44 PivCardRequest/Group/User/Card/ImportCard 

Used to specify whether to import a device (see section 3.11, Importing operator credentials). 

Can be one of the following values: 

• true – import a device. 

• false – do not import a device. 
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7.4.45 PivCardRequest/Agency/Applicant/Card/CardRequestedBy 

This is the logon name of the person requesting the card. Used for auditing purposes. 

7.4.46 PivCardRequest/Agency/Applicant/Card/JobLabel 

Allows you to specify a label for the renewal or replacement job. You can then search for this label in the Job Management or Batch Issue 
Card workflows. 

7.4.47 PivCardRequest/Agency/Applicant/Card/Update 

Used to specify the card being updated or renewed. You must make sure that the card is issued to the user. 

7.4.48 PivCardRequest/Agency/Applicant/Card/Update/OriginalSerialNumber 

The serial number of the card being updated or renewed. Used to target a specific card. 

Mandatory if you have included the Update node. 

7.4.49 PivCardRequest/Agency/Applicant/Card/Update/OriginalDeviceType 

The device type of the card being updated or renewed. 

Mandatory if you have included the Update node. 

7.4.50 PivCardRequest/Agency/Applicant/Card/Update/StatusMapping 

The status mapping code to be used when the card is updated. 

See section 3.7.5, Status mapping codes for details. 

7.4.51 PivCardRequest/Agency/Applicant/Card/Update/RevocationComment 

A free text description that is stored in the database against certificates revoked by this update. Used in conjunction with the ReIssue option in 

ParametersXML. 
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7.4.52 PivCardRequest/Agency/Applicant/Card/Update/ParametersXML 

Contains parameters for the card update job. 

7.4.53 PivCardRequest/Agency/Applicant/Card/Update/ParametersXML/ReIssue 

Set to 1 to request the reissuance of a device. 

Reissuance is a type of card update job that, when collected, carries out the following: 

• Revokes existing certificates present on the device. 

• Re-applies data model electronic personalization. 

• Issues and writes a new set of certificates onto the device (according to the credential profile). 

• If the Rotate Keys On Card Update configuration option is set (on the Issuance Processes page of the Operation Settings workflow) 
applies the latest customer GlobalPlatform and PIV 9B keys. 

7.4.54 PivCardRequest/Agency/Applicant/Card/Replacement 

Allows you to provide the details of the credential being replaced. 

7.4.55 PivCardRequest/Agency/Applicant/Card/Replacement/OriginalSerialNumber 

The serial number of the card being replaced. Mandatory if you specify the Replacement node. 

7.4.56 PivCardRequest/Agency/Applicant/Card/Replacement/OriginalDeviceType 

The device type of the card being replaced. Mandatory if you specify the Replacement node. 

Note: If you specify a valid serial number and device type for the card being replaced (that is, an existing credential that is currently assigned to 
the applicant) the original card is marked for cancellation and a new card request is created. 

If the serial number is invalid (for example, the card does not exist, or is not assigned to any user) no card is marked for cancellation, but the 
replacement card is still requested. 

If the serial number is valid but is assigned to another user, an error is generated; the card is not cancelled, and no replacement card is 
requested. 
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7.4.57 PivCardRequest/Agency/Applicant/Card/Replacement/StatusMapping 

The status mapping ID for the replacement. 

See section 3.7.5, Status mapping codes for details. 

7.4.58 PivCardRequest/Agency/Applicant/Card/Reprovision 

Set the value of this node to 1 to request a reprovision rather than an update. 

A reprovision allows you to re-encode a card completely, based on the data in the MyID database, using the latest version of the credential 
profile used during issuance. 

The card will have the same expiry date as the original card. New certificates may have longer expiration times than the original certificates, but 
these will not exceed the lifetime of the card itself. Certificates that were revoked externally to MyID will be replaced with new active certificates. 

When requesting a reprovision, specify a status mapping with one of the following values: 

• 83 – User details have changed. 

• 84 – There is a problem with the device. 

• 85 – New credential profile needs to be applied. 

Note: If you specify any other status mapping, it is ignored – only these status mappings carry out reprovisions. 

For example: 

<Card> 

<CardProfile>Yubikey NoOTP</CardProfile> 

<CardRequestedBy>System</CardRequestedBy> 

<Update> 

 <OriginalSerialNumber>8115516</OriginalSerialNumber> 

 <OriginalDeviceType>YubiKey 4</OriginalDeviceType> 

 <StatusMapping>84</StatusMapping> 

</Update> 

<Reprovision>1</Reprovision> 

</Card> 
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7.4.59 PivCardRequest/Agency/Applicant/Card/CardLayout 

Optionally, contains the name of the card layout to use when printing the requested card. 

The card layout name must be valid for the card's credential profile at the point that the card is issued; if the card layout name is not valid, the 
request will not be processed. 

7.4.60 PivCardRequest/Agency/Applicant/Card/SerialNumber 

Used in conjunction with the PivCardRequest/Agency/Applicant/Card/DeviceType node to specify an exact card to be issued. 

Note: If you have the Only Issue to Known Serial Numbers option set in the credential profile, and you specify a serial number for the card 
that has not previously been added to MyID, the import will fail. This failure will be included in the audit. 

7.4.61 PivCardRequest/Agency/Applicant/Card/DeviceType 

Used in conjunction with the PivCardRequest/Agency/Applicant/Card/SerialNumber node to specify an exact card to be issued. 

7.4.62 PivCardRequest/Group/User/Card/Container 

Used in conjunction with the CMSCardRequest/Group/User/Card/ImportCard node to specify the container that the authentication certificate is 

located in. 

See section 3.11, Importing operator credentials. 

7.4.63 PivCardRequest/Group/User/Card/Certificate 

Used in conjunction with the CMSCardRequest/Group/User/Card/ImportCard node to specify the authentication certificate on the imported 

card. This must be the base64 representation of the certificate without headers, footers, or line breaks. 

See section 3.11, Importing operator credentials. 

7.4.64 PivCardRequest/Agency/Applicant/Account 

Contains details of the applicant's account. 

7.4.65 PivCardRequest/Agency/Applicant/Account/DN 

Internal name: DistinguishedName 
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The DN of the users account in the LDAP 

7.4.66 PivCardRequest/Agency/Applicant/Account/AlternateDN 

Internal name: Xu55 

If populated this is used in preference to the DN for cert requests 

7.4.67 PivCardRequest/Agency/Applicant/Account/CN 

Internal name: CommonName 

7.4.68 PivCardRequest/Agency/Applicant/Account/OU 

Internal name: OrganisationalUnit 

7.4.69 PivCardRequest/Agency/Applicant/Account/UPN 

Internal name: UserPrincipalName 

7.4.70 PivCardRequest/Agency/Applicant/Account/SAMAccountName 

Internal name: SAMAccountName 

Optional SAMAccountName value for the user. Maximum of 20 characters. 

7.4.71 PivCardRequest/Agency/Applicant/Account/Domain 

Internal name: Domain 

Optional Domain value for the user. Maximum of 50 characters. 

7.4.72 PivCardRequest/Agency/Applicant/Account/LogonName 

Internal name: LogonName 

User’s name, used to log into MyID. Must be unique. 

If no value is supplied, the PivCardRequest/Agency/Applicant/Personal/EmployeeID value is used instead. 
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7.4.73 PivCardRequest/Agency/Applicant/Account/Roles 

Contains the details of the role you want to assign to the applicant. 

Note: You can set any role for a user using the Lifecycle API – the roles you specify override any role restrictions. Also, the user will not receive 
any default roles that have been set up for their group; if you want to assign roles, you must include them explicitly. If you do not specify any 
roles, the user receives the default Cardholder and Password User roles. 

7.4.74 PivCardRequest/Agency/Applicant/Account/Roles/Role 

Contains details of the role you want to assign the applicant. Contains the following elements: 

Field Name Internal Name Description 

Name UserProfile The name of the role that the applicant is to have. You must specify a role for the 
applicant. 

Scope Scope The scope of the role that the applicant is to have. The value must be one of the following: 

None 

Self 

Department 

Division 

All 

Note: If you want to remove an existing role from a user's account, set the Scope to None, 

and the RolesActionOnDuplicate parameter to MergeEmpty. 

LogonMechanism LogonMechanism Not supported. Do not use. 

   

7.4.75 PivCardRequest/Agency/Applicant/Account/EntrustProfile 

Specifies an Entrust profile template to use for the applicant. If specified, the applicant is added to Entrust using the template. See section 3.9, 
Importing users into Entrust for details. 



 

Lifecycle API Page 89 of 177 

7.4.76 PivCardRequest/Agency/Applicant/Account/MaxRequestExpiryDate 

Allows you to set the maximum credential expiry date for a person – this allows you to specify the latest expiry date for any device issued to this 
person. Note that card requests cannot exceed the Lifetime set in the credential profile. Also, the credential profile can override the maximum 
expiry date for a person using the Ignore User Expiry Date option. 

If the Expire Cards at End of Day configuration option is set to Yes, the time portion of the user's maximum credential expiry date is set to 
23:59 UTC – the end of the day. If the Expire Cards at End of Day option is set to No, the time portion is set to 00:00 UTC – the start of the 
day. 

If you supply an expiry date in the CardExpiryDate node, it may also cause a check to be performed even when Max Request Expiry Date is 

not set in the same transaction using the Lifecycle API. See section 7.4.42, PivCardRequest/Agency/Applicant/Card/CardExpiryDate. 

This setting affects all future device requests. It does not affect any issued devices or existing requests. 

Note: This setting affects device requests made through the MyID Operator Client or the Lifecycle API. Requests made through MyID Desktop 
do not take this setting into account. 

See the Requesting a device for a person section in the MyID Operator Client guide for more information. 

7.4.77 PivCardRequest/Agency/Applicant/Position 

Contains information about the applicant's position within the agency. 

7.4.78 PivCardRequest/Agency/Applicant/Position/EmployeeAssociation 

Internal name: Xu4 and Xu5 

If "Contractor" this is appended to the Applicant's DN. The numeric version stored in Xu4. 

Note: This node must be populated with a valid lookup value for new user imports. 

The value can be one of the following: 

• Employee 

• Civil Worker 

• Executive 

• Uniformed 

• Contractor 

• Afficiate 
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• Beneficiary 

7.4.79 PivCardRequest/Agency/Applicant/Position/EmployeeAffiliation 

Internal name: Xu53 

Used for graphical personalization of the card. 

7.4.80 PivCardRequest/Agency/Applicant/Position/Rank 

Internal name: Xu1 

Used for graphical personalization of the card. 

The value is restricted to a list of codes (for example, E-1 or O-6). See the schema for a full list. 

7.4.81 PivCardRequest/Agency/Applicant/Position/EmergencyRole 

Internal name: Xu8 

Can be used to allow additional card profiles to Emergency Responders. 

Can be one of the following values: 

• Law Enforcement 

• Paramedic 

• Doctor 

• Firefighter 

• Bomb Disposal 

• Biohazard 

• None 

7.4.82 PivCardRequest/Agency/Applicant/Position/Privilege 

Internal name: Xu30 

These details are visible in View Person and during card issuance approval. 
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7.4.83 PivCardRequest/Agency/Applicant/Position/ApplicantPosition 

Internal name: Xu11 

These details are visible in View Person and during card issuance approval. 

7.4.84 PivCardRequest/Agency/Applicant/Position/ExtraInfo 

Internal name: Xu10 

A free-text field to leave comments about an applicant. 

7.4.85 PivCardRequest/Agency/Applicant/Sponsor 

Contains information about the applicant's sponsor. These details are visible in View Person and during card issuance approval. 

7.4.86 PivCardRequest/Agency/Applicant/Sponsor/SponsorName 

Internal name: Xu31 

7.4.87 PivCardRequest/Agency/Applicant/Sponsor/SponsorPosition 

Internal name: Xu32 

7.4.88 PivCardRequest/Agency/Applicant/Sponsor/SponsorAgency 

Internal name: Xu34 

7.4.89 PivCardRequest/Agency/Applicant/Sponsor/SponsorEmail 

Internal name: Xu36 

7.4.90 PivCardRequest/Agency/Applicant/Sponsor/SponsorPhoneNumber 

Internal name: Xu35 
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7.4.91 PivCardRequest/Agency/Applicant/Biometry 

Contains information about the applicant's biometric details. Some of these details are printed on the reverse of some card layouts. Also 
included in adjudication requests. 

7.4.92 PivCardRequest/Agency/Applicant/Biometry/HeightInches 

Internal name: Xu14 

The applicant's height in inches. 

Note: This must be numeric. For example, 73 is accepted; 73" or 6'1" or 6 foot 1 inch are not allowed. 

7.4.93 PivCardRequest/Agency/Applicant/Biometry/WeightLbs 

Internal name: Xu15 

The applicant's weight in pounds. 

Note: The schema allows a total of eight characters for this value; however, this includes the space and lbs that is appended during the import. 

Accordingly there are four characters available for the numeric part of the weight; for example, 9999, which becomes 9999 lbs when it is 

imported into MyID. Do not include the lbs in the import data. 140 is accepted; 140 lbs or 10 stone are not allowed. 

7.4.94 PivCardRequest/Agency/Applicant/Biometry/Gender 

Internal name: Xu38 

7.4.95 PivCardRequest/Agency/Applicant/Biometry/EyeColor 

Internal name: Xu13 

The value of this element is restricted. See the schema for details. 
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7.4.96 PivCardRequest/Agency/Applicant/Biometry/HairColor 

Internal name: Xu12 

The value of this element is restricted. The current list is: 

Code Description 

XXX Unspecified or unknown 

BAL Bald 

BLK Black 

BLN Blonde or Strawberry 

BLU Blue 

BRO Brown 

GRY Gray or Partially Gray 

GRN Green 

ONG Orange 

PNK Pink 

PLE Purple 

RED Red or Auburn 

SDY Sandy 

STR Streaked 

WHI White 

7.4.97 PivCardRequest/Agency/Applicant/Biometry/Race 

Internal name: Xu39 

The value of this element is restricted. See the schema for details. 
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7.4.98 PivCardRequest/Agency/Applicant/Biometry/BioSample 

Contains elements to contain fingerprints, EFT data and facial biometric scans. 

The possible elements are: 

• R_Little – the right little finger. Uses the data type BioFingerSample. 

• R_Ring – the right ring finger. Uses the data type BioFingerSample. 

• R_Middle – the right middle finger. Uses the data type BioFingerSample. 

• R_Index – the right index finger. Uses the data type BioFingerSample. 

• R_Thumb – the right thumb. Uses the data type BioFingerSample. 

• L_Little – the left little finger. Uses the data type BioFingerSample. 

• L_Ring – the left ring finger. Uses the data type BioFingerSample. 

• L_Middle – the left middle finger. Uses the data type BioFingerSample. 

• L_Index – the left index finger. Uses the data type BioFingerSample. 

• L_Thumb – the left thumb. Uses the data type BioFingerSample. 

• EFT – the applicant's EFT sample. Uses the data type EncodedData with an encoding type of bmp. As this is a standard format, the 

encoding type is actually ignored. 

• FaceScan – the applicant's facial biometric sample. Uses the data type EncodedData with an encoding type of 385. 

• IrisScan – the applicant's iris sample. Uses the data type EncodedData with an encoding type of 19794. 

Important: If you include a biometrics node (for example, FaceScan) you must provide full and correct data for the biometrics. Do not leave the 

node empty – if you provide an empty node, the MyID client will not display the correct default image, but will display a broken image icon 
instead. 

BioFingerSample 

The BioFingerSample block is used to provide the data for a single fingerprint. It contains either: 

• An EncodedData block (see below), with the Encoding type of 378 and a Data block of base64 data, and: 

• An optional RolledPrint element, which can be either Yes or No, determining whether the fingerprint is a roll or a slap. 
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or: 

• A ReasonMissing element, which can be either Unprintable or Amputated, if you cannot provide the data for the specified finger. 

For example: 

<BioSample> 
 <R_Index> 
  <Encoding>378</Encoding> 
  <Data>Rk1SACAyMAAAgAAAAAAAAAEAAWgAxQDFAQAAAAAQgLQAfVUAgMkApaIAgJUAvV4A 
gJMA1wEAgCkBBX4AgKkBIpIAgIkBLYQAgEMBOiYAgGoBPn8AgLABQY8AQIwAQrMA 
QI4AYV0AQF0AiwwAQKMAkakAQLsAo08AQIkBF4YAAAA=</Data> 
  <RolledPrint>No</RolledPrint> 
 </R_Index> 
 <L_Index> 
  <ReasonMissing>Unprintable</ReasonMissing> 
 </L_Index> 
... 
</BioSample> 

EncodedData 

EncodedData blocks are used to include binary data in the imported XML; for example, fingerprint data, facial biometrics, and scanned 

documents. The EncodedData block has the following elements: 

• Encoding – the type of data encoded in the block. This can be one of the following: 

 jpg – JPG image data. 

 gif – GIF image data. 

 png – PNG image data. 

 bmp – Windows bitmap image data. 

 378 – INCITS 378 fingerprint data. 

 385 – facial biometrics in ANSI/INCITS 385-2004 format. 

 19794 – iris data. 

• Data – a string of base64-encoded data containing the file to be uploaded. 

• DateTaken – the date of the data; for example, when the photograph was taken, or when the fingerprints were captured. 

For user photos only, this is added to the XML within the ImageProps field in the People table in the MyID database. 

yyyy-mm-ddThh:mm:ss.nnn 
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For example: 

2010-01-02T14:23:54.123 

Note: This is important for FIPS 201-2, as it lays down requirements for the maximum age of captured biometrics at the point of card 
issuance. 

• Source – For user photos only, this is added to the XML within the ImageProps field in the People table. You can optionally use this field to 

store information about where the user photo came from. 

Removing and updating fingerprints 

You can update the fingerprints for applicants by supplying new fingerprint data. Updated fingerprint data for the specified fingers overwrites the 
previously-recorded fingerprints. If you are using different fingers (for example, if the applicant has had their right index finger amputated) you 
can remove the existing fingerprints for specific fingers by including an empty Data node. 

For example: 

<BioSample> 
 <R_Index> 
  <Encoding>378</Encoding> 
  <Data/> 
 </R_Index> 
</BioSample> 
 

Alternatively, you can use the ReasonMissing element to remove existing fingerprints: 

<BioSample> 
 <R_Index> 
  <ReasonMissing>Amputated</ReasonMissing> 
 </R_Index> 
</BioSample> 
 

All changes to the fingerprints stored for applicants are recorded in the audit trail. 

7.4.99 PivCardRequest/Agency/Applicant/Biometry/Signature 

Contains the applicant's digitized signature. Uses type EncodedData with an Encoding type of jpg. See EncodedData on page 95 for details of 

the EncodedData format. 
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7.4.100 PivCardRequest/Agency/Applicant/IdentityDocs 

Contains scans and information about the applicant's identity documents. 

The following elements are included, one for each document: 

• IdentityDoc1 

• IdentityDoc2 

• SPF10 

Each document contains the following elements: 

Field Name Internal Name Description Allowed Values 

Image  Contains the scanned document. Uses an 
EncodedData block with an Encoding type of 

jpg. See EncodedData on page 95 for details of 

the EncodedData format. 

 

Title Xu21 

Xu26 

The type of the identity document Restricted for 
IdentityDoc1 and 

IdentityDoc2 – 

see the schema for 
a list of supported 
documents. 
IDDocName1 is the 

list for the first 
identity document, 
and IDDocName2 is 

the list for the 
second identity 
document. 

IssuedBy Xu22 

Xu27 

The authority that issue the document  

Number Xu23 

Xu28 

A unique identifier for the document  

Expiry Xu24 

Xu29 

The expiry date for the document YYYY-MM-DD 
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7.4.101 PivCardRequest/Agency/Applicant/NACI 

Contains information about the applicant's NACI checks. The NACI checks are visible in the View Person workflow. 

For example: 

<NACI> 
 <NACCaseNumber>65522</NACCaseNumber> 
 <NACICaseNumber>65522</NACICaseNumber> 
 <Check> 
  <Type>SII</Type> 
  <Status>AP</Status> 
 </Check> 
 <Check> 
  <Type>DCII</Type> 
  <Status>AP</Status> 
 </Check> 
 <Check> 
  <Type>FBI CHF</Type> 
  <Status>AP</Status> 
 </Check> 
 <Check> 
  <Type>NACI</Type> 
  <Status>WR</Status> 
 </Check> 
 <CardIssuanceApproved>YES</CardIssuanceApproved> 
 <Comments></Comments> 
</NACI> 

7.4.102 PivCardRequest/Agency/Applicant/NACI/NACCaseNumber 

Internal name: Xu40 

7.4.103 PivCardRequest/Agency/Applicant/NACI/NACICaseNumber 

Internal name: Xu46 
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7.4.104 PivCardRequest/Agency/Applicant/NACI/Check 

Internal name: Xu41, Xu42, Xu43, Xu44, and Xu45 

Contains one or more NACI background checks. You can have multiple Check elements in the import file. Each Check element contains the 

following elements: 

• Type – The name of the background check. This can be one of the following: 

 SII 

 DCII 

 FBI Name – this option (which mapped to internal ID Xu43) is not supported. If you include this value in the import XML, it is ignored. If 

your system has been upgraded from an earlier version of MyID, your database may still have the Xu43 field; however, this field is no 

longer populated or used. 

 FBI CHF 

 NACI 

• Status – the status of the NACI check. This can be one of the following: 

 NR – Not Requested 

 WR – Waiting Response 

 AS – Assessing Response 

 AP – Approved 

 RJ – Rejected 
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7.4.105 PivCardRequest/Agency/Applicant/NACI/CardIssuanceApproved 

Internal name: UserDataApproved 

Note: Throughout the PIV Integration Guide, this field is referred to as the User Data Approved flag. 

Contains information on whether card issuance is approved for this applicant. Can be one of the following values: 

• YES or 1 

• NO or 0 

This flag confirms that the data being sent to MyID has passed all the enrollment checks required for card issuance. You must set this flag when 
adding an applicant for the first time, and also on card renewal. 

Note: The VettingDate defaults to the current date if CardIssuanceApproved is set to YES or 1, and an explicit VettingDate is not provided in 

the request. 

7.4.106 PivCardRequest/Agency/Applicant/NACI/Comments 

Internal name: Xu33 

Free text description, up to 255 characters, of any background checks. 

7.4.107 PivCardRequest/Agency/Applicant/NACI/VettingDate 

Internal name: VettingDate 

Contains the date on which the applicant's identity checks were carried out. The format is: 

YYYY-MM-DDThh:mm:ss 

You can use this field to ensure that the applicant's identity checks are renewed periodically. See the Identity checks section in the 
Administration Guide for details. 

7.4.108 PivCardRequest/Agency/Applicant/Photo 

Contains the applicant's photo. This is an EncodedData type block, with an Encoding value of jpg, gif, bmp or png, and the Data block 

containing a base64-encoded image. 

See EncodedData on page 95 for details of the EncodedData format. 



 

Lifecycle API Page 101 of 177 

7.4.109 PivCardRequest/Agency/Applicant/System 

Contains system information for the application. 

Required for PIV issuance. 

7.4.110 PivCardRequest/Agency/Applicant/System/GUID 

Internal name: Xu51 

Unique ID used as part of the Card Holder Unique ID (CHUID). 

Mandatory. 

7.4.111 PivCardRequest/Agency/Applicant/System/CredNo 

Internal name: Xu48 

Credential Number – encoded in the FASC-N. 

Mandatory. 

7.4.112 PivCardRequest/Agency/Applicant/System/CS 

Credential Series – always set to 1, but is ignored in the import anyway and the result is always 1. If you need to increment the credential 
series, contact customer support for details. 

7.4.113 PivCardRequest/Agency/Applicant/System/POA 

Legacy field – replaced by Applicant/EmployeeAssociation. 

7.4.114 PivCardRequest/Agency/Applicant/System/ICI 

Internal name: Xu47 

The issue number of the next card to be issued. This is encoded in the FASCN. Recommend coding as a 1 always. 

Mandatory only for Add. 
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7.4.115 PivCardRequest/Agency/Applicant/System/UserStatus 

Internal name: Xu50 

The state of the applicant in the process. This is displayed in the View Person workflow. Can be one of the following: 

• Sponsored 

• EnrollmentBegun 

• EnrollmentComplete 

• Vetting 

• Escalated 

• Approved 

• CardRequested 

• CardActivated 

• Rejected 

Note: The schema specifies a maximum of 50 characters, but the MyID limit is 40 characters. 

7.4.116 PivCardRequest/Agency/Applicant/System/IssuanceNotifyURL 

Internal name: Xu56 

An override for the destination of the Card Issuance Notification XML that is sent when a card for the Applicant is issued. 

Note: This notification is sent only when you issue a card through the MyID Desktop application. If you collect a card through the Self-Service 
App or Self-Service Kiosk, you must set up the Notifications table instead – see the PIV Integration Guide for details. 

7.4.117 PivCardRequest/Agency/Applicant/System/CancelNotifyURL 

Specifies an URL to be used for notifications for card cancellations. This allows you to specify a different URL for cancellations and issuance. 

7.4.118 PivCardRequest/Agency/Applicant/System/CMSIssuanceNotifyURL 

Specifies an URL to be used for notifications for card issuance. This allows you to specify a different URL for cancellations and issuance. 

Note: Reserved for future use. 
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7.4.119 PivCardRequest/Agency/Applicant/AdminGroups 

An optional node that allows you to specify one or more administrative groups for the user. See the Administration Guide for details of setting up 
and using administrative groups. 

The AdminGroups node contains one or more AdminGroup. 

For example: 

<AdminGroups> 
                <AdminGroup> 
                                <Name>Group 1</Name> 
                </AdminGroup> 
</AdminGroups> 

or: 

<AdminGroups> 
                <AdminGroup> 
                                <Name>Group 1</Name> 
                </AdminGroup> 
                <AdminGroup> 
                                <Name>Group 2</Name> 
                </AdminGroup> 
</AdminGroups> 

If the user has existing administrative groups, they are replaced by the specified group or groups. If you specify an empty AdminGroups node, 

this clears all of the user's administrative groups. If you do not specify an AdminGroups node, the user's administrative groups remain 

unchanged. 

7.4.120 PivCardRequest/Agency/Applicant/AdminGroups/AdminGroup 

Specifies an administrative group for the user. You can have multiple AdminGroup nodes in the AdminGroups parent node. An AdminGroup 

node contains a single Name node. 

7.4.121 PivCardRequest/Agency/Applicant/AdminGroups/AdminGroup/Name 

Specifies the name of the administrative group for the user. 

Note: The group must already exist in the MyID database. If the group does not exist, the import will fail. 
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7.4.122 PivCardRequest/Agency/Applicant/AdditionalFields 

You can import information into additional extended fields using the data import. See section 3.8.1, Additional user fields for details. 

7.4.123 PivCardRequest/Agency/Applicant/Actions 

Contains actions to carry out for the applicant; for example, to remove or disable the user, or to cancel the user's credentials. 

7.4.124 PivCardRequest/Agency/Applicant/Actions/ApplicantAction 

Perform an action on the applicant. If you do not supply an action in the ApplicantAction element, a suspended applicant will be unsuspended. 

The possible actions are: 

• Disable – disable the user's account. 

• Remove – remove the user from the system. 

• CancelDevices – cancel all the user's credentials. 

• CancelDevice – cancel specific credentials. Specify the credentials using the Device element. 

• CancelJob – Cancel a specific job. Specify the job using the PivCardRequest/Agency/Applicant/Actions/Job element. 

• CancelAllJobs – Cancel all jobs for the specified user. 

• RenewCertificate – renew a certificate. Specify the certificate using PivCardRequest/Agency/Applicant/Actions/CertSerialNumber 

and PivCardRequest/Agency/Applicant/Actions/CertPolicyName. 

7.4.125 PivCardRequest/Agency/Applicant/Actions/CertSerialNumber 

Used in conjunction with an ApplicantAction of RenewCertificate and PivCardRequest/Agency/Applicant/Actions/CertPolicyName to 

specify a certificate to renew. 

7.4.126 PivCardRequest/Agency/Applicant/Actions/CertPolicyName 

Used in conjunction with an ApplicantAction of RenewCertificate and PivCardRequest/Agency/Applicant/Actions/CertSerialNumber 

to specify a certificate to renew. 
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7.4.127 PivCardRequest/Agency/Applicant/Actions/StatusMappingID 

The action to apply to the user. This should be an ID that matches an entry in the StatusMappings table. It controls how certificates are 

revoked. 

Note: You cannot specify negative IDs from the StatusMappings table – these are reserved for system use. 

7.4.128 PivCardRequest/Agency/Applicant/Actions/RevocationComment 

A free text description that is stored against revoked certificates in the database. 

7.4.129 PivCardRequest/Agency/Applicant/Actions/Device 

Specifies the credential (for example, a smart card) to cancel when you have selected CancelDevice for the ApplicantAction. Contains at 

least one DeviceIdentifier element. You can specify more than one credential to cancel by including multiple DeviceIdentifier elements. 

7.4.130 PivCardRequest/Agency/Applicant/Actions/Device/DeviceIdentifier 

Specifies the credential to be canceled or unlocked. 

7.4.131 PivCardRequest/Agency/Applicant/Actions/Device/DeviceIdentifier/SerialNumber 

The serial number of the credential. 

7.4.132 PivCardRequest/Agency/Applicant/Actions/Device/DeviceIdentifier/SerialNumberField 

The name of the field in which to look for the serial number. The field can be any field present in the vDevices view; for example, 

SerialNumber for the standard serial number or HIDSerialNumber for the HID serial number. 

If you do not include a SerialNumberField node, MyID will use a default value of SerialNumber. 

7.4.133 PivCardRequest/Agency/Applicant/Actions/Device/ProcessStatus 

Used to specify the process status to be used for the credential being cancelled. 

You can use the following status codes, as listed in the DeviceProcessStatuses table in the database. 
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Status Description 

Active Device is operational 

Assigned Device is assigned to a user but has not begun personalization 

AtBureau Device is at the bureau 

Collected Collected 

Disposed Disposed 

Erased Erased 

Legacy Legacy 

Lost Lost 

None None (Default the card may be re-issued) 

Not Disposed Not Collected 

PendingActivation Device is ready to be activated 

PendingDeliveryConfirmation Device has been dispatched from the bureau and is in transit 

PendingPersonalisation Device is ready to be personalized 

Terminated Card has been terminated 

Unassigned Device is not assigned to a user 

  

7.4.134 PivCardRequest/Agency/Applicant/Actions/Job 

Contains a the ID of a job to cancel. Used in conjunction with an ApplicantAction of CancelJob. 

7.5 PivApplicantUpdate structure 

The PivApplicantUpdate schema uses the same data elements as the PivCardRequest schema. This schema requires less information as a 
minimum, however. See the schema for details of the minimum data required. 

For example: 

• PivCardRequest/Agency/Applicant/Sponsor is mandatory for PivCardRequest. 

• PivCardRequest/Agency/Applicant/Sponsor/SponsorName is mandatory for PivCardRequest. 

• PivCardRequest/Agency/Applicant/Sponsor/SponsorAgency is mandatory for PivCardRequest. 



 

Lifecycle API Page 107 of 177 

• PivCardRequest/Agency/Applicant/System/GUID is mandatory for PivCardRequest. 

• PivCardRequest/Agency/Applicant/System/CredNo is mandatory for PivCardRequest. 

• PivCardRequest/Agency/Applicant/System/ICI is mandatory for PivCardRequest. 

7.6 PivImportResponse structure 

The PivImportResponse schema is used when the XML import service passes back information about the results of the applicant data import.. It 
contains blocks for the Agency and the Applicant. 

7.6.1 PivImportResponse/Agency 

Contains information about the agency. 

7.6.2 PivImportResponse/Agency/AgencyName 

Internal name: Name and Xu3 

Used to identify the Agency. Also encoded in the DN for member Applicants. 

7.6.3 PivImportResponse/Agency/AgencyCode 

Internal name: Xg1 

Four alphanumeric characters. Encoded in the FASCN and in the PrintedInfo block. 

7.6.4 PivImportResponse/Agency/Result 

The result of the import for the agency. Can be one of the following: 

• Created 

• Already Exists 

• Failed 
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7.6.5 PivImportResponse/Agency/Applicant 

Contains information about the applicant. 

7.6.6 PivImportResponse/Agency/Applicant/FirstName 

Internal name: FirstName 

The applicant's first name. 

7.6.7 PivImportResponse/Agency/Applicant/LastName 

Internal name: Surname 

The applicant's last name. 

7.6.8 PivImportResponse/Agency/Applicant/EmployeeID 

Internal name: EmployeeID 

This is a unique, numerical identifier for the applicant. 

7.6.9 PivImportResponse/Agency/Applicant/CardRequest 

Internal name: Jobs.ID 

The JobID for the card request. If there is no request, returns 0. 

7.6.10 PivImportResponse/Agency/Applicant/CardUpdate 

Internal name: Jobs.ID 

The Job ID for the card update request. If there is no request, returns 0. 

7.6.11 PivImportResponse/Agency/Applicant/CardReqestFailReason 

The reason the card request failed. 
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7.6.12 PivImportResponse/Agency/Applicant/Result 

The result of the import for the applicant. Can be one of the following: 

• Added 

• Already Exists 

• Failed 

• Removed 

• License Limit 

7.6.13 PivImportResponse/Agency/Applicant/Reason 

Provides information about the response, including details of the reason why the request failed; for example, the name of a non-existent 
credential profile. 
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8 MyIDEnroll WSDL 

The WSDL definition for the MyIDEnroll web service is as follows: 

<?xml version="1.0" encoding="utf-8"?> 
<wsdl:definitions xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/" xmlns:tm="http://microsoft.com/wsdl/mime/textMatching/" 
xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/" xmlns:mime="http://schemas.xmlsoap.org/wsdl/mime/" 
xmlns:tns="http://www.intercede.com/MyIDEnroll" xmlns:s="http://www.w3.org/2001/XMLSchema" 
xmlns:soap12="http://schemas.xmlsoap.org/wsdl/soap12/" xmlns:http="http://schemas.xmlsoap.org/wsdl/http/" 
targetNamespace="http://www.intercede.com/MyIDEnroll" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/"> 
  <wsdl:types> 
    <s:schema elementFormDefault="qualified" targetNamespace="http://www.intercede.com/MyIDEnroll"> 
      <s:element name="PIVXMLWebImport"> 
        <s:complexType> 
          <s:sequence> 
            <s:element minOccurs="0" maxOccurs="1" name="xmlIn" type="s:string" /> 
          </s:sequence> 
        </s:complexType> 
      </s:element> 
      <s:element name="PIVXMLWebImportResponse"> 
        <s:complexType> 
          <s:sequence> 
            <s:element minOccurs="0" maxOccurs="1" name="PIVXMLWebImportResult" type="s:string" /> 
          </s:sequence> 
        </s:complexType> 
      </s:element> 
      <s:element name="CMSXMLWebImport"> 
        <s:complexType> 
          <s:sequence> 
            <s:element minOccurs="0" maxOccurs="1" name="xmlIn" type="s:string" /> 
          </s:sequence> 
        </s:complexType> 
      </s:element> 
      <s:element name="CMSXMLWebImportResponse"> 
        <s:complexType> 
          <s:sequence> 
            <s:element minOccurs="0" maxOccurs="1" name="CMSXMLWebImportResult" type="s:string" /> 
          </s:sequence> 
        </s:complexType> 
      </s:element> 
      <s:element name="XMLImport"> 
        <s:complexType> 
          <s:sequence> 



 

Lifecycle API Page 111 of 177 

            <s:element minOccurs="0" maxOccurs="1" name="ParametersXML" type="s:string" /> 
            <s:element minOccurs="0" maxOccurs="1" name="xmlData" type="s:string" /> 
          </s:sequence> 
        </s:complexType> 
      </s:element> 
      <s:element name="XMLImportResponse"> 
        <s:complexType> 
          <s:sequence> 
            <s:element minOccurs="0" maxOccurs="1" name="XMLImportResult" type="s:string" /> 
          </s:sequence> 
        </s:complexType> 
      </s:element> 
    </s:schema> 
  </wsdl:types> 
  <wsdl:message name="PIVXMLWebImportSoapIn"> 
    <wsdl:part name="parameters" element="tns:PIVXMLWebImport" /> 
  </wsdl:message> 
  <wsdl:message name="PIVXMLWebImportSoapOut"> 
    <wsdl:part name="parameters" element="tns:PIVXMLWebImportResponse" /> 
  </wsdl:message> 
  <wsdl:message name="CMSXMLWebImportSoapIn"> 
    <wsdl:part name="parameters" element="tns:CMSXMLWebImport" /> 
  </wsdl:message> 
  <wsdl:message name="CMSXMLWebImportSoapOut"> 
    <wsdl:part name="parameters" element="tns:CMSXMLWebImportResponse" /> 
  </wsdl:message> 
  <wsdl:message name="XMLImportSoapIn"> 
    <wsdl:part name="parameters" element="tns:XMLImport" /> 
  </wsdl:message> 
  <wsdl:message name="XMLImportSoapOut"> 
    <wsdl:part name="parameters" element="tns:XMLImportResponse" /> 
  </wsdl:message> 
  <wsdl:portType name="MyIDEnrollSoap"> 
    <wsdl:operation name="PIVXMLWebImport"> 
      <wsdl:input message="tns:PIVXMLWebImportSoapIn" /> 
      <wsdl:output message="tns:PIVXMLWebImportSoapOut" /> 
    </wsdl:operation> 
    <wsdl:operation name="CMSXMLWebImport"> 
      <wsdl:input message="tns:CMSXMLWebImportSoapIn" /> 
      <wsdl:output message="tns:CMSXMLWebImportSoapOut" /> 
    </wsdl:operation> 
    <wsdl:operation name="XMLImport"> 
      <wsdl:input message="tns:XMLImportSoapIn" /> 
      <wsdl:output message="tns:XMLImportSoapOut" /> 
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    </wsdl:operation> 
  </wsdl:portType> 
  <wsdl:binding name="MyIDEnrollSoap" type="tns:MyIDEnrollSoap"> 
    <soap:binding transport="http://schemas.xmlsoap.org/soap/http" /> 
    <wsdl:operation name="PIVXMLWebImport"> 
      <soap:operation soapAction="http://www.intercede.com/MyIDEnroll/PIVXMLWebImport" style="document" /> 
      <wsdl:input> 
        <soap:body use="literal" /> 
      </wsdl:input> 
      <wsdl:output> 
        <soap:body use="literal" /> 
      </wsdl:output> 
    </wsdl:operation> 
    <wsdl:operation name="CMSXMLWebImport"> 
      <soap:operation soapAction="http://www.intercede.com/MyIDEnroll/CMSXMLWebImport" style="document" /> 
      <wsdl:input> 
        <soap:body use="literal" /> 
      </wsdl:input> 
      <wsdl:output> 
        <soap:body use="literal" /> 
      </wsdl:output> 
    </wsdl:operation> 
    <wsdl:operation name="XMLImport"> 
      <soap:operation soapAction="http://www.intercede.com/MyIDEnroll/XMLImport" style="document" /> 
      <wsdl:input> 
        <soap:body use="literal" /> 
      </wsdl:input> 
      <wsdl:output> 
        <soap:body use="literal" /> 
      </wsdl:output> 
    </wsdl:operation> 
  </wsdl:binding> 
  <wsdl:binding name="MyIDEnrollSoap12" type="tns:MyIDEnrollSoap"> 
    <soap12:binding transport="http://schemas.xmlsoap.org/soap/http" /> 
    <wsdl:operation name="PIVXMLWebImport"> 
      <soap12:operation soapAction="http://www.intercede.com/MyIDEnroll/PIVXMLWebImport" style="document" /> 
      <wsdl:input> 
        <soap12:body use="literal" /> 
      </wsdl:input> 
      <wsdl:output> 
        <soap12:body use="literal" /> 
      </wsdl:output> 
    </wsdl:operation> 
    <wsdl:operation name="CMSXMLWebImport"> 
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      <soap12:operation soapAction="http://www.intercede.com/MyIDEnroll/CMSXMLWebImport" style="document" /> 
      <wsdl:input> 
        <soap12:body use="literal" /> 
      </wsdl:input> 
      <wsdl:output> 
        <soap12:body use="literal" /> 
      </wsdl:output> 
    </wsdl:operation> 
    <wsdl:operation name="XMLImport"> 
      <soap12:operation soapAction="http://www.intercede.com/MyIDEnroll/XMLImport" style="document" /> 
      <wsdl:input> 
        <soap12:body use="literal" /> 
      </wsdl:input> 
      <wsdl:output> 
        <soap12:body use="literal" /> 
      </wsdl:output> 
    </wsdl:operation> 
  </wsdl:binding> 
  <wsdl:service name="MyIDEnroll"> 
    <wsdl:port name="MyIDEnrollSoap" binding="tns:MyIDEnrollSoap"> 
      <soap:address location="http://localhost/MyiDEnroll/MyIDEnroll.asmx" /> 
    </wsdl:port> 
    <wsdl:port name="MyIDEnrollSoap12" binding="tns:MyIDEnrollSoap12"> 
      <soap12:address location="http://localhost/MyiDEnroll/MyIDEnroll.asmx" /> 
    </wsdl:port> 
  </wsdl:service> 
</wsdl:definitions> 
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9 XML schemas 

This section contains listings of the Lifecycle schemas available. 

9.1 Schema file locations 

The schema files are installed to the Schemas folder the MyIDEnroll folder on the MyID 

web server; by default, this is: 

C:\Program Files\Intercede\MyID\Web\MyIDEnroll\Schemas 
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9.2 MyIDBaseTypes 

This schema contains the elements common to all the MyID Lifecycle API schemas. 

<?xml version="1.0" encoding="utf-8"?> 
<xs:schema 
    xmlns:xs="http://www.w3.org/2001/XMLSchema" 
    targetNamespace="http://www.intercede.com/CommonTypes" 
    xmlns:tng="http://www.intercede.com/CommonTypes" 
    elementFormDefault="qualified" attributeFormDefault="qualified" 
> 
  <xs:simpleType name="String"> 
    <xs:restriction base="xs:string"> 
      <xs:pattern value="((?!&lt;.*&gt;)(?!_no_match_)(?!]]&gt;).)*" /> 
    </xs:restriction> 
  </xs:simpleType> 
 
  <xs:simpleType name="NotEmptyString"> 
    <xs:restriction base="tng:String"> 
      <xs:minLength value="1" /> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="NotEmptyString4"> 
    <xs:restriction base="tng:String"> 
      <xs:minLength value="1" /> 
      <xs:maxLength value="4"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="NotEmptyString6"> 
    <xs:restriction base="tng:String"> 
      <xs:minLength value="1" /> 
      <xs:maxLength value="6"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="NotEmptyString8"> 
    <xs:restriction base="tng:String"> 
      <xs:minLength value="1" /> 
      <xs:maxLength value="8"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="NotEmptyString40"> 
    <xs:restriction base="tng:String"> 
      <xs:minLength value="1" /> 
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      <xs:maxLength value="40"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="NotEmptyString50"> 
    <xs:restriction base="tng:String"> 
      <xs:minLength value="1" /> 
      <xs:maxLength value="50"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="NotEmptyString64"> 
    <xs:restriction base="tng:String"> 
      <xs:minLength value="1" /> 
      <xs:maxLength value="64"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="NotEmptyString80"> 
    <xs:restriction base="tng:String"> 
      <xs:minLength value="1" /> 
      <xs:maxLength value="80"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="NotEmptyString100"> 
    <xs:restriction base="tng:String"> 
      <xs:minLength value="1" /> 
      <xs:maxLength value="100"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="NotEmptyString255"> 
    <xs:restriction base="tng:String"> 
      <xs:minLength value="1" /> 
      <xs:maxLength value="255"/> 
    </xs:restriction> 
  </xs:simpleType> 
 
  <xs:simpleType name="String30"> 
    <xs:restriction base="tng:String"> 
      <xs:maxLength value="30"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="String80"> 
    <xs:restriction base="tng:String"> 
      <xs:maxLength value="80"/> 
    </xs:restriction> 
  </xs:simpleType> 
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  <xs:simpleType name="String100"> 
    <xs:restriction base="tng:String"> 
      <xs:maxLength value="100"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="String120"> 
    <xs:restriction base="tng:String"> 
      <xs:maxLength value="120"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="String200"> 
    <xs:restriction base="tng:String"> 
      <xs:maxLength value="200"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="String255"> 
    <xs:restriction base="tng:String"> 
      <xs:maxLength value="255"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="String1024"> 
    <xs:restriction base="tng:String"> 
      <xs:maxLength value="1024"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="String2"> 
    <xs:restriction base="tng:String"> 
      <xs:maxLength value="2"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="String20"> 
    <xs:restriction base="tng:String"> 
      <xs:maxLength value="20"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="String8"> 
    <xs:restriction base="tng:String"> 
      <xs:maxLength value="8"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="String40"> 
    <xs:restriction base="tng:String"> 
      <xs:maxLength value="40"/> 
    </xs:restriction> 



 

Lifecycle API Page 118 of 177 

  </xs:simpleType> 
  <xs:simpleType name="String50"> 
    <xs:restriction base="tng:String"> 
      <xs:maxLength value="50"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="String64"> 
    <xs:restriction base="tng:String"> 
      <xs:maxLength value="64"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="String10"> 
    <xs:restriction base="tng:String"> 
      <xs:maxLength value="10"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="String1"> 
    <xs:restriction base="tng:String"> 
      <xs:maxLength value="1"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="String3"> 
    <xs:restriction base="tng:String"> 
      <xs:maxLength value="3"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="String4"> 
    <xs:restriction base="tng:String"> 
      <xs:maxLength value="4"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="String6"> 
    <xs:restriction base="tng:String"> 
      <xs:maxLength value="6"/> 
    </xs:restriction> 
  </xs:simpleType> 
 
  <xs:simpleType name="StringBase64"> 
    <xs:restriction base="xs:string"> 
      <xs:pattern value="[a-zA-Z0-9+ /=\n\r\w\t]*"/> 
    </xs:restriction> 
  </xs:simpleType> 
 
  <xs:simpleType name="Int50"> 
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    <xs:restriction base="xs:string"> 
      <xs:maxLength value="50"/> 
      <xs:pattern value="[0-9]*"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="Int1"> 
    <xs:restriction base="xs:string"> 
      <xs:maxLength value="1"/> 
      <xs:pattern value="[0-9]"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="Int4"> 
    <xs:restriction base="xs:string"> 
      <xs:maxLength value="4"/> 
      <xs:pattern value="[0-9]*"/> 
    </xs:restriction> 
  </xs:simpleType> 
  <xs:simpleType name="Int9"> 
    <xs:restriction base="xs:string"> 
      <xs:maxLength value="9"/> 
      <xs:pattern value="[0-9]*"/> 
    </xs:restriction> 
  </xs:simpleType> 
 
  <xs:simpleType name="TrueFalse"> 
    <xs:restriction base="xs:string"> 
      <xs:enumeration value="true"/> 
      <xs:enumeration value="false"/> 
    </xs:restriction> 
  </xs:simpleType>   
   
  <xs:simpleType name="YesNo"> 
    <xs:restriction base="xs:string"> 
      <xs:enumeration value="YES"/> 
      <xs:enumeration value="NO"/> 
    </xs:restriction> 
  </xs:simpleType> 
 
  <xs:simpleType name="YesNoOneZero"> 
    <xs:restriction base="xs:string"> 
      <xs:enumeration value="YES"/> 
      <xs:enumeration value="NO"/> 
      <xs:enumeration value="1"/> 
      <xs:enumeration value="0"/> 
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    </xs:restriction> 
  </xs:simpleType> 
 
  <xs:complexType name="EncryptedData"> 
    <xs:simpleContent> 
      <xs:extension base="xs:string"> 
        <xs:attribute name="KeyName" type="xs:string" use="optional" /> 
        <xs:attribute name="Mode" type="xs:string" use="optional" /> 
      </xs:extension> 
    </xs:simpleContent> 
  </xs:complexType> 
 
  <xs:complexType name="NotEmptyEncryptedData"> 
    <xs:simpleContent> 
      <xs:restriction base="tng:EncryptedData"> 
        <xs:minLength value="1" /> 
      </xs:restriction> 
    </xs:simpleContent> 
  </xs:complexType> 
 
  <xs:simpleType name="OperationType"> 
    <xs:restriction base="xs:string"> 
      <xs:enumeration value="=" /> 
      <xs:enumeration value="!=" /> 
      <xs:enumeration value="gt" /> 
      <xs:enumeration value="lt" /> 
      <xs:enumeration value="ge" /> 
      <xs:enumeration value="le" /> 
      <xs:enumeration value="isnull" /> 
      <xs:enumeration value="notnull" /> 
      <xs:enumeration value="leftbracket" /> 
      <xs:enumeration value="rightbracket" /> 
    </xs:restriction> 
  </xs:simpleType> 
 
</xs:schema> 
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9.3 CMSSchemaTypes 

This schema contains the elements common to the CMSCardRequest and CMSUserUpdate schemas. 

<?xml version="1.0"?> 
<xs:schema 
  xmlns:xs="http://www.w3.org/2001/XMLSchema" 
  xmlns:myidbase="http://www.intercede.com/CommonTypes" 
  targetNamespace="http://www.intercede.com/MyIDSchema/CMSCardRequest" 
  xmlns="http://www.intercede.com/MyIDSchema/CMSCardRequest" 
  elementFormDefault="qualified" attributeFormDefault="qualified" 
  xmlns:msdata="urn:schemas-microsoft-com:xml-msdata" 
  > 
 
 <xs:import namespace="http://www.intercede.com/CommonTypes" schemaLocation="MyIDBaseTypes.xsd"/> 
 
 <xs:complexType name="ParametersBlockType"> 
  <xs:all> 
   <xs:element name="SourceID" type="xs:string" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="IssueDate" type="xs:date" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="GenerateUserDN" type="myidbase:Int1" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="ActionOnDuplicate" type="xs:string" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="RolesActionOnDuplicate" type="xs:string" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="DeleteMissingUsers" type="xs:unsignedInt" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="PushToLDAP" type="xs:unsignedInt" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="CreateUnknownGroups" type="xs:unsignedInt" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="AuditAll" type="myidbase:Int1" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="DataType" type="xs:string" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="CheckImportResponseSchema" type="myidbase:Int1" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="SynchronousImport" type="myidbase:Int1" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="AllowBioImport" type="myidbase:Int1" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="DefaultUserRole" type="xs:string" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="DisallowCertificateSuspension" type="myidbase:Int1" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="CardRequestThrottling" type="xs:unsignedInt" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="ReplaceUnassignedCards" type="myidbase:Int1" minOccurs="0" maxOccurs="1"/> 
  </xs:all> 
 </xs:complexType> 
 
 <xs:complexType name="PersonalBlockType"> 
  <xs:sequence> 
   <xs:choice> 
    <xs:sequence> 
     <xs:element name="FirstName" type="myidbase:NotEmptyString64" minOccurs="1" maxOccurs="1"/> 
     <xs:element name="LastName" type="myidbase:NotEmptyString64" minOccurs="0" maxOccurs="1"/> 
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    </xs:sequence> 
    <xs:element name="LastName" type="myidbase:NotEmptyString64" minOccurs="1" maxOccurs="1"/> 
   </xs:choice> 
   <xs:element name="Initial" type="myidbase:String40" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="Title" type="myidbase:String20" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="Email" type="myidbase:String255" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="PhoneExt" type="myidbase:String50" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="MobileNumber" type="myidbase:String50" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="PhoneNumber" type="myidbase:String50" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="EmployeeID" type="myidbase:String50" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="OptionalLine1" type="myidbase:String255" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="OptionalLine2" type="myidbase:String255" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="OptionalLine3" type="myidbase:String255" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="OptionalLine4" type="myidbase:String255" minOccurs="0" maxOccurs="1"/> 
  </xs:sequence> 
 </xs:complexType> 
 
 <xs:complexType name="AuthenticationBlockType"> 
  <xs:sequence> 
   <xs:element name="SecurityPhrase" minOccurs="0" maxOccurs="unbounded"> 
    <xs:complexType> 
     <xs:sequence> 
      <xs:element name="Prompt" type="myidbase:NotEmptyString255" minOccurs="1" maxOccurs="1"/> 
      <xs:element name="Answer" type="myidbase:EncryptedData" minOccurs="1" maxOccurs="1"/> 
     </xs:sequence> 
    </xs:complexType> 
   </xs:element> 
  </xs:sequence> 
 </xs:complexType> 
 
 <xs:complexType name="CardBlockType"> 
  <xs:sequence> 
   <xs:element name="CardProfile" type="myidbase:String50" minOccurs="0"/> 
   <xs:element name="CardExpiryDate" type="xs:date" minOccurs="0"/> 
   <xs:element name="Renewal" type="RenewalString" minOccurs="0"/> 
   <xs:element name="ImportCard" type="myidbase:TrueFalse" minOccurs="0"/> 
   <xs:element name="CardRequestedBy" type="myidbase:String255" minOccurs="0"/> 
   <xs:element name="CancelExisting" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="JobLabel" type="myidbase:String50" minOccurs="0"/> 
   <xs:element name="Update" minOccurs="0" maxOccurs="1" type="UpdateCardBlockType"/> 
   <xs:element name="Replacement" minOccurs="0" type="ReplacementCardBlockType"/> 
   <xs:element name="GenerateOTP" minOccurs="0" maxOccurs="1" type="GenerateOTPBlockType"/> 
   <xs:element name="OriginalSerialNumber" type="myidbase:String50" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="OriginalDeviceType" type="myidbase:String50" minOccurs="0" maxOccurs="1"/> 
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   <xs:element name="SerialNumber" type="myidbase:String50" minOccurs="0" maxOccurs="1" /> 
   <xs:element name="DeviceType" type="myidbase:String50" minOccurs="0" maxOccurs="1" /> 
   <xs:element name="StatusMapping" type="xs:unsignedByte" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="RevocationComment" type="myidbase:String255" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="Reprovision" type="xs:unsignedByte" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="CardLayout" type="myidbase:String50" minOccurs="0" maxOccurs="1" /> 
   <xs:element name="Container" type="myidbase:String50" minOccurs="0" maxOccurs="1" /> 
   <xs:element name="Certificate" type="myidbase:StringBase64" minOccurs="0" maxOccurs="1" /> 
   <xs:element name="AdditionalFields" minOccurs="0" maxOccurs="1"> 
    <xs:complexType mixed="true"> 
     <xs:sequence> 
      <xs:any minOccurs="0" maxOccurs="unbounded" processContents="skip"/> 
     </xs:sequence> 
    </xs:complexType> 
   </xs:element> 
  </xs:sequence> 
 </xs:complexType> 
 
 <xs:complexType name="UpdateCardBlockType"> 
  <xs:sequence> 
   <xs:element name="OriginalSerialNumber" type="myidbase:String50" minOccurs="1" maxOccurs="1" /> 
   <xs:element name="OriginalDeviceType" type="myidbase:String50" minOccurs="1" maxOccurs="1" /> 
   <xs:element name="StatusMapping" type="xs:int" minOccurs="0" maxOccurs="1"/> 
        <xs:element name="ParametersXML" type="JobParameters" minOccurs="0" maxOccurs="1"/> 
  </xs:sequence> 
 </xs:complexType> 
 
 <xs:complexType name="ReplacementCardBlockType"> 
  <xs:all> 
   <xs:element name="OriginalSerialNumber" type="myidbase:String50" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="OriginalDeviceType" type="myidbase:String50" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="StatusMapping" type="xs:int" minOccurs="0" maxOccurs="1"/> 
  </xs:all> 
 </xs:complexType> 
 
 <xs:complexType name="CardUpdateBlockType"> 
  <xs:all> 
   <xs:element name="SerialNumber" type="myidbase:String255" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="DeviceType" type="myidbase:String255" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="CardRequestedBy" type="myidbase:String255" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="ParametersXML" type="JobParameters" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="PIN" type="myidbase:String50" minOccurs="0" maxOccurs="1"/> 
  </xs:all> 
 </xs:complexType> 
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 <xs:complexType name="AccountBlockType"> 
  <xs:sequence> 
   <xs:element name="DN" type="myidbase:String1024" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="CN" type="myidbase:String255" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="OU" type="myidbase:String1024" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="UPN" type="myidbase:String255" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="SAMAccountName" type="myidbase:String20" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="Domain" type="myidbase:String50" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="LogonName" type="myidbase:String255" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="NewLogonName" type="myidbase:String255" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="UniqueID" type="myidbase:String255" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="Roles" minOccurs="0" maxOccurs="1" type="RolesBlockType"/> 
   <xs:element name="EntrustProfile" type="myidbase:String50" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="UserDataApproved" type="myidbase:YesNoOneZero" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="MaxRequestExpiryDate" type="xs:date" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="VettingDate" type="xs:dateTime" minOccurs="0" maxOccurs="1"/> 
  </xs:sequence> 
 </xs:complexType> 
 
 <xs:complexType name="RolesBlockType"> 
  <xs:sequence> 
   <xs:element name="Role" minOccurs="0" maxOccurs="unbounded" type="RoleBlockType"/> 
  </xs:sequence> 
 </xs:complexType> 
 
 <xs:complexType name="RoleBlockType"> 
  <xs:sequence> 
   <xs:element name="Name" type="myidbase:String255" minOccurs="1"/> 
   <xs:element name="Scope" type="RoleScope" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="LogonMechanism" type="RoleLogonMechanism" minOccurs="0" maxOccurs="1"/> 
  </xs:sequence> 
 </xs:complexType> 
 
 <xs:complexType name="PhotoBlockType"> 
  <xs:sequence> 
   <xs:choice> 
    <xs:sequence> 
     <xs:element name="Encoding" type="FileEncoding" maxOccurs="1" minOccurs="1"/> 
     <xs:element name="Data" type="myidbase:StringBase64" maxOccurs="1" minOccurs="1"/> 
     <xs:element name="DateTaken" type="xs:dateTime" maxOccurs="1" minOccurs="0"/> 
     <xs:element name="Source" type="myidbase:String50" maxOccurs="1" minOccurs="0"/> 
    </xs:sequence> 
    <xs:element name="None" type="myidbase:String50" maxOccurs="1" minOccurs="1"/> 
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   </xs:choice> 
  </xs:sequence> 
 </xs:complexType> 
 
 <xs:simpleType name="FileEncoding"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="jpg"/> 
   <xs:enumeration value="gif"/> 
   <xs:enumeration value="png"/> 
   <xs:enumeration value="bmp"/> 
   <xs:enumeration value="378"/> 
   <xs:enumeration value="385"/> 
  </xs:restriction> 
 </xs:simpleType> 
 
 <xs:simpleType name="RoleScope"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="None"/> 
   <xs:enumeration value="Self"/> 
   <xs:enumeration value="Department"/> 
   <xs:enumeration value="Division"/> 
   <xs:enumeration value="All"/> 
  </xs:restriction> 
 </xs:simpleType> 
 
 <xs:simpleType name="RoleLogonMechanism"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="Password"/> 
   <xs:enumeration value="Card"/> 
  </xs:restriction> 
 </xs:simpleType> 
 
 <xs:simpleType name="UserAction"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="Disable"/> 
   <xs:enumeration value="Remove"/> 
   <xs:enumeration value="CancelDevices"/> 
   <xs:enumeration value="CancelDevice"/> 
   <xs:enumeration value="CancelJob"/> 
   <xs:enumeration value="CancelAllJobs"/> 
   <xs:enumeration value="UnlockCard"/> 
   <xs:enumeration value="RenewCertificate"/> 
  </xs:restriction> 
 </xs:simpleType> 
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 <xs:simpleType name="RenewalString"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="true"/> 
   <xs:enumeration value="false"/> 
  </xs:restriction> 
 </xs:simpleType> 
 
 <xs:complexType name="JobParameters"> 
  <xs:sequence> 
   <xs:element name="UnlockPIN" type="xs:unsignedInt" maxOccurs="1" minOccurs="0" /> 
      <xs:element name="ReIssue" type="xs:unsignedInt" maxOccurs="1" minOccurs="0" /> 
  </xs:sequence> 
 </xs:complexType> 
 
 
 
 <xs:complexType name="ActionsBlockType"> 
  <xs:sequence> 
   <xs:element name="ApplicantAction" type="UserAction" minOccurs="0" maxOccurs="1"/> 
   <!-- MPS-69 to support certificate renewal --> 
   <xs:element name="CertSerialNumber" type="myidbase:String50" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="CertPolicyName" type="myidbase:String50" minOccurs="0" maxOccurs="1"/> 
   <!-- --> 
   <xs:element name="StatusMappingID" type="xs:unsignedInt" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="RevocationComment" type="myidbase:String255" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="RevocationDelay" type="xs:unsignedInt" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="Device" minOccurs="0"> 
    <xs:complexType> 
     <xs:sequence> 
      <xs:element name="DeviceIdentifier" minOccurs="0" maxOccurs="unbounded" 
type="DeviceIdentifierBlockType"/> 
      <xs:element name="ProcessStatus" type="myidbase:String50" minOccurs="0" maxOccurs="1" /> 
     </xs:sequence> 
    </xs:complexType> 
   </xs:element> 
   <xs:element name="RequestedBy" type="myidbase:String255" minOccurs="0" maxOccurs="1" /> 
   <xs:element name="Job" type="xs:unsignedInt" minOccurs="0" maxOccurs="unbounded" /> 
   <xs:element name="Filters" type="FilterCriteria" minOccurs="0" maxOccurs="1" /> 
  </xs:sequence> 
 </xs:complexType> 
 
 <xs:complexType name="DeviceIdentifierBlockType"> 
  <xs:sequence> 
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   <xs:element name="SerialNumber" type="myidbase:String50" minOccurs="1"/> 
   <xs:element name="SerialNumberField" type="myidbase:String50" minOccurs="0"/> 
  </xs:sequence> 
 </xs:complexType> 
 
 <xs:complexType name="FilterCriteria"> 
  <xs:sequence> 
   <xs:element name="Filter" minOccurs="1" maxOccurs="unbounded"> 
    <xs:complexType> 
     <xs:sequence> 
      <xs:element name="FieldName" type="xs:string" minOccurs="0" maxOccurs="1" /> 
      <xs:element name="FieldValue" type="xs:string" minOccurs="0" maxOccurs="1" /> 
      <xs:element name="Operation" minOccurs="1" maxOccurs="1" type="myidbase:OperationType"/> 
      <xs:element name="Or" type="xs:boolean" minOccurs="0" maxOccurs="1" /> 
     </xs:sequence> 
    </xs:complexType> 
   </xs:element> 
  </xs:sequence> 
 </xs:complexType> 
 
 <xs:complexType name="GenerateOTPBlockType"> 
  <xs:sequence> 
   <xs:element name="Notification" minOccurs="0" maxOccurs="unbounded"> 
    <xs:complexType> 
     <xs:sequence> 
      <xs:element name="Name" type="myidbase:String255" minOccurs="1" maxOccurs="1" /> 
      <xs:element name="Action" type="myidbase:String10" minOccurs="0" maxOccurs="1" /> 
     </xs:sequence> 
    </xs:complexType> 
   </xs:element> 
  </xs:sequence> 
 </xs:complexType> 
 
 <xs:complexType name="AdminGroupsBlockType"> 
  <xs:sequence> 
   <xs:element name="AdminGroup" minOccurs="0" maxOccurs="unbounded"> 
    <xs:complexType> 
     <xs:sequence> 
      <xs:element name="Name" minOccurs="1" type="myidbase:String100" /> 
     </xs:sequence> 
    </xs:complexType> 
   </xs:element> 
  </xs:sequence> 
 </xs:complexType> 
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</xs:schema> 

9.4 CMSCardRequest schema 

This schema is used for user data sent to the import service to request cards. 

<?xml version="1.0"?> 
<xs:schema 
  id="CMSCardRequest"  
  targetNamespace="http://www.intercede.com/MyIDSchema/CMSCardRequest"  
  xmlns:myidbase="http://www.intercede.com/CommonTypes" 
  xmlns="http://www.intercede.com/MyIDSchema/CMSCardRequest"  
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns:msdata="urn:schemas-microsoft-com:xml-msdata"  
  attributeFormDefault="unqualified" elementFormDefault="qualified" 
 > 
  <xs:include schemaLocation="CMSSchemaTypes.xsd" /> 
  <xs:import namespace="http://www.intercede.com/CommonTypes" schemaLocation="MyIDBaseTypes.xsd"/> 
 
  <xs:element name="CMSCardRequest" msdata:IsDataSet="true" msdata:Locale="en-GB" msdata:EnforceConstraints="false"> 
  <xs:complexType> 
   <xs:sequence> 
        <xs:element name="Parameters" minOccurs="0" maxOccurs="1" type="ParametersBlockType"/> 
        <xs:element name="Group" minOccurs="0" maxOccurs="1" type="GroupBlockType"/> 
   </xs:sequence> 
  </xs:complexType> 
 </xs:element> 
 
  <xs:complexType name="GroupBlockType"> 
    <xs:sequence> 
      <xs:element name="Name" type="myidbase:String100" minOccurs="1"/> 
      <xs:element name="Description" type="myidbase:String255" minOccurs="0" maxOccurs="1"/> 
      <xs:element name="OrgUnit" type="myidbase:String1024" minOccurs="0"/> 
      <xs:element name="Parent" type="myidbase:String80" minOccurs="0"/> 
      <xs:element name="AdditionalFields" minOccurs="0" maxOccurs="1"> 
        <xs:complexType mixed="true"> 
          <xs:sequence> 
            <xs:any minOccurs="0" maxOccurs="unbounded" processContents="skip"/> 
          </xs:sequence> 
        </xs:complexType> 
      </xs:element> 
      <xs:element name="User" minOccurs="0" maxOccurs="1" type="UserBlockType"/> 
    </xs:sequence> 
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  </xs:complexType> 
 
  <xs:complexType name="UserBlockType"> 
    <xs:sequence> 
      <xs:element name="Personal" type="PersonalBlockType"/> 
      <xs:element name="Authentication" type="AuthenticationBlockType" minOccurs="0" maxOccurs="1" /> 
      <xs:element name="Card" minOccurs="0" type="CardBlockType"/> 
      <xs:element name="CardUpdate" minOccurs="0" type="CardUpdateBlockType"/> 
      <xs:element name="Account" minOccurs="0" type="AccountBlockType" /> 
      <xs:element name="Photo" minOccurs="0" type="PhotoBlockType"/> 
      <xs:element name="AdminGroups" minOccurs="0" maxOccurs="1" type="AdminGroupsBlockType" /> 
      <xs:element name="AdditionalFields" minOccurs="0" maxOccurs="1"> 
        <xs:complexType mixed="true"> 
          <xs:sequence> 
            <xs:any minOccurs="0" maxOccurs="unbounded" processContents="skip"/> 
          </xs:sequence> 
        </xs:complexType> 
      </xs:element> 
      <xs:element name="Actions"  minOccurs="0" maxOccurs="1" type="ActionsBlockType"/> 
    </xs:sequence> 
  </xs:complexType> 
 
   
 
</xs:schema> 
 

9.5 CMSUserUpdate schema 

This schema is used to update existing users. 

<?xml version="1.0"?> 
<xs:schema 
  id="CMSCardRequest"  
  targetNamespace="http://www.intercede.com/MyIDSchema/CMSCardRequest"  
  xmlns:myidbase="http://www.intercede.com/CommonTypes" 
  xmlns="http://www.intercede.com/MyIDSchema/CMSCardRequest"  
  xmlns:xs="http://www.w3.org/2001/XMLSchema"  
  xmlns:msdata="urn:schemas-microsoft-com:xml-msdata"  
  attributeFormDefault="unqualified" elementFormDefault="qualified" 
 > 
 
  <xs:include schemaLocation="CMSSchemaTypes.xsd" /> 
  <xs:import namespace="http://www.intercede.com/CommonTypes" schemaLocation="MyIDBaseTypes.xsd"/> 



 

Lifecycle API Page 130 of 177 

 
  <xs:element name="CMSCardRequest" msdata:IsDataSet="true" msdata:Locale="en-GB" msdata:EnforceConstraints="false"> 
  <xs:complexType> 
   <xs:sequence> 
        <xs:element name="Parameters" minOccurs="0" maxOccurs="1" type="ParametersBlockType"/> 
        <xs:element name="Group" maxOccurs="unbounded" minOccurs="0" type="GroupBlockType"/> 
    <xs:element name="User" minOccurs="0" maxOccurs="unbounded" type="UserBlockType"/> 
   </xs:sequence> 
  </xs:complexType> 
 </xs:element> 
 
  <xs:complexType name="GroupBlockType"> 
    <xs:sequence> 
      <xs:element name="Name" type="myidbase:String100" minOccurs="1"/> 
   <xs:element name="Description" type="myidbase:String255" minOccurs="0" maxOccurs="1"/> 
      <xs:element name="OrgUnit" type="myidbase:String1024" minOccurs="0"/> 
      <xs:element name="Parent" type="myidbase:String80" minOccurs="0"/> 
      <xs:element name="AdditionalFields" minOccurs="0" maxOccurs="1"> 
        <xs:complexType mixed="true"> 
          <xs:sequence> 
            <xs:any minOccurs="0" maxOccurs="unbounded" processContents="skip"/> 
          </xs:sequence> 
        </xs:complexType> 
      </xs:element> 
      <xs:element name="User" maxOccurs="unbounded" type="UserBlockType"/> 
    </xs:sequence> 
  </xs:complexType> 
 
  <xs:complexType name="UserBlockType"> 
    <xs:sequence> 
      <xs:element name="Personal" type="PersonalBlockType"/> 
      <xs:element name="Authentication" minOccurs="0" maxOccurs="1" type="AuthenticationBlockType"/> 
      <xs:element name="Card" minOccurs="0" type="CardBlockType"/> 
      <xs:element name="Account" minOccurs="0" type="AccountBlockType" /> 
      <xs:element name="Photo" minOccurs="0" type="PhotoBlockType"/> 
      <xs:element name="AdminGroups" minOccurs="0" maxOccurs="1" type="AdminGroupsBlockType" /> 
      <xs:element name="AdditionalFields" minOccurs="0" maxOccurs="1"> 
        <xs:complexType mixed="true"> 
          <xs:sequence> 
            <xs:any minOccurs="0" maxOccurs="unbounded" processContents="skip"/> 
          </xs:sequence> 
        </xs:complexType> 
      </xs:element> 
      <xs:element name="Actions"  minOccurs="0" maxOccurs="1" type="ActionsBlockType"/> 



 

Lifecycle API Page 131 of 177 

    </xs:sequence> 
  </xs:complexType> 
  
 
</xs:schema> 
 

9.6 CMSImportResponse schema 

This schema is used by the import service to pass back information about the user import. 

<?xml version="1.0" encoding="utf-8"?> 
<xs:schema id="CMSImportResponse" targetNamespace="http://www.intercede.com/MyIDSchema/CMSImportResponse" 
xmlns:mstns="http://www.intercede.com/MyIDSchema/CMSImportResponse" attributeFormDefault="unqualified" 
elementFormDefault="qualified" xmlns:xs="http://www.w3.org/2001/XMLSchema"> 
 <xs:element name="CMSImportResponse"> 
  <xs:complexType> 
   <xs:sequence> 
    <xs:element name="Group"  minOccurs="0" maxOccurs="unbounded"> 
     <xs:complexType> 
      <xs:sequence> 
       <xs:element name="Name"  type="mstns:String80"   minOccurs="1" 
maxOccurs="1"/> 
       <xs:element name="Result" type="mstns:ActionStatus"  minOccurs="1" maxOccurs="1" 
/> 
       <xs:element name="User"  type="mstns:User"    minOccurs="0" 
maxOccurs="unbounded"  /> 
      </xs:sequence> 
     </xs:complexType> 
    </xs:element> 
    <xs:element name="User" type="mstns:User" minOccurs="0" maxOccurs="unbounded"  /> 
   </xs:sequence> 
  </xs:complexType> 
 </xs:element> 
 
 <xs:complexType name="User"> 
  <xs:sequence> 
   <xs:element name="FirstName"  type="mstns:String64" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="LastName"  type="mstns:String64" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="EmployeeID"  type="mstns:String50" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="LogonName"  type="mstns:String50" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="CardRequest"  type="xs:int" minOccurs="1" maxOccurs="1" /> 
   <xs:element name="CardUpdate"  type="xs:int" minOccurs="1" maxOccurs="1" /> 
   <xs:element name="UnlockCardRequest"  type="xs:int" minOccurs="1" maxOccurs="1" /> 
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   <xs:element name="Result"   type="mstns:ActionStatus"  minOccurs="1" maxOccurs="1"/> 
   <xs:element name="Reason"   type="xs:string"  minOccurs="0" maxOccurs="1"/> 
  </xs:sequence> 
 </xs:complexType> 
 
 
 <xs:simpleType name="String50"> 
  <xs:restriction base="xs:string"> 
   <xs:maxLength value="50" /> 
  </xs:restriction> 
 </xs:simpleType> 
 <xs:simpleType name="String80"> 
  <xs:restriction base="xs:string"> 
   <xs:maxLength value="80" /> 
  </xs:restriction> 
 </xs:simpleType> 
 <xs:simpleType name="String64"> 
  <xs:restriction base="xs:string"> 
   <xs:maxLength value="64" /> 
  </xs:restriction> 
 </xs:simpleType> 
 <xs:simpleType name="ActionStatus"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="Added"/> 
   <xs:enumeration value="Created"/> 
   <xs:enumeration value="Already Exists"/> 
   <xs:enumeration value="Failed"/> 
   <xs:enumeration value="Removed"/> 
   <xs:enumeration value="License Limit"/> 
  </xs:restriction> 
 </xs:simpleType> 
</xs:schema> 

9.7 PIVSchemaTypes 

<?xml version="1.0"?> 
<xs:schema 
  xmlns:xs="http://www.w3.org/2001/XMLSchema" 
  xmlns:myidbase="http://www.intercede.com/CommonTypes" 
  targetNamespace="http://www.intercede.com/MyIDPIVSchema/PivCardRequest" 
  xmlns="http://www.intercede.com/MyIDPIVSchema/PivCardRequest" 
  elementFormDefault="qualified" attributeFormDefault="qualified" 
  > 
 <xs:import namespace="http://www.intercede.com/CommonTypes" schemaLocation="MyIDBaseTypes.xsd"/> 
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 <xs:complexType name="ParametersBlockType"> 
  <xs:all> 
   <xs:element name="SourceID" type="xs:string" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="IssueDate" type="xs:date" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="GenerateUserDN" type="myidbase:Int1" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="ActionOnDuplicate" type="xs:string" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="RolesActionOnDuplicate" type="xs:string" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="DeleteMissingUsers" type="xs:unsignedInt" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="PushToLDAP" type="xs:unsignedInt" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="CreateUnknownGroups" type="xs:unsignedInt" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="AuditAll" type="myidbase:Int1" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="DataType" type="xs:string" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="CheckImportResponseSchema" type="myidbase:Int1" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="SynchronousImport" type="myidbase:Int1" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="AllowBioImport" type="myidbase:Int1" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="DefaultUserRole" type="xs:string" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="DisallowCertificateSuspension" type="myidbase:Int1" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="CardRequestThrottling" type="xs:unsignedInt" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="ReplaceUnassignedCards" type="myidbase:Int1" minOccurs="0" maxOccurs="1"/> 
  </xs:all> 
 </xs:complexType> 
 
 <xs:complexType name="AgencyAddressBlockType"> 
  <xs:sequence> 
   <xs:element name="Address1" type="myidbase:String40" minOccurs="0"/> 
   <xs:element name="Address2" type="myidbase:String40" minOccurs="0"/> 
   <xs:element name="City" type="myidbase:String40" minOccurs="1"/> 
   <xs:element name="State" type="myidbase:String40" minOccurs="0"/> 
   <xs:element name="Zip" type="myidbase:String10" minOccurs="0"/> 
   <xs:element name="PhoneNumber" type="myidbase:String30" minOccurs="0"/> 
   <xs:element name="Country" type="myidbase:String40" minOccurs="0"/> 
   <xs:element name="Email" type="myidbase:String120" minOccurs="0"/> 
   <xs:element name="Contact" type="myidbase:String80" minOccurs="0"/> 
  </xs:sequence> 
 </xs:complexType> 
 
 <!-- Complex PIV elements --> 
 <xs:complexType name="PersonalBlockType"> 
  <xs:sequence> 
   <xs:element name="FirstName" type="myidbase:NotEmptyString64" minOccurs="1"/> 
   <xs:element name="LastName" type="myidbase:NotEmptyString64" minOccurs="1"/> 
   <xs:element name="NickName" type="myidbase:String80" minOccurs="0"/> 
   <xs:element name="MiddleName" type="myidbase:String50" minOccurs="0"/> 
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   <xs:element name="Suffix" type="myidbase:String20" minOccurs="0"/> 
   <xs:element name="Title" type="myidbase:String20" minOccurs="0"/> 
   <xs:element name="Email" type="myidbase:String255" minOccurs="0"/> 
   <xs:element name="Fax" type="myidbase:String50" minOccurs="0"/> 
   <xs:element name="Cell" type="myidbase:String50" minOccurs="0"/> 
   <xs:element name="Phone" type="myidbase:String50" minOccurs="0"/> 
   <xs:element name="EmployeeID" type="myidbase:Int50" minOccurs="1"/> 
   <xs:element name="Address" minOccurs="0" type="PersonalAddressBlockType" /> 
   <xs:element name="BirthDate" type="xs:date" minOccurs="0"/> 
   <xs:element name="Nationality" type="myidbase:String4" minOccurs="0"/> 
   <xs:element name="Citizenship" type="CitizenshipString" minOccurs="0"/> 
   <xs:element name="CountryOfBirth" type="myidbase:String2" minOccurs="0"/> 
   <xs:element name="PlaceOfBirth" type="myidbase:String2" minOccurs="0"/> 
   <xs:element name="ExportRestrictions" type="ExportRestrictionsString" minOccurs="0"/> 
  </xs:sequence> 
 </xs:complexType> 
 
 <xs:complexType name="CardBlockType"> 
  <xs:sequence> 
   <xs:element name="CardProfile" type="myidbase:String50" minOccurs="0"/> 
   <xs:element name="CardExpiryDate" type="xs:date" minOccurs="0"/> 
   <xs:element name="Renewal" type="RenewalString" minOccurs="0"/> 
   <xs:element name="ImportCard" type="myidbase:TrueFalse" minOccurs="0"/> 
   <xs:element name="CardRequestedBy" type="myidbase:String255" minOccurs="0"/> 
   <xs:element name="JobLabel" type="myidbase:String50" minOccurs="0"/> 
   <xs:element name="Update" type="UpdateCardBlockType" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="Replacement" type="ReplacementCardBlockType" minOccurs="0"/> 
   <xs:element name="Reprovision" type="xs:unsignedByte" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="CardLayout" type="myidbase:String50" minOccurs="0" maxOccurs="1" /> 
   <xs:element name="SerialNumber" type="myidbase:String50" minOccurs="0" maxOccurs="1" /> 
   <xs:element name="DeviceType" type="myidbase:String50" minOccurs="0" maxOccurs="1" /> 
   <xs:element name="Container" type="myidbase:String50" minOccurs="0" maxOccurs="1" /> 
   <xs:element name="Certificate" type="myidbase:StringBase64" minOccurs="0" maxOccurs="1" /> 
  </xs:sequence> 
 </xs:complexType> 
 
 <xs:complexType name="UpdateCardBlockType"> 
  <xs:sequence> 
   <xs:element name="OriginalSerialNumber" type="myidbase:String50" minOccurs="1" maxOccurs="1" /> 
   <xs:element name="OriginalDeviceType" type="myidbase:String50" minOccurs="1" maxOccurs="1" /> 
   <xs:element name="StatusMapping" type="xs:int" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="RevocationComment" type="myidbase:String255" minOccurs="0" maxOccurs="1"/> 
      <xs:element name="ParametersXML" type="JobParameters" minOccurs="0" maxOccurs="1"/> 
    </xs:sequence> 
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  </xs:complexType> 
 
  <xs:complexType name="JobParameters"> 
    <xs:sequence> 
      <xs:element name="ReIssue" type="xs:unsignedInt" maxOccurs="1" minOccurs="0" /> 
  </xs:sequence> 
 </xs:complexType> 
 
 <xs:complexType name="ReplacementCardBlockType"> 
  <xs:all> 
   <xs:element name="OriginalSerialNumber" type="myidbase:String50" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="OriginalDeviceType" type="myidbase:String50" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="StatusMapping" type="xs:int" minOccurs="0" maxOccurs="1"/> 
  </xs:all> 
 </xs:complexType> 
 
 <xs:complexType name="PersonalAddressBlockType"> 
  <xs:sequence> 
   <xs:element name="Address1" type="myidbase:String50" minOccurs="0"/> 
   <xs:element name="Address2" type="myidbase:String50" minOccurs="0"/> 
   <xs:element name="City" type="myidbase:String50" minOccurs="0"/> 
   <xs:element name="StateZip" type="myidbase:String50" minOccurs="0"/> 
  </xs:sequence> 
 </xs:complexType> 
 
 <xs:complexType name="AuthenticationBlockType"> 
  <xs:sequence> 
   <xs:element name="SecurityPhrase" minOccurs="0" maxOccurs="unbounded" > 
    <xs:complexType> 
     <xs:sequence> 
      <xs:element name="Prompt" type="myidbase:NotEmptyString255" minOccurs="1" maxOccurs="1"/> 
      <xs:element name="Answer" type="myidbase:EncryptedData" minOccurs="1" maxOccurs="1"/> 
     </xs:sequence> 
    </xs:complexType> 
   </xs:element> 
  </xs:sequence> 
 </xs:complexType> 
 
 <xs:complexType name="AccountBlockType"> 
  <xs:sequence> 
   <xs:element name="DN" type="myidbase:String1024" minOccurs="0"/> 
   <xs:element name="AlternateDN" type="myidbase:String1024" minOccurs="0"/> 
   <xs:element name="CN" type="myidbase:String255" minOccurs="0"/> 
   <xs:element name="OU" type="myidbase:String1024" minOccurs="0"/> 



 

Lifecycle API Page 136 of 177 

   <xs:element name="UPN" type="myidbase:String255" minOccurs="0"/> 
   <xs:element name="SAMAccountName" type="myidbase:String20" minOccurs="0"/> 
   <xs:element name="Domain" type="myidbase:String50" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="LogonName" type="myidbase:String255" minOccurs="0"/> 
   <xs:element name="Roles" minOccurs="0" maxOccurs="1" type="RolesBlockType"/> 
   <xs:element name="EntrustProfile" type="myidbase:String50" minOccurs="0"/> 
   <xs:element name="MaxRequestExpiryDate" type="xs:date" minOccurs="0" maxOccurs="1"/> 
  </xs:sequence> 
 </xs:complexType> 
 
 <xs:complexType name="RolesBlockType"> 
  <xs:sequence> 
   <xs:element name="Role" minOccurs="0" maxOccurs="unbounded"> 
    <xs:complexType> 
     <xs:sequence> 
      <xs:element name="Name" type="myidbase:String255" minOccurs="1"/> 
      <xs:element name="Scope" type="RoleScope" minOccurs="0" maxOccurs="1"/> 
      <xs:element name="LogonMechanism" type="RoleLogonMechanism" minOccurs="0" maxOccurs="1"/> 
     </xs:sequence> 
    </xs:complexType> 
   </xs:element> 
  </xs:sequence> 
 </xs:complexType> 
 
 <xs:complexType name="PositionBlockType"> 
  <xs:sequence> 
   <xs:element name="EmployeeAssociation" type="Association" minOccurs="0"/> 
   <xs:element name="EmployeeAffiliation" type="myidbase:String64" minOccurs="0"/> 
   <xs:element name="Rank" type="Rank" minOccurs="0"/> 
   <xs:element name="EmergencyRole" type="EmergencyRole" minOccurs="0"/> 
   <xs:element name="Privilege" type="myidbase:String50" minOccurs="0"/> 
   <xs:element name="ApplicantPosition" type="myidbase:String30" minOccurs="0"/> 
   <xs:element name="ExtraInfo" type="myidbase:String80" minOccurs="0"/> 
   <xs:element name="EEDEligible" type="EED" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="EEDIneligibleMessage" type="myidbase:String255" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="DisplayCollectCardMessage" type="ColCardMess" minOccurs="0" maxOccurs="1"/> 
  </xs:sequence> 
 </xs:complexType> 
 
 <xs:complexType name="BiometryBlockType"> 
  <xs:sequence> 
   <xs:element name="HeightInches" type="myidbase:String8" minOccurs="0"/> 
   <xs:element name="WeightLbs" type="myidbase:String8" minOccurs="0"/> 
   <xs:element name="Gender" type="Gender" minOccurs="0"/> 
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   <xs:element name="EyeColor" type="EyeColor" minOccurs="0"/> 
   <xs:element name="HairColor" type="HairColor" minOccurs="0"/> 
   <xs:element name="Race" type="Race" minOccurs="0"/> 
   <xs:element name="BioSample" minOccurs="0" type="BioSampleBlockType"/> 
   <xs:element name="Signature" minOccurs="0"> 
    <xs:complexType> 
     <xs:group ref="EncodedData"/> 
    </xs:complexType> 
   </xs:element> 
  </xs:sequence> 
 </xs:complexType> 
 
 <xs:complexType name="BioSampleBlockType"> 
  <xs:all> 
   <xs:element name="R_Little" minOccurs="0"> 
    <xs:complexType> 
     <xs:group ref="BioFingerSample"/> 
    </xs:complexType> 
   </xs:element> 
   <xs:element name="R_Ring" minOccurs="0"> 
    <xs:complexType> 
     <xs:group ref="BioFingerSample"/> 
    </xs:complexType> 
   </xs:element> 
   <xs:element name="R_Middle" minOccurs="0"> 
    <xs:complexType> 
     <xs:group ref="BioFingerSample"/> 
    </xs:complexType> 
   </xs:element> 
   <xs:element name="R_Index" minOccurs="0"> 
    <xs:complexType> 
     <xs:group ref="BioFingerSample"/> 
    </xs:complexType> 
   </xs:element> 
   <xs:element name="R_Thumb" minOccurs="0"> 
    <xs:complexType> 
     <xs:group ref="BioFingerSample"/> 
    </xs:complexType> 
   </xs:element> 
   <xs:element name="L_Little" minOccurs="0"> 
    <xs:complexType> 
     <xs:group ref="BioFingerSample"/> 
    </xs:complexType> 
   </xs:element> 



 

Lifecycle API Page 138 of 177 

   <xs:element name="L_Ring" minOccurs="0"> 
    <xs:complexType> 
     <xs:group ref="BioFingerSample"/> 
    </xs:complexType> 
   </xs:element> 
   <xs:element name="L_Middle" minOccurs="0"> 
    <xs:complexType> 
     <xs:group ref="BioFingerSample"/> 
    </xs:complexType> 
   </xs:element> 
   <xs:element name="L_Index" minOccurs="0"> 
    <xs:complexType> 
     <xs:group ref="BioFingerSample"/> 
    </xs:complexType> 
   </xs:element> 
   <xs:element name="L_Thumb" minOccurs="0"> 
    <xs:complexType> 
     <xs:group ref="BioFingerSample"/> 
    </xs:complexType> 
   </xs:element> 
   <xs:element name="EFT" minOccurs="0"> 
    <xs:complexType> 
     <xs:group ref="EncodedData"/> 
    </xs:complexType> 
   </xs:element> 
   <xs:element name="FaceScan" minOccurs="0"> 
    <xs:complexType> 
     <xs:group ref="EncodedData"/> 
    </xs:complexType> 
   </xs:element> 
   <xs:element name="IrisScan" minOccurs="0"> 
    <xs:complexType> 
     <xs:group ref="EncodedData"/> 
    </xs:complexType> 
   </xs:element> 
  </xs:all> 
 </xs:complexType> 
 
 <xs:group name="BioFingerSample"> 
  <xs:sequence> 
   <xs:choice> 
    <xs:sequence> 
     <xs:group ref="EncodedData"/> 
     <xs:element name="RolledPrint" type="myidbase:YesNo" maxOccurs="1" minOccurs="0"/> 
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    </xs:sequence> 
    <xs:element name="ReasonMissing" type="MissingFingerReason" minOccurs="0" maxOccurs="1"/> 
   </xs:choice> 
  </xs:sequence> 
 </xs:group> 
 
 <xs:group name="EncodedData"> 
  <xs:sequence> 
   <xs:element name="Encoding" type="FileEncoding" maxOccurs="1" minOccurs="1"/> 
   <xs:element name="Data" type="myidbase:StringBase64" maxOccurs="1" minOccurs="1"/> 
   <xs:element name="DateTaken" type="xs:dateTime" maxOccurs="1" minOccurs="0"/> 
   <xs:element name="Source" type="myidbase:String50" maxOccurs="1" minOccurs="0"/> 
  </xs:sequence> 
 </xs:group> 
 
 <xs:complexType name="IdentityDocumentsBlockType"> 
  <xs:sequence> 
   <xs:element name="IdentityDoc1" minOccurs="0"> 
    <xs:complexType> 
     <xs:sequence> 
      <xs:element name="Image"> 
       <xs:complexType> 
        <xs:group ref="EncodedData"/> 
       </xs:complexType> 
      </xs:element> 
      <xs:element name="Title" type="IDDocName1"/> 
      <xs:element name="IssuedBy" type="myidbase:String80"/> 
      <xs:element name="Number" type="myidbase:String20"/> 
      <xs:element name="Expiry" type="xs:date"/> 
     </xs:sequence> 
    </xs:complexType> 
   </xs:element> 
   <xs:element name="IdentityDoc2" minOccurs="0"> 
    <xs:complexType> 
     <xs:sequence> 
      <xs:element name="Image"> 
       <xs:complexType> 
        <xs:group ref="EncodedData"/> 
       </xs:complexType> 
      </xs:element> 
      <xs:element name="Title" type="IDDocName2"/> 
      <xs:element name="IssuedBy" type="myidbase:String80"/> 
      <xs:element name="Number" type="myidbase:String20"/> 
      <xs:element name="Expiry" type="xs:date"/> 
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     </xs:sequence> 
    </xs:complexType> 
   </xs:element> 
   <xs:element name="SPF10" minOccurs="0"> 
    <xs:complexType> 
     <xs:sequence> 
      <xs:element name="Image"> 
       <xs:complexType> 
        <xs:group ref="EncodedData"/> 
       </xs:complexType> 
      </xs:element> 
      <xs:element name="Title"/> 
      <xs:element name="IssuedBy"/> 
      <xs:element name="Number"/> 
      <xs:element name="Expiry"/> 
     </xs:sequence> 
    </xs:complexType> 
   </xs:element> 
  </xs:sequence> 
 </xs:complexType> 
 
 <xs:simpleType name="IDDocName1"> 
  <xs:restriction base="xs:string"> 
   <!-- the following items are allowable under FIPS201-2 --> 
   <xs:enumeration value="U.S. Passport"/> 
   <xs:enumeration value="Foreign Passport"/> 
   <xs:enumeration value="Alien Regn Receipt Card"/> 
   <xs:enumeration value="Employment Authorization"/> 
   <xs:enumeration value="Drivers License"/> 
   <xs:enumeration value="U.S. Military Card"/> 
   <xs:enumeration value="U.S. Military dependent ID Card"/> 
   <xs:enumeration value="PIV Card"/> 
   <!-- the following items are legacy items which need to be retained to support existing functionality --> 
   <xs:enumeration value="Cert. of U.S. Citizenship"/> 
   <xs:enumeration value="Cert. of Naturalization"/> 
   <xs:enumeration value="Temporary Card"/> 
   <xs:enumeration value="Reentry Permit"/> 
   <xs:enumeration value="Refugee Travel Document"/> 
   <xs:enumeration value="Photo ID Card"/> 
   <xs:enumeration value="School ID Card"/> 
   <xs:enumeration value="Voters Regn Card"/> 
   <xs:enumeration value="Merchant Mariner Card"/> 
   <xs:enumeration value="Native American Tribal"/> 
   <xs:enumeration value="Canadian Drivers License"/> 
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   <xs:enumeration value="School Report"/> 
   <xs:enumeration value="Hospital Record"/> 
   <xs:enumeration value="Nursery Record"/> 
   <xs:enumeration value="U.S. Social Security"/> 
   <xs:enumeration value="Cert. of Birth Abroad"/> 
   <xs:enumeration value="Birth Certificate"/> 
   <xs:enumeration value="U.S. Citizen ID"/> 
  </xs:restriction> 
 </xs:simpleType> 
 
 <xs:simpleType name="IDDocName2"> 
  <xs:restriction base="xs:string"> 
   <!-- the following items are allowable under FIPS201-2 --> 
   <xs:enumeration value="U.S. Passport"/> 
   <xs:enumeration value="Cert. of U.S. Citizenship"/> 
   <xs:enumeration value="Cert. of Naturalization"/> 
   <xs:enumeration value="Foreign Passport"/> 
   <xs:enumeration value="Alien Regn Receipt Card"/> 
   <xs:enumeration value="Temporary Card"/> 
   <xs:enumeration value="Reentry Permit"/> 
   <xs:enumeration value="Refugee Travel Document"/> 
   <xs:enumeration value="Employment Authorization"/> 
   <xs:enumeration value="Drivers License"/> 
   <xs:enumeration value="Photo ID Card"/> 
   <xs:enumeration value="Voters Regn Card"/> 
   <xs:enumeration value="U.S. Military Card"/> 
   <xs:enumeration value="Merchant Mariner Card"/> 
   <xs:enumeration value="Native American Tribal"/> 
   <xs:enumeration value="Canadian Drivers License"/> 
   <xs:enumeration value="U.S. Social Security"/> 
   <xs:enumeration value="Cert. of Birth Abroad"/> 
   <xs:enumeration value="Birth Certificate"/> 
   <xs:enumeration value="U.S. Citizen ID"/> 
   <xs:enumeration value="U.S. Resident Citizen Card (I-179)"/> 
   <xs:enumeration value="Employment Auth Card (I-688A)"/> 
   <xs:enumeration value="Employment Auth Doc (DHS)"/> 
   <xs:enumeration value="Employment Auth Doc (I-688B)"/> 
   <!-- the following items are legacy items which need to be retained to support existing functionality --> 
   <xs:enumeration value="School ID Card"/> 
   <xs:enumeration value="School Report"/> 
   <xs:enumeration value="Hospital Record"/> 
   <xs:enumeration value="Nursery Record"/> 
  </xs:restriction> 
 </xs:simpleType> 
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 <xs:complexType name="NACIStatusBlockType"> 
  <xs:sequence> 
   <xs:element name="NACCaseNumber" type="xs:unsignedShort" minOccurs="0"/> 
   <xs:element name="NACICaseNumber" type="xs:unsignedShort" minOccurs="0"/> 
   <xs:element maxOccurs="unbounded" name="Check"> 
    <xs:complexType> 
     <xs:sequence> 
      <xs:element name="Type" type="myidbase:String20"/> 
      <xs:element name="Status" type="NACState"/> 
     </xs:sequence> 
    </xs:complexType> 
   </xs:element> 
   <xs:element name="CardIssuanceApproved" type="myidbase:YesNoOneZero" minOccurs="0"/> 
   <xs:element name="Comments" type="myidbase:String255" minOccurs="0"/> 
   <xs:element name="VettingDate" type="xs:dateTime" minOccurs="0" maxOccurs="1"/> 
  </xs:sequence> 
 </xs:complexType> 
 
 <xs:complexType name="ActionsBlockType"> 
  <xs:sequence> 
   <xs:element name="ApplicantAction" type="UserAction" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="CertSerialNumber" type="myidbase:String50" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="CertPolicyName" type="myidbase:String50" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="StatusMappingID" type="xs:unsignedInt" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="RevocationComment" type="myidbase:String255" minOccurs="0" maxOccurs="1"/> 
   <xs:element name="Device" minOccurs="0"> 
    <xs:complexType> 
     <xs:sequence> 
      <xs:element name="DeviceIdentifier" minOccurs="0" maxOccurs="unbounded" 
type="DeviceIdentifierBlockType"/> 
      <xs:element name="ProcessStatus" type="myidbase:String50" minOccurs="0" maxOccurs="1" /> 
     </xs:sequence> 
    </xs:complexType> 
   </xs:element> 
   <xs:element name="Job" type="xs:unsignedInt" minOccurs="0" maxOccurs="unbounded" /> 
  </xs:sequence> 
 </xs:complexType> 
 
 <xs:complexType name="DeviceIdentifierBlockType"> 
  <xs:sequence> 
   <xs:element name="SerialNumber" type="myidbase:String50" minOccurs="1"/> 
   <xs:element name="SerialNumberField" type="myidbase:String50" minOccurs="0"/> 
  </xs:sequence> 



 

Lifecycle API Page 143 of 177 

 </xs:complexType> 
 
 <!-- simple/base PIV types --> 
 <xs:simpleType name="RenewalString"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="true"/> 
   <xs:enumeration value="false"/> 
  </xs:restriction> 
 </xs:simpleType> 
 
 <xs:simpleType name="CitizenshipString"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="US"/> 
   <xs:enumeration value="Non US"/> 
   <xs:enumeration value="PR"/> 
  </xs:restriction> 
 </xs:simpleType> 
 
 <xs:simpleType name="ExportRestrictionsString"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="EXP"/> 
   <xs:enumeration value=""/> 
  </xs:restriction> 
 </xs:simpleType> 
 
 <xs:simpleType name="RoleScope"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="None"/> 
   <xs:enumeration value="Self"/> 
   <xs:enumeration value="Department"/> 
   <xs:enumeration value="Division"/> 
   <xs:enumeration value="All"/> 
  </xs:restriction> 
 </xs:simpleType> 
 
 <xs:simpleType name="RoleLogonMechanism"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="Password"/> 
   <xs:enumeration value="Card"/> 
  </xs:restriction> 
 </xs:simpleType> 
 
 <xs:simpleType name="Association"> 
  <xs:restriction base="xs:string"> 
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   <xs:enumeration value="Employee"/> 
   <xs:enumeration value="Civil Worker"/> 
   <xs:enumeration value="Executive"/> 
   <xs:enumeration value="Uniformed"/> 
   <xs:enumeration value="Contractor"/> 
   <xs:enumeration value="Afficiate"/> 
   <xs:enumeration value="Beneficiary"/> 
  </xs:restriction> 
 </xs:simpleType> 
 
 <xs:simpleType name="Rank"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="Civilian"/> 
   <xs:enumeration value="E-1"/> 
   <xs:enumeration value="E-2"/> 
   <xs:enumeration value="E-3"/> 
   <xs:enumeration value="E-4"/> 
   <xs:enumeration value="E-5"/> 
   <xs:enumeration value="E-6"/> 
   <xs:enumeration value="E-7"/> 
   <xs:enumeration value="E-8"/> 
   <xs:enumeration value="E-9"/> 
   <xs:enumeration value="ES-1"/> 
   <xs:enumeration value="ES-2"/> 
   <xs:enumeration value="ES-3"/> 
   <xs:enumeration value="ES-4"/> 
   <xs:enumeration value="ES-5"/> 
   <xs:enumeration value="ES-6"/> 
   <xs:enumeration value="GS-1"/> 
   <xs:enumeration value="GS-10"/> 
   <xs:enumeration value="GS-11"/> 
   <xs:enumeration value="GS-12"/> 
   <xs:enumeration value="GS-13"/> 
   <xs:enumeration value="GS-14"/> 
   <xs:enumeration value="GS-15"/> 
   <xs:enumeration value="GS-1"/> 
   <xs:enumeration value="GS-2"/> 
   <xs:enumeration value="GS-3"/> 
   <xs:enumeration value="GS-4"/> 
   <xs:enumeration value="GS-5"/> 
   <xs:enumeration value="GS-6"/> 
   <xs:enumeration value="GS-7"/> 
   <xs:enumeration value="GS-8"/> 
   <xs:enumeration value="GS-9"/> 
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   <xs:enumeration value="O-10"/> 
   <xs:enumeration value="O-11"/> 
   <xs:enumeration value="O-1"/> 
   <xs:enumeration value="O-2"/> 
   <xs:enumeration value="O-3"/> 
   <xs:enumeration value="O-4"/> 
   <xs:enumeration value="O-5"/> 
   <xs:enumeration value="O-6"/> 
   <xs:enumeration value="O-7"/> 
   <xs:enumeration value="O-8"/> 
   <xs:enumeration value="O-9"/> 
   <xs:enumeration value="W-1"/> 
   <xs:enumeration value="W-2"/> 
   <xs:enumeration value="W-3"/> 
   <xs:enumeration value="W-4"/> 
   <xs:enumeration value="W-5"/> 
  </xs:restriction> 
 </xs:simpleType> 
 
 <xs:simpleType name="EmergencyRole"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="Law Enforcement"/> 
   <xs:enumeration value="Paramedic"/> 
   <xs:enumeration value="Doctor"/> 
   <xs:enumeration value="Firefighter"/> 
   <xs:enumeration value="Bomb Disposal"/> 
   <xs:enumeration value="Biohazard"/> 
   <xs:enumeration value="None"/> 
  </xs:restriction> 
 </xs:simpleType> 
 
 <xs:simpleType name="Gender"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="F"/> 
   <xs:enumeration value="M"/> 
  </xs:restriction> 
 </xs:simpleType> 
 
 <xs:simpleType name="EyeColor"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="BLK"/> 
   <xs:enumeration value="BLU"/> 
   <xs:enumeration value="BRO"/> 
   <xs:enumeration value="GRY"/> 
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   <xs:enumeration value="GRN"/> 
   <xs:enumeration value="HAZ"/> 
   <xs:enumeration value="MAR"/> 
   <xs:enumeration value="PNK"/> 
   <xs:enumeration value="XXX"/> 
   <xs:enumeration value="MUL"/> 
  </xs:restriction> 
 </xs:simpleType> 
 
 <xs:simpleType name="HairColor"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="XXX"/> 
   <xs:enumeration value="BAL"/> 
   <xs:enumeration value="BLK"/> 
   <xs:enumeration value="BLN"/> 
   <xs:enumeration value="BLU"/> 
   <xs:enumeration value="BRO"/> 
   <xs:enumeration value="GRY"/> 
   <xs:enumeration value="GRN"/> 
   <xs:enumeration value="ONG"/> 
   <xs:enumeration value="PNK"/> 
   <xs:enumeration value="PLE"/> 
   <xs:enumeration value="RED"/> 
   <xs:enumeration value="SDY"/> 
   <xs:enumeration value="STR"/> 
   <xs:enumeration value="WHI"/> 
  </xs:restriction> 
 </xs:simpleType> 
 
 <xs:simpleType name="Race"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="A"/> 
   <xs:enumeration value="B"/> 
   <xs:enumeration value="I"/> 
   <xs:enumeration value="W"/> 
   <xs:enumeration value="O"/> 
  </xs:restriction> 
 </xs:simpleType> 
 
 <xs:simpleType name="MissingFingerReason"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="Unprintable"/> 
   <xs:enumeration value="Amputated"/> 
  </xs:restriction> 
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 </xs:simpleType> 
 
 <xs:simpleType name="NACState"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="NR"/> 
   <xs:enumeration value="WR"/> 
   <xs:enumeration value="AS"/> 
   <xs:enumeration value="AP"/> 
   <xs:enumeration value="RJ"/> 
  </xs:restriction> 
 </xs:simpleType> 
 
 <xs:simpleType name="UserAction"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="Disable"/> 
   <xs:enumeration value="Remove"/> 
   <xs:enumeration value="CancelDevices"/> 
   <xs:enumeration value="CancelDevice"/> 
   <xs:enumeration value="CancelJob"/> 
   <xs:enumeration value="CancelAllJobs"/> 
   <xs:enumeration value="RenewCertificate"/> 
  </xs:restriction> 
 </xs:simpleType> 
 
 <xs:simpleType name="FileEncoding"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="jpg"/> 
   <xs:enumeration value="gif"/> 
   <xs:enumeration value="png"/> 
   <xs:enumeration value="bmp"/> 
   <xs:enumeration value="378"/> 
   <xs:enumeration value="385"/> 
   <xs:enumeration value="19794"/> 
  </xs:restriction> 
 </xs:simpleType> 
 
 <xs:simpleType name="ApplicantStatus"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="Sponsored"/> 
   <xs:enumeration value="EnrollmentBegun"/> 
   <xs:enumeration value="EnrollmentComplete"/> 
   <xs:enumeration value="Vetting"/> 
   <xs:enumeration value="Escalated"/> 
   <xs:enumeration value="Approved"/> 
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   <xs:enumeration value="CardRequested"/> 
   <xs:enumeration value="CardActivated"/> 
   <xs:enumeration value="Rejected"/> 
  </xs:restriction> 
 </xs:simpleType> 
 
 <xs:simpleType name="AgencyCategory"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="Federal"/> 
   <xs:enumeration value="State"/> 
   <xs:enumeration value="Commercial"/> 
   <xs:enumeration value="Foreign"/> 
  </xs:restriction> 
 </xs:simpleType> 
 
 <xs:simpleType name="AgencyType"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="Agency"/> 
   <xs:enumeration value="State"/> 
   <xs:enumeration value="Company"/> 
   <xs:enumeration value="Country"/> 
  </xs:restriction> 
 </xs:simpleType> 
 
 <xs:complexType name="AdminGroupsBlockType"> 
  <xs:sequence> 
   <xs:element name="AdminGroup" minOccurs="0" maxOccurs="unbounded"> 
    <xs:complexType> 
     <xs:sequence> 
      <xs:element name="Name" minOccurs="1" type="myidbase:String100" /> 
     </xs:sequence> 
    </xs:complexType> 
   </xs:element> 
  </xs:sequence> 
 </xs:complexType> 
 
 <!-- Custom simple PIV Types --> 
 <xs:simpleType name="EED"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="0"/> 
   <xs:enumeration value="1"/> 
  </xs:restriction> 
 </xs:simpleType> 
 <xs:simpleType name="ColCardMess"> 
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  <xs:restriction base="xs:string"> 
   <xs:enumeration value="0"/> 
   <xs:enumeration value="1"/> 
  </xs:restriction> 
 </xs:simpleType> 
</xs:schema> 

9.8 PivCardRequest 

<?xml version="1.0"?> 
<xs:schema  
    xmlns:xs="http://www.w3.org/2001/XMLSchema" 
    xmlns:myidbase="http://www.intercede.com/CommonTypes" 
    targetNamespace="http://www.intercede.com/MyIDPIVSchema/PivCardRequest" 
    xmlns="http://www.intercede.com/MyIDPIVSchema/PivCardRequest" 
    id="PivCardRequest"  
    xmlns:msdata="urn:schemas-microsoft-com:xml-msdata"  
    elementFormDefault="qualified" attributeFormDefault="qualified" 
 > 
  <xs:include schemaLocation="PIVSchemaTypes.xsd" /> 
  <xs:import namespace="http://www.intercede.com/CommonTypes" schemaLocation="MyIDBaseTypes.xsd"/> 
 
  <xs:element name="PivCardRequest" msdata:IsDataSet="true" msdata:Locale="en-GB" msdata:EnforceConstraints="false"> 
  <xs:complexType> 
   <xs:sequence> 
        <xs:element name="Parameters" minOccurs="0" maxOccurs="1" type="ParametersBlockType"/> 
    <xs:element name="Agency" minOccurs="0" maxOccurs="1" type="AgencyBlockType"/> 
   </xs:sequence> 
  </xs:complexType> 
 </xs:element> 
 
  <xs:complexType name="AgencyBlockType"> 
    <xs:sequence> 
      <xs:element name="DeptCode" type="myidbase:String6" minOccurs="1"/> 
      <xs:element name="AgencyCode" type="myidbase:String4" minOccurs="1"/> 
      <xs:element name="FacilityCode" type="myidbase:String4" minOccurs="1"/> 
      <xs:element name="AgencyName" type="myidbase:String100" minOccurs="1"/> 
      <xs:element name="FacilityName" type="myidbase:String80" minOccurs="0"/> 
      <xs:element name="DUNS" type="myidbase:Int9" minOccurs="1"/> 
      <xs:element name="OC" type="myidbase:Int1" minOccurs="1"/> 
      <xs:element name="OI" type="myidbase:Int4" minOccurs="1"/> 
      <xs:element name="Department" type="myidbase:String64" minOccurs="0"/> 
      <xs:element name="BaseDN" type="myidbase:String1024" minOccurs="0"/> 
      <xs:element name="Parent" type="myidbase:String80" minOccurs="0"/> 
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      <xs:element name="AgencyAddress" minOccurs="0" maxOccurs="1" type="AgencyAddressBlockType"/> 
      <xs:element name="AdditionalAgencyFields" minOccurs="0" maxOccurs="1"> 
        <xs:complexType mixed="true"> 
          <xs:sequence> 
            <xs:any minOccurs="0" maxOccurs="unbounded" processContents="skip"/> 
          </xs:sequence> 
        </xs:complexType> 
      </xs:element> 
      <xs:element name="Applicant" minOccurs="0" maxOccurs="1" type="ApplicantBlockType"/> 
    </xs:sequence> 
  </xs:complexType> 
 
  <xs:complexType name="ApplicantBlockType"> 
    <xs:sequence> 
      <xs:element name="Personal" type="PersonalBlockType"/> 
      <xs:element name="Authentication" type="AuthenticationBlockType" minOccurs="0" maxOccurs="1" /> 
      <xs:element name="Card" minOccurs="0" maxOccurs="1" type="CardBlockType"/> 
      <xs:element name="Account" minOccurs="0" type="AccountBlockType"/> 
      <xs:element name="Position" minOccurs="0" type="PositionBlockType"/> 
      <xs:element name="Sponsor" minOccurs="1" maxOccurs="1" type="SponsorBlockType"/> 
      <xs:element name="Biometry" minOccurs="0" type="BiometryBlockType"/> 
      <xs:element name="IdentityDocs" minOccurs="0" type="IdentityDocumentsBlockType"/> 
      <xs:element name="NACI" minOccurs="0" type="NACIStatusBlockType"/> 
      <xs:element name="Photo" minOccurs="0"> 
        <xs:complexType> 
          <xs:group ref="EncodedData"/> 
        </xs:complexType> 
      </xs:element> 
      <xs:element name="System" minOccurs="0" maxOccurs="1" type="SystemBlockType"/> 
      <xs:element name="AdminGroups" minOccurs="0" maxOccurs="1" type="AdminGroupsBlockType" /> 
      <xs:element name="AdditionalFields" minOccurs="0" maxOccurs="1"> 
        <xs:complexType mixed="true"> 
          <xs:sequence> 
            <xs:any minOccurs="0" maxOccurs="unbounded" processContents="skip"/> 
          </xs:sequence> 
        </xs:complexType> 
      </xs:element> 
      <xs:element name="Actions" minOccurs="0" maxOccurs="1" type="ActionsBlockType"/> 
    </xs:sequence> 
  </xs:complexType> 
 
  <xs:complexType name="SponsorBlockType"> 
    <xs:sequence> 
      <xs:element name="SponsorName" type="myidbase:String80" minOccurs="1" maxOccurs="1"/> 
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      <xs:element name="SponsorPosition" type="myidbase:String30" minOccurs="0" maxOccurs="1"/> 
      <xs:element name="SponsorAgency" type="myidbase:String80" minOccurs="1" maxOccurs="1"/> 
      <xs:element name="SponsorEmail" type="myidbase:String120" minOccurs="0" maxOccurs="1"/> 
      <xs:element name="SponsorPhoneNumber" type="myidbase:String30" minOccurs="0" maxOccurs="1"/> 
    </xs:sequence> 
  </xs:complexType> 
 
  <xs:complexType name="SystemBlockType"> 
    <xs:sequence> 
      <xs:element name="GUID" type="myidbase:String50" minOccurs="1"/> 
      <xs:element name="CredNo" type="myidbase:String8" minOccurs="1"/> 
      <xs:element name="CS" type="xs:unsignedInt" minOccurs="0"/> 
      <xs:element name="POA" type="xs:unsignedInt" minOccurs="0"/> 
      <xs:element name="ICI" type="xs:unsignedInt" minOccurs="1"/> 
      <xs:element name="UserStatus" type="myidbase:String50" minOccurs="0"/> 
      <xs:element name="IssuanceNotifyURL" type="myidbase:String255" minOccurs="0"/> 
      <xs:element name="CancelNotifyURL" type="myidbase:String255" minOccurs="0"/> 
      <xs:element name="CMSIssuanceNotifyURL" type="myidbase:String255" minOccurs="0"/> 
    </xs:sequence> 
  </xs:complexType> 
 
</xs:schema> 
 

9.9 PivApplicantUpdate 

<?xml version="1.0"?> 
<xs:schema 
    xmlns:xs="http://www.w3.org/2001/XMLSchema" 
    xmlns:myidbase="http://www.intercede.com/CommonTypes" 
    targetNamespace="http://www.intercede.com/MyIDPIVSchema/PivCardRequest" 
    xmlns="http://www.intercede.com/MyIDPIVSchema/PivCardRequest" 
    id="PivApplicantUpdate"  
    xmlns:msdata="urn:schemas-microsoft-com:xml-msdata"  
    elementFormDefault="qualified" attributeFormDefault="qualified" 
> 
  <xs:include schemaLocation="PIVSchemaTypes.xsd" /> 
  <xs:import namespace="http://www.intercede.com/CommonTypes" schemaLocation="MyIDBaseTypes.xsd"/> 
   
  <xs:element name="PivCardRequest" msdata:IsDataSet="true" msdata:Locale="en-GB" msdata:EnforceConstraints="false"> 
  <xs:complexType> 
   <xs:sequence> 
        <xs:element name="Parameters" minOccurs="0" maxOccurs="1" type="ParametersBlockType"/> 
        <xs:element name="Agency" minOccurs="0" maxOccurs="unbounded" type="AgencyBlockType"/> 
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    <xs:element name="Applicant" minOccurs="0" maxOccurs="unbounded" type="ApplicantBlockType"/> 
   </xs:sequence> 
  </xs:complexType> 
 </xs:element> 
 
  <xs:complexType name="AgencyBlockType"> 
    <xs:sequence> 
      <xs:element name="DeptCode" type="myidbase:String6" minOccurs="1"/> 
      <xs:element name="AgencyCode" type="myidbase:String4" minOccurs="1"/> 
      <xs:element name="FacilityCode" type="myidbase:String4" minOccurs="1"/> 
      <xs:element name="AgencyName" type="myidbase:String100" minOccurs="1"/> 
      <xs:element name="FacilityName" type="myidbase:String80" minOccurs="0"/> 
      <xs:element name="DUNS" type="myidbase:Int9" minOccurs="1"/> 
      <xs:element name="OC" type="myidbase:Int1" minOccurs="1"/> 
      <xs:element name="OI" type="myidbase:Int4" minOccurs="1"/> 
      <xs:element name="Department" type="myidbase:String64" minOccurs="0"/> 
      <xs:element name="BaseDN" type="myidbase:String1024" minOccurs="0"/> 
      <xs:element name="Parent" type="myidbase:String80" minOccurs="0"/> 
      <xs:element name="AgencyAddress" minOccurs="0" maxOccurs="1" type="AgencyAddressBlockType"/> 
      <xs:element name="AdditionalAgencyFields" minOccurs="0" maxOccurs="1"> 
        <xs:complexType mixed="true"> 
          <xs:sequence> 
            <xs:any minOccurs="0" maxOccurs="unbounded" processContents="skip"/> 
          </xs:sequence> 
        </xs:complexType> 
      </xs:element> 
      <xs:element name="Applicant" minOccurs="0" maxOccurs="unbounded" type="ApplicantBlockType"/> 
    </xs:sequence> 
  </xs:complexType> 
 
  <xs:complexType name="ApplicantBlockType"> 
    <xs:sequence> 
      <xs:element name="Personal" minOccurs="0" type="PersonalBlockType"/> 
      <xs:element name="Authentication" minOccurs="0" maxOccurs="1" type="AuthenticationBlockType"/> 
      <xs:element name="Card" minOccurs="0" maxOccurs="1" type="CardBlockType"/> 
      <xs:element name="Account" minOccurs="0" type="AccountBlockType"/> 
      <xs:element name="Position" minOccurs="0" type="PositionBlockType"/> 
      <xs:element name="Sponsor" minOccurs="0" maxOccurs="1" type="SponsorBlockType"/> 
      <xs:element name="Biometry" minOccurs="0" type="BiometryBlockType"/> 
      <xs:element name="IdentityDocs" minOccurs="0" type="IdentityDocumentsBlockType"/> 
      <xs:element name="NACI" minOccurs="0" type="NACIStatusBlockType"/> 
      <xs:element name="Photo" minOccurs="0"> 
        <xs:complexType> 
          <xs:group ref="EncodedData"/> 
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        </xs:complexType> 
      </xs:element> 
      <xs:element name="System" minOccurs="0" type="SystemBlockType"/> 
      <xs:element name="AdminGroups" minOccurs="0" maxOccurs="1" type="AdminGroupsBlockType" /> 
      <xs:element name="AdditionalFields" minOccurs="0" maxOccurs="1"> 
        <xs:complexType mixed="true"> 
          <xs:sequence> 
            <xs:any minOccurs="0" maxOccurs="unbounded" processContents="skip"/> 
          </xs:sequence> 
        </xs:complexType> 
      </xs:element> 
      <xs:element name="Actions" minOccurs="0" maxOccurs="1" type="ActionsBlockType"/> 
    </xs:sequence> 
  </xs:complexType> 
 
  <xs:complexType name="SponsorBlockType"> 
    <xs:sequence> 
      <xs:element name="SponsorName" type="myidbase:String80" minOccurs="0" maxOccurs="1"/> 
      <xs:element name="SponsorPosition" type="myidbase:String30" minOccurs="0" maxOccurs="1"/> 
      <xs:element name="SponsorAgency" type="myidbase:String80" minOccurs="0" maxOccurs="1"/> 
      <xs:element name="SponsorEmail" type="myidbase:String120" minOccurs="0" maxOccurs="1"/> 
      <xs:element name="SponsorPhoneNumber" type="myidbase:String30" minOccurs="0" maxOccurs="1"/> 
    </xs:sequence> 
  </xs:complexType> 
 
  <xs:complexType name="SystemBlockType"> 
    <xs:sequence> 
      <xs:element name="GUID" type="myidbase:String50" minOccurs="0"/> 
      <xs:element name="CredNo" type="myidbase:String8" minOccurs="0"/> 
      <xs:element name="CS" type="xs:unsignedInt" minOccurs="0"/> 
      <xs:element name="POA" type="xs:unsignedInt" minOccurs="0"/> 
      <xs:element name="ICI" type="xs:unsignedInt" minOccurs="0"/> 
      <xs:element name="UserStatus" type="myidbase:String50" minOccurs="0"/> 
      <xs:element name="IssuanceNotifyURL" type="myidbase:String255" minOccurs="0"/> 
      <xs:element name="CancelNotifyURL" type="myidbase:String255" minOccurs="0"/> 
      <xs:element name="CMSIssuanceNotifyURL" type="myidbase:String255" minOccurs="0"/> 
    </xs:sequence> 
  </xs:complexType> 
 
</xs:schema> 
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9.10 PivImportResponse 

<?xml version="1.0" encoding="utf-8"?> 
<xs:schema id="PIVImportResponse" targetNamespace="http://www.intercede.com/MyIDPIVSchema/PIVImportResponse" 
xmlns:mstns="http://www.intercede.com/MyIDPIVSchema/PIVImportResponse" attributeFormDefault="unqualified" 
elementFormDefault="qualified" xmlns:xs="http://www.w3.org/2001/XMLSchema"> 
 <xs:element name="PivImportResponse"> 
  <xs:complexType> 
   <xs:sequence> 
    <xs:element name="Agency" minOccurs="0" maxOccurs="unbounded"> 
     <xs:complexType> 
      <xs:sequence> 
       <xs:element name="AgencyName" type="mstns:String80" minOccurs="1" maxOccurs="1"/> 
       <xs:element name="AgencyCode" type="mstns:String4" minOccurs="1" maxOccurs="1" /> 
       <xs:element name="Result" type="mstns:ActionStatus" minOccurs="1" maxOccurs="1" /> 
       <xs:element name="Applicant" minOccurs="0" maxOccurs="unbounded" 
type="mstns:ApplicantType"/> 
      </xs:sequence> 
     </xs:complexType> 
    </xs:element> 
    <xs:element name="Applicant" minOccurs="0" maxOccurs="unbounded" type="mstns:ApplicantType"/> 
    <xs:element name="error" minOccurs="0" maxOccurs="1"> 
     <xs:complexType mixed="true"> 
      <xs:sequence> 
       <xs:any minOccurs="0" maxOccurs="unbounded" processContents="skip"/> 
      </xs:sequence> 
     </xs:complexType> 
    </xs:element> 
   </xs:sequence> 
  </xs:complexType> 
 </xs:element> 
 <xs:complexType name="ApplicantType"> 
  <xs:sequence> 
   <xs:element name="FirstName" type="mstns:String64" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="LastName" type="mstns:String64" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="EmployeeID" type="mstns:Int50" minOccurs="1" maxOccurs="1"/> 
   <xs:element name="CardRequest" type="xs:int" minOccurs="1" maxOccurs="1" /> 
   <xs:element name="CardUpdate"  type="xs:int" minOccurs="1" maxOccurs="1" /> 
   <xs:element name="CardReqestFailReason" type="mstns:String64"  minOccurs="0" maxOccurs="1"/> 
   <xs:element name="Result" type="mstns:ActionStatus"  minOccurs="1" maxOccurs="1"/> 
   <xs:element name="Reason"   type="xs:string"  minOccurs="0" maxOccurs="1"/> 
  </xs:sequence> 
 </xs:complexType> 
 <xs:simpleType name="String50"> 
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  <xs:restriction base="xs:string"> 
   <xs:maxLength value="50" /> 
  </xs:restriction> 
 </xs:simpleType> 
 <xs:simpleType name="String80"> 
  <xs:restriction base="xs:string"> 
   <xs:maxLength value="80" /> 
  </xs:restriction> 
 </xs:simpleType> 
 <xs:simpleType name="String64"> 
  <xs:restriction base="xs:string"> 
   <xs:maxLength value="64" /> 
  </xs:restriction> 
 </xs:simpleType> 
 <xs:simpleType name="String4"> 
  <xs:restriction base="xs:string"> 
   <xs:maxLength value="4" /> 
  </xs:restriction> 
 </xs:simpleType> 
 <xs:simpleType name="Int50"> 
  <xs:restriction base="xs:string"> 
   <xs:maxLength value="50" /> 
   <xs:pattern value="[0-9]*" /> 
  </xs:restriction> 
 </xs:simpleType> 
 <xs:simpleType name="ActionStatus"> 
  <xs:restriction base="xs:string"> 
   <xs:enumeration value="Added"/> 
   <xs:enumeration value="Created"/> 
   <xs:enumeration value="Already Exists"/> 
   <xs:enumeration value="Failed"/> 
   <xs:enumeration value="Removed"/> 
   <xs:enumeration value="License Limit"/> 
  </xs:restriction> 
 </xs:simpleType> 
</xs:schema> 
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10 Sample Files 

This section contains sample import and response files for both CMS import and PIV. 

10.1 CMS sample 

Import file: 

<?xml version="1.0" encoding="utf-8"?> 
<CMSCardRequest xmlns="http://www.intercede.com/MyIDSchema/CMSCardRequest"> 
  <Parameters> 
    <SourceID>CertServ</SourceID> 
    <IssueDate>2014-08-27</IssueDate> 
    <GenerateUserDN>0</GenerateUserDN> 
    <ActionOnDuplicate>REPLACE</ActionOnDuplicate> 
    <RolesActionOnDuplicate>REPLACE</RolesActionOnDuplicate> 
    <DeleteMissingUsers>0</DeleteMissingUsers> 
    <PushToLDAP>0</PushToLDAP> 
    <CreateUnknownGroups>1</CreateUnknownGroups> 
    <AuditAll>1</AuditAll> 
    <DataType>CMSRequestCard</DataType> 
  </Parameters> 
  <Group> 
    <Name>DivisionRoles</Name>    
    <User> 
      <Personal> 
        <FirstName>Buck</FirstName> 
        <LastName>High</LastName> 
        <Initial /> 
        <Title /> 
        <Email>Buck.High@domain19.local</Email> 
        <PhoneExt>112</PhoneExt> 
        <MobileNumber>07891231111</MobileNumber> 
        <PhoneNumber>00 1122 111111</PhoneNumber> 
        <EmployeeID>2014001</EmployeeID> 
        <OptionalLine1>ol1</OptionalLine1> 
        <OptionalLine2>ol2</OptionalLine2> 
        <OptionalLine3>ol3</OptionalLine3> 
        <OptionalLine4>ol4</OptionalLine4> 
      </Personal>      
      <Account> 
        <DN>CN=Buck High,OU=Finance,OU=Enterprise,DC=domain19,DC=local</DN> 
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        <CN>Buck High</CN> 
        <OU>OU=Finance,OU=Enterprise,DC=domain19,DC=local</OU> 
        <UPN>Buck High@domain19.local</UPN> 
        <SAMAccountName>2014001</SAMAccountName> 
        <LogonName>2014001</LogonName> 
        <Roles> 
          <Role> 
            <Name>Cardholder</Name> 
            <Scope>Self</Scope> 
            <LogonMechanism>Card</LogonMechanism> 
          </Role> 
    <Role> 
            <Name>Foreign</Name> 
            <Scope>All</Scope> 
            <LogonMechanism>Card</LogonMechanism> 
          </Role> 
        </Roles> 
        <EntrustProfile /> 
      </Account> 
      <AdditionalFields></AdditionalFields> 
    </User> 
  </Group> 
</CMSCardRequest> 
 

Response: 

<?xml version="1.0" encoding="utf-16"?><CMSImportResponse 
xmlns="http://www.intercede.com/MyIDSchema/CMSImportResponse"><Group><Name>DivisionRoles</Name><Result>Created</Result><User><Fir
stName>Buck</FirstName><LastName>High</LastName><EmployeeID>2014001</EmployeeID><LogonName>2014001</LogonName><CardRequest>0</Car
dRequest><UnlockCardRequest>0</UnlockCardRequest><Result>Added</Result><Reason></Reason></User></Group></CMSImportResponse> 
 

10.2 PIV sample 

Import file: 

<?xml version="1.0" encoding="utf-8"?> 
<PivCardRequest xmlns="http://www.intercede.com/MyIDPIVSchema/PivCardRequest"> 
 <Parameters> 
  <SourceID>Station1</SourceID> 
  <IssueDate>2006-08-07</IssueDate> 
  <GenerateUserDN>0</GenerateUserDN> 
  <ActionOnDuplicate>REPLACE</ActionOnDuplicate> 
  <RolesActionOnDuplicate>REPLACE</RolesActionOnDuplicate> 
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  <DeleteMissingUsers>0</DeleteMissingUsers> 
  <PushToLDAP>0</PushToLDAP> 
  <CreateUnknownGroups>1</CreateUnknownGroups> 
  <AuditAll>1</AuditAll> 
  <DataType>PIV</DataType> 
 </Parameters> 
 <Agency> 
  <DeptCode>000000</DeptCode> 
  <AgencyCode>0001</AgencyCode> 
  <FacilityCode>0</FacilityCode> 
  <AgencyName>Department of Treasury</AgencyName> 
  <FacilityName /> 
  <DUNS>0</DUNS> 
  <OC>1</OC> 
  <OI>1234</OI> 
  <Department>Root</Department> 
  <BaseDN>OU=Department of Treasury,OU=PIV,DC=domain19,DC=local</BaseDN> 
  <Parent>Root</Parent> 
  <AgencyAddress> 
   <Address1>The White House</Address1> 
   <Address2>1600 Pennsylvania Avenue NW</Address2> 
   <City>Washington</City> 
   <State>DC</State> 
   <Zip>20500</Zip> 
   <PhoneNumber>202-123-4567</PhoneNumber> 
  </AgencyAddress> 
  <Applicant> 
   <Personal> 
    <FirstName>David</FirstName> 
    <LastName>Balsam</LastName> 
    <NickName /> 
    <MiddleName /> 
    <Title>Mr</Title> 
    <Email>David.Balsam@domain19.local</Email> 
    <Fax>202-623-4567</Fax> 
    <Cell>0412345678</Cell> 
    <Phone>202-523-4567</Phone> 
    <EmployeeID>19760223</EmployeeID> 
    <Address> 
     <Address1>28A Park Road</Address1> 
     <Address2>Sunnydale Heights</Address2> 
     <City>Washington</City> 
     <StateZip>DC 202223</StateZip> 
    </Address> 
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    <BirthDate>1976-02-23</BirthDate> 
   </Personal> 
   <Card> 
    <CardProfile /> 
    <Renewal>false</Renewal> 
    <CardRequestedBy /> 
   </Card> 
   <Account> 
    <DN>CN=David Balsam,OU=Department of Treasury,OU=PIV,DC=domain19,DC=local</DN> 
    <AlternateDN>CN=David Balsam,OU=Department of Treasury,OU=PIV,DC=domain19,DC=local</AlternateDN> 
    <CN>David Balsam</CN> 
    <OU>OU=Department of Treasury,OU=PIV,DC=domain19,DC=local</OU> 
    <UPN>David Balsam@domain19.local</UPN> 
    <SAMAccountName>David Balsam</SAMAccountName> 
    <LogonName>David Balsam</LogonName> 
    <Roles> 
     <Role> 
      <Name>Applicant</Name> 
      <Scope>Self</Scope> 
      <LogonMechanism>Card</LogonMechanism> 
     </Role> 
    </Roles> 
   </Account> 
   <Position> 
    <EmployeeAssociation>Uniformed</EmployeeAssociation> 
    <EmployeeAffiliation>Civilian</EmployeeAffiliation> 
    <Rank>ES-2</Rank> 
    <EmergencyRole>None</EmergencyRole> 
    <Privilege /> 
    <ApplicantPosition>Office Manager</ApplicantPosition> 
    <ExtraInfo /> 
   </Position> 
   <Sponsor> 
    <SponsorName>PIV Administrator</SponsorName> 
    <SponsorPosition>PIV Administrator</SponsorPosition> 
    <SponsorAgency>Department of Administration</SponsorAgency> 
    <SponsorEmail>sponsor@myid.com</SponsorEmail> 
    <SponsorPhoneNumber /> 
   </Sponsor> 
   <Biometry> 
    <HeightInches>72</HeightInches> 
    <WeightLbs>160</WeightLbs> 
    <Gender>M</Gender> 
    <EyeColor>BRO</EyeColor> 
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    <HairColor>BLN</HairColor> 
    <Race>W</Race> 
    <BioSample> 
     <R_Index> 
      <Encoding>378</Encoding> 
      <Data>Rk1SACAyMAAAtgALAQIAAAEAAWgAxQDFAQAAAE0ZgJMAlkFXQEoAqaxSgJsBE0ZN 
gK4AVEZZgG0AR6xXQK0ARp5agHAAOldTQCgBBBtMQBkA2R5MQO0AgT9SQC0BSg9K gBkBMRVOgGIAs1RKgKIBR1FKgLQBO05IQL4BKEtHQGwAykpGgFgAv6BGgMcBFUdF 
QOoBCURCgHMBCUtCQKMBXVhBQGoBSmNAgOEBP1I+QFkA94k5AAA=</Data> 
     </R_Index> 
     <L_Index> 
      <Encoding>378</Encoding> 
      <Data>Rk1SACAyMAAA4AALAQIAAAEAAWgAxQDFAQAAAEUgQG0AexhMgGAA+RZFgFoAY3ZT 
gDUA3B5LQNIAcUVXgD0AVBlUgJAAMrNYgOEAk0BJgFIAOnNSgDYBHBBIQFoAKw9T gB8BEBRLQF8BUVxFQJAADwJUQAkAdSBEgNEBR09GQCoBNgZEQGABQABEQFIBJQtC 
gMkAoERBQHEBBA0/QDABUgA/gHUAkRk+gJQBN6c9QLUA+ks8QDavids485gIkA6Qk3 gI8BBq0vgKMBC1MugKYAw4kRgBUBJg0RQAkAUCUKAAA=</Data> 
     </L_Index> 
     <FaceScan> 
      <Encoding>385</Encoding> 
      <Data>RkFDADAxMAAAABaRAAEAABaDAAABAQIAAAABAAAAAAAAAAEAALAAhAECAAAAAP/Y 
/+AAEEpGSUYAAQIAAAEAAQAA/9sAQwAIBgYHBgUIBwcHCQkICgwUDQwLCwwZEhMP FB0aHx4dGhwcICQuJyAiLCMcHCg3KSwwMTQ0NB8nOT04MjwuMzQy/9sAQwEJCQkM 
CwwYDQ0YMiEcITIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIy MjIyMjIyMjIyMjIy/8AAEQgAsACEAwEiAAIRAQMRAf/EAB8AAAEFAQEBAQEBAAAA 
AAAAAAABAgMEBQYHCAkKC//EALUQAAIBAwMCBAMFBQQEAAABfQECAwAEEQUSITFB BhNRYQcicRQygZGhCCNCscEVUtHwJDNicoIJChYXGBkaJSYnKCkqNDU2Nzg5OkNE 
RUZHSElKU1RVVldYWVpjZGVmZ2hpanN0dXZ3eHl6g4SFhoeIiYqSk5SVlpeYmZqi o6Slpqeoqaqys7S1tre4ubrCw8TFxsfIycrS09TV1tfY2drh4uPk5ebn6Onq8fLz 
9PX29/j5+v/EAB8BAAMBAQEBAQEBAQEAAAAAAAABAgMEBQYHCAkKC//EALURAAIB AgQEAwQHBQQEAAECdwABAgMRBAUhMQYSQVEHYXETIjKBCBRCkaGxwQkjM1LwFWJy 
0QoWJDThJfEXGBkaJicoKSo1Njc4OTpDREVGR0hJSlNUVVZXWFlaY2RlZmdoaWpz dHV2d3h5eoKDhIWGh4iJipKTlJWWl5iZmqKjpKWmp6ipqrKztLW2t7i5usLDxMXG 
x8jJytLT1NXW19jZ2uLj5OXm5+jp6vLz9PX29/j5+v/aAAwDAQACEQMRAD8AthST nNeteHLcReHLFSOse78yT/WvKlHevXdIONCsAP8An3j/APQRXn0bXdzpq7Czwrjp 
WRdwrzgCtmbnqazbhBg1nU3FBnNXdvnOBzWGtruuHB/vGusukHasmGDM7H/aNZHQ mOsNPAcHbWTYas1tqvmQEw3kLH5H/iXPPQ/Mp/w6EcdhaxhSDXDX1tHdSPvB3KxK 
OpwVPqD/AJz3qouzuS9dD0rRvFFtf2zfbGitbiM4ZGf5WHZlJ659OoPHPBMU3jXT EMXkrczq4JLLFt2YxgEOVPOewPTnHGfMku5LNhFd42dEnAwp9Aw/hP6H2zip2vYF 
Z180M6DLInzMB9BzXT9ZnYx9ir7nXS+N9RkEJjtbWDg+arFpcnttPy479Qc+1Y1x rWqXUSRz6ndPtfcGjcRE+x8sLkexrCN9I4U29ncSqTyxUR7fqGIP5CoFbV5Q4YW0 
HPyt80mR9Pl/nWbqze7LVOK6GkVjEksgRPMlYtI2OWYnJJ9T1pj3UMYwzqvHAzzV FtOknINzdyOMYZFVVQ/oWH50Jo2nomw2yyqDkCcmXH03E4rP1LXkLJrVkkpjEoeQ 
dY1OXH/Aev6VWfWndQ1tY3E/ODxsK/UNj9K0fssI27URdowoA6D29KfhVPGeKNAK Rl1JsMlnbgHs9wQw+uFI/Wir2OKKBlWeK8066ltrhd8kLbXXgODgdexyDntwRivX 
9JkH9hWB9baP/wBBFeLvfwRy+X5mZMZKKMnH0FeuafNjSLIcjECcH/dFWpcplNXS L00orPnkFEs1UpZM96ylK44xIp3zkiqkC/MT71LI2SaZGcAYqDVF6FvmHpXDyQyN 
OWadhhjlUAAPPvk/rXZRPjntW1F4S0lAd8LysSTueQg/pit6NN1L2M5zUdzzA2MD KVkj81Sc/vSX59t2cVAY5dPH7hTLbDrEOWjH+z6j27duwrqdf1y40vXp7LTrextf 
IKlZUtx5hBXJ6jnv0HauS1bXrm4ulu7q5WSdlwXDBNoAyAQo9z2xkGonKMW4rVlx i2r7IuwzpPF5sbbk/ve/ofQ09VL8KQ3BOAc8CsXS7p75JjJGI5IpmiZQ27levYVt 
WsEj3AhTcsjAgFThgeuR71g6rTtY1VNWuJikxx61I0bISr/eHB4xzU9tYz3Ss8aD y1OC7uEXPpuPGfat0ZbFTgcUhwOnWtIacoJMlzaRc/daQyZ/FARUkdvp8Z+eeWU9 
1SEAfgxOf0rN1UiuRmTk9jiitgmzz+7F9Gv91LraPyC0VHtvIr2bOIbVNMtV8tZU wOixrkfpxXrlu5SygX0jUfpXlNxpsVwMzWiO3dlO1v8AP416gW2oB6DFbSMrD5JK 
rO2eaVnzULHNZjQ1jTA6ou5mCqOpJwKiu7mO1jLytxzgAZJ4zwPp/KuRfxBPe3Pl ujIiyERRCPJY7SVJwDnpyDjjdjihalJXOun1S3ti4ZydnLrg5AGSQPU8e1V9Q8ez 
XV7Itkz3FtGgysEfzkE43cjI64/HpzXHa5rul2buEaWWVxzHEQwA5wScgYPHOPzr Ct57zVj5qwNFgjqSTx69M/StY3it7FKlzdDrI9Wt9Xvpbg3Ry7MNzdk55OeR+Xfj 
HSpjZ2U0plBG3GfkDAISVLcc8cA++PauDufD9/bJFJaSFHQHe4YgsxOemcYxnt17 +mjYajPbzeVdgGUoGQ/dDYBHI+6Sf88mpcU9Ux8so6NHTPaw6e6Q2qI4kUPthj28 
/TGe35Yre0rUTbzCKZJBvXlTlSf/ANVZNhrP2mH5oi86phgSABj+PjjOTjIAySAe madeTLHeQrKH3nDDPykd8/549zWKjyu5vSXM3Fnb3Hgqx1NzcCSeB25IZmwf+Ahg 
P0HvXOaloh0SfyNsQVhuBjGAe2SPWrNtrLwNvtLsxLn5t2NrjjkA8Z98VQ1rXYr+ 6DmYYjQAs3A5z61tiJU3T0Wpz06dWM/e2IBinBqz31rTYlzLewL/AMDBqpJ4s0WJ 
S32zf7IpNcKjJ7I3bXc3s/5xRXL/APCd6MOD9oP/AGzH+NFV7OfYXNHuenXnhDTd P0ua9kaWZ7RGmwGwJAqk7WHQ/hjtUbNmtnxFqVjb6ReW1zeW8U81tII4ZJVVnyMc 
A8nnjisQivRxCimrHBSbadxpPNNwSQB1p5Wk2+1cxsY2sWkc8ZmndozE4SP93/EU Yhgfb8uCD61xWoNtkllCi3imZdsajlxjnuTtJJx04H0Fa+s37Xc27BwGIZGI2HoR 
lhjdxjj2HPHOdDB9rmaa4+ViTwP4fr61d+VG9OHMUtP05r2QmQnZ3H1Az+mPyrr7 OzgtYhtXOepPY1XghWOMRRLgf19atbW8vaVx6Z5NZczbPQjBJWRWuoxvJAyCOg7V 
zl7As08kbgZTlG9+f/rV1DRmROVwR6elZV7p7mUSAEsoxQnZ3RU6aktTnob5Yp0t L6RkAJKSdVIxwMeue/P5Vs6oZrrRrmW3nHnRqGQIgDyMDtx9PmzkYHAz2rE1G1WV 
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lLhgoPPrWnpOoGK5S3nkk+zNGIxIuAUyccHnnAPYHqM9a6Y2krnn1IOL0POrnxBf liktzLkcYLtVJ9Ulfq5/L/Gr+s20TalMkZ3wLI3kjPCRliVAOBxg56DnPAqstnGP 
4B+NdSVNLY4m5t7lM38h4+b+VRm5lPGSf+BE1ckhVbmDCqOucD2qcqBxVXiugrN9 TLHnEZ8v/wAdorTA4op83kLkZ7F8WSZfGeiwqdrNAOR15kxXdhOKx/G3hFdW1ez1 
77aYhYqimHysh8SZ654646VuAcVw1nqVTa5Rm3mkeIvEyA7SQRn0qYCjHFYlnk5g Om+J9wcqsUm9V/ujsDzg4AAx0PrU+nnzZCqjkt0B6Vs+N7IWzwXqKxMrGNz256ce 
vT/PNczpTyQ2886k5UnDHn8ac9YnbQ12OivL220qHbJKBJ3FV7bXorwEBgDj0rjr 9b68haWC3eaQPhUVSzN7/wCf/wBb41nhePaXLlQzIwwVPpSULK56VOOtmdqLrYhL 
NwRWHdazcpOVTBB6cj+tW9REg0iFhjzMDPPFc5PbfaoiIpNsrPyzHjbjgdOuf8ii Nm9Rys1oaVzP9rtN0kIjlAyDkMD9cVntc+TELkkmEAMSQCVY8A89Oce1WUgKEDbn 
coVyDkFvXHasq7jgi0i4S8MixxS4Hlvtbvjrnsc/gK2p2vY4MTHlV0YVwYpZy8e/ ZgYBOccc49s5P40AKASenrSLcWAHyfbCfUGPH8qtaX4hXRNRW8to5JZBnCzhSoz7 
Cuhpnm3MyOTN3HdSW4ktoZF3pu2lgeoz15APStq3m07Vtamur2I6fZABlt4YixPA G0bRxnBJNR614rk1yZJ7y3jEirsVo5WjOM5xx1rG+0xrNvFlGx7GUmTH/fRq7XWq 
Id7nVSz+F1faun3WBxnzguffBORRWRb+KtWtVcW1x9nV2LssIKAsepwD1opco9T6 f1i0lv8AS5beFkEjMhG44HDgn9Aaor0rebAQkggYznNc+p4rmrq1iaZJTsUwHFOB 
rnNTC8WwedouSoOyZDg9Tk7Rj3yQfwrjtORGilSWMhc/d7/T88132uRefo1ygwPl 3ZJwBgg/0rgYcWbIHIwo+fBzk9ev41Mm9j0MKk6d+tx8+kl/uO0aH+FTgYpkemwW 
x+T/AFn95uo9aW41ncfkzluABVfz5LVWvNolbG3aT2osenytR1NTUIM6akJYZ/8A rViQxIy4ZRuHTPWrA1pLm0Yuh3gcCs+3u2kZzKoGcEY5xVcoRio2uaC2kcHzRnnr 
1xXK+LoHfRpJYzkJOrv2wMEfzYf5FdG8/B78cVz/AIkuF/sWSEpmWZwFOegBBPH4 D86qlpNHPiYrlfocRZ2t5fTeRaQTXEpGQkSFjjvwBVi/0fVNMhhlvrWe2WYsEEo2 
klcZ4PI6j/INa+i32u2b+RpX7wOMmBY2cdvm2j+Lgc1lalqGoT2bJc3ssqZzsLsV z68mvTtJs8DmS6GaQTgHJP50MDjoffNdHoV34gj0y7GlST/ZnQfatlsJFVQG5YkH 
bwW9P0rHnV0i2tIX59MVQuddinjHail59aKLB7Rdj6k8Qy6dNYW0cV1auVuQ7CKQ dMN7+4p39p2YHN3b/wDf1f8AGvNBLwM0eZXjzrOTvY640Uluelf2zp6sF+3W2Tz/ 
AK1f8aP7f0tTg6jaf9/l/wAa8nv23A89Cv8AM1Qbk+vNN6WBQTPaV1KyvA0cVxBN kfMquG49x6VwerWpt2kVXLR7iq5HIx6nvT9LkjtTp9y6PlkC7/4fukce9TasBNBN 
8wB3Erk4yfSnKJph5SU7Lqc+kTD5u446f59qItSJl+xzRhCWwvmNsDd+PWmQ3fz4 xzmrclwkkY3oHxxyM1K8z2L30ZIbExwtK81tFGGKlnlwMjjGcexrIuLqM+WllOZ2 
L4Y+WQq+vJ61afyZOEgCjpgHAx9KYVjiUFVxjpkVo7Gkr21ZYZdsak8seK5vW2Wa eNcfdBP5/wD6q2Li4PAbPTOKg3kxGJkRwsh3BlDA9s80Q0dzNUXW0RyaXFzZzO9r 
f3FuWUo3lNtyM9CR24H5VQvP+PVl3lz3LV2tzpMUqmOJIwXHC9cHOep/z71UfwQ1 xEFN0qbu4+bb06jj+fau+FaPU8ivlVeErRV7nJ2u7yEIlZfpipJseUPmJOe5rqYf 
BVxDbxq00Rfb8218jPpyKq6n4TvLSAtDEZguWLIwbAA54q/awb3OV4KvFXcGco3W ipZIXikaOVCjqSGVhggjsRRV3OflZ6z9huQfmjwPUkAf/Xp/2AiVd14iqMgqqbtx 
7c5GP1zn2qjJqTuCC+SaijvS0gLH7vqeBXkqnFM+up5ZBL33dk+rQRgrDExWUnIX IckepxjHf1qCO0hFusUoUyMSfOUNlfbGf1//AF1VjuDJI8pIBc5yPTsKlNyI9zhh 
uHCgdc1XKjpWDopW5UW9S1WaxtkaFlUIRHFGUUgfU8nPXoaia4nuIR583mFmPzPg FR/n+dZ13tlSGNsnHzZ/z9avxf8AHmzHoA3B9+lM1jShD4VYqkmWFLhAFbkHAxnB 
x/StKznhdMyL8yjDD+tZGnTBvtFuxJZG3D2B9PxB/OpHt3zlW+h7is2tbM8+pD33 6m9IloQDH37ZyBWfdNHHkluKppDcAbfMbB9KkhsWaUeaxOOTk5pg03oVyxKyXEvC 
qMgVBbzlVYMMk81c1dhHbFVAAJC4rNGAuccVUVpc7MLBJMsRzNLcDkgAEAj1q1Fe SKmCxz0qii4AFSAH6dKux18pdF4+RzjseetWINQdWxuPT1rNFOBHb86fKJxRu/2i 
x5Mjf99UVjHd6YoosZ+zRn+YeOakSQAP9DVAyZY5qVZMjHqKgu5OrYAHpTgxZs88 djUCNnFSqefamUh0rnzD6AD8KtxufsxHr2qgSSZCD3qzFxET6n+goBlTzRa6gs2P 
lYbW47VsGRigdACtZssAmYD7w5zUmnzmHMEp+XOFb+lTJdTkrUrSuupppcKUwFdW 9KniY8nHFUWIRsgcetSvJtTqB3Oe1TYwsUNXlEkixr16/lVbHAoKtLIXbJJ6VIwA 
ZASPzrVLQ7qUOWOo4Lx7+1OUGm7gcgcnGOKlA7kcitEjYAB6/lSqOaQdKCeM0xCk 88cj6UUwkE9P1ooEYhORinxN296YeuQeDTc7WrIxbsW0f5se9WEPOaokkYcdKtIe 
BSNExY+Q+e5NOeeRFVUIAIye9RxH7w9zUjLuVfbigZqWFr5+kPdKcTqzxhe8rABg AO5xkYHbJ5rNN28iEFEGfQV13gGKK4ubqxmiEoISdN/IUowzgevIOf8AZrmtT05r 
DWLu0KGNYpSqKWBOw8r09VIP41Ry0pv286b9UVY55Y2AJJQfw1oXc0bKEQ5LDJ+l USm0YHepY4wijHQe1CjqbulHmuSQnGcqCCMcjp9PyquU2ztyTycZPsK7PQvDsa6R 
Jrd4pkSOJpooMY3bQcFs+uOn55ziuRiQZxjgCteSwqdWFSTUegLHjrUp4U+1OK8j n8KJAAhHPpgUWNWyM9FFDdF6e1KR0yQBjvT7e1ub9iLK3luNv3igG0fVjx+tDsty 
JSUVdshJGeRRVhtG1jPOmv8AjNH/APFUVPMjH6zS/mRyQkms7h7S7Ro5UOCGqZmy RjvXca9osWsWTAqBKgzHIOq//W9q87Pn2tw9pdKVljOOe9ZwkqiutzzaWKlH93P5 
M1ISHix+FPhf5cHqOKrWr54qc/LKCP4qGj1ISvFMnTh/rmphyD+lQZwQ3oamztwe lBsjY8N3w0/xFZ3DFQgkCuXbAVW+Ukn2Bz+FavjyCM68LqLA89AsgLgkSJgEHB4w 
pT/PNct3BrttUj/tfwlDqMVuPP2ieSXgs7Ltik4HQcI3HHHQd9Iq6ZxYhezxEKvf R/ocgoVVBc4J6VGSX9h6ZpEIkb5vwFbnhqzN14l06OPaSZ1YhuhVTuP6A1UVc65z 
UYOT6HXa4y6d4MeBJnkB8m1ikRkKkBVYkbegIB65PPoa8/jQB26YNdt44V7K3sNP a5dmw88kJk8wKxPBDEBj1cZPpXGp9zPfNbVLc1kcOWJ+w539ptliz0+7v2ZbS3aZ 
lGSFYDH4kgVePhbVnRTIkMBJ+7JJlvyXI/WodM1K4sJ2MI3BwFK+vpXWQag5lhnu BlCMAA/drJpjxVerTdlsQaR4Jjjl82/K3B6CMp8ntkc5NdZDp8EUaosYRFGAqjAq 
CDUXmUR2luXB6ueF/Pv+FW4oWjcyNIXkI6Hov0FCivU8erVqTd5szrnR1lnLpwD2 orR3DJyDnPcUVLppk8zP/9k=</Data> 
     </FaceScan> 
     <IrisScan> 
      <Encoding>385</Encoding> 
      <Data>SUlSRkFDADAxMAAAABaRAAEAABaDAAABAQIAAAABAAAAAAAAAAEAALAAhAECAAAAAP/Y 
/+AAEEpGSUYAAQIAAAEAAQAA/9sAQwAIBgYHBgUIBwcHCQkICgwUDQwLCwwZEhMP FB0aHx4dGhwcICQuJyAiLCMcHCg3KSwwMTQ0NB8nOT04MjwuMzQy/9sAQwEJCQkM 
CwwYDQ0YMiEcITIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIy MjIyMjIyMjIyMjIy/8AAEQgAsACEAwEiAAIRAQMRAf/EAB8AAAEFAQEBAQEBAAAA 
AAAAAAABAgMEBQYHCAkKC//EALUQAAIBAwMCBAMFBQQEAAABfQECAwAEEQUSITFB BhNRYQcicRQygZGhCCNCscEVUtHwJDNicoIJChYXGBkaJSYnKCkqNDU2Nzg5OkNE 
RUZHSElKU1RVVldYWVpjZGVmZ2hpanN0dXZ3eHl6g4SFhoeIiYqSk5SVlpeYmZqi o6Slpqeoqaqys7S1tre4ubrCw8TFxsfIycrS09TV1tfY2drh4uPk5ebn6Onq8fLz 
9PX29/j5+v/EAB8BAAMBAQEBAQEBAQEAAAAAAAABAgMEBQYHCAkKC//EALURAAIB AgQEAwQHBQQEAAECdwABAgMRBAUhMQYSQVEHYXETIjKBCBRCkaGxwQkjM1LwFWJy 
0QoWJDThJfEXGBkaJicoKSo1Njc4OTpDREVGR0hJSlNUVVZXWFlaY2RlZmdoaWpz dHV2d3h5eoKDhIWGh4iJipKTlJWWl5iZmqKjpKWmp6ipqrKztLW2t7i5usLDxMXG 
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x8jJytLT1NXW19jZ2uLj5OXm5+jp6vLz9PX29/j5+v/aAAwDAQACEQMRAD8AthST nNeteHLcReHLFSOse78yT/WvKlHevXdIONCsAP8An3j/APQRXn0bXdzpq7Czwrjp 
WRdwrzgCtmbnqazbhBg1nU3FBnNXdvnOBzWGtruuHB/vGusukHasmGDM7H/aNZHQ mOsNPAcHbWTYas1tqvmQEw3kLH5H/iXPPQ/Mp/w6EcdhaxhSDXDX1tHdSPvB3KxK 
OpwVPqD/AJz3qouzuS9dD0rRvFFtf2zfbGitbiM4ZGf5WHZlJ659OoPHPBMU3jXT EMXkrczq4JLLFt2YxgEOVPOewPTnHGfMku5LNhFd42dEnAwp9Aw/hP6H2zip2vYF 
Z180M6DLInzMB9BzXT9ZnYx9ir7nXS+N9RkEJjtbWDg+arFpcnttPy479Qc+1Y1x rWqXUSRz6ndPtfcGjcRE+x8sLkexrCN9I4U29ncSqTyxUR7fqGIP5CoFbV5Q4YW0 
HPyt80mR9Pl/nWbqze7LVOK6GkVjEksgRPMlYtI2OWYnJJ9T1pj3UMYwzqvHAzzV FtOknINzdyOMYZFVVQ/oWH50Jo2nomw2yyqDkCcmXH03E4rP1LXkLJrVkkpjEoeQ 
dY1OXH/Aev6VWfWndQ1tY3E/ODxsK/UNj9K0fssI27URdowoA6D29KfhVPGeKNAK Rl1JsMlnbgHs9wQw+uFI/Wir2OKKBlWeK8066ltrhd8kLbXXgODgdexyDntwRivX 
9JkH9hWB9baP/wBBFeLvfwRy+X5mZMZKKMnH0FeuafNjSLIcjECcH/dFWpcplNXS L00orPnkFEs1UpZM96ylK44xIp3zkiqkC/MT71LI2SaZGcAYqDVF6FvmHpXDyQyN 
OWadhhjlUAAPPvk/rXZRPjntW1F4S0lAd8LysSTueQg/pit6NN1L2M5zUdzzA2MD KVkj81Sc/vSX59t2cVAY5dPH7hTLbDrEOWjH+z6j27duwrqdf1y40vXp7LTrextf 
IKlZUtx5hBXJ6jnv0HauS1bXrm4ulu7q5WSdlwXDBNoAyAQo9z2xkGonKMW4rVlx i2r7IuwzpPF5sbbk/ve/ofQ09VL8KQ3BOAc8CsXS7p75JjJGI5IpmiZQ27levYVt 
WsEj3AhTcsjAgFThgeuR71g6rTtY1VNWuJikxx61I0bISr/eHB4xzU9tYz3Ss8aD y1OC7uEXPpuPGfat0ZbFTgcUhwOnWtIacoJMlzaRc/daQyZ/FARUkdvp8Z+eeWU9 
1SEAfgxOf0rN1UiuRmTk9jiitgmzz+7F9Gv91LraPyC0VHtvIr2bOIbVNMtV8tZU wOixrkfpxXrlu5SygX0jUfpXlNxpsVwMzWiO3dlO1v8AP416gW2oB6DFbSMrD5JK 
rO2eaVnzULHNZjQ1jTA6ou5mCqOpJwKiu7mO1jLytxzgAZJ4zwPp/KuRfxBPe3Pl ujIiyERRCPJY7SVJwDnpyDjjdjihalJXOun1S3ti4ZydnLrg5AGSQPU8e1V9Q8ez 
XV7Itkz3FtGgysEfzkE43cjI64/HpzXHa5rul2buEaWWVxzHEQwA5wScgYPHOPzr Ct57zVj5qwNFgjqSTx69M/StY3it7FKlzdDrI9Wt9Xvpbg3Ry7MNzdk55OeR+Xfj 
HSpjZ2U0plBG3GfkDAISVLcc8cA++PauDufD9/bJFJaSFHQHe4YgsxOemcYxnt17 +mjYajPbzeVdgGUoGQ/dDYBHI+6Sf88mpcU9Ux8so6NHTPaw6e6Q2qI4kUPthj28 
/TGe35Yre0rUTbzCKZJBvXlTlSf/ANVZNhrP2mH5oi86phgSABj+PjjOTjIAySAe madeTLHeQrKH3nDDPykd8/549zWKjyu5vSXM3Fnb3Hgqx1NzcCSeB25IZmwf+Ahg 
P0HvXOaloh0SfyNsQVhuBjGAe2SPWrNtrLwNvtLsxLn5t2NrjjkA8Z98VQ1rXYr+ 6DmYYjQAs3A5z61tiJU3T0Wpz06dWM/e2IBinBqz31rTYlzLewL/AMDBqpJ4s0WJ 
S32zf7IpNcKjJ7I3bXc3s/5xRXL/APCd6MOD9oP/AGzH+NFV7OfYXNHuenXnhDTd P0ua9kaWZ7RGmwGwJAqk7WHQ/hjtUbNmtnxFqVjb6ReW1zeW8U81tII4ZJVVnyMc 
A8nnjisQivRxCimrHBSbadxpPNNwSQB1p5Wk2+1cxsY2sWkc8ZmndozE4SP93/EU Yhgfb8uCD61xWoNtkllCi3imZdsajlxjnuTtJJx04H0Fa+s37Xc27BwGIZGI2HoR 
lhjdxjj2HPHOdDB9rmaa4+ViTwP4fr61d+VG9OHMUtP05r2QmQnZ3H1Az+mPyrr7 OzgtYhtXOepPY1XghWOMRRLgf19atbW8vaVx6Z5NZczbPQjBJWRWuoxvJAyCOg7V 
zl7As08kbgZTlG9+f/rV1DRmROVwR6elZV7p7mUSAEsoxQnZ3RU6aktTnob5Yp0t L6RkAJKSdVIxwMeue/P5Vs6oZrrRrmW3nHnRqGQIgDyMDtx9PmzkYHAz2rE1G1WV 
lLhgoPPrWnpOoGK5S3nkk+zNGIxIuAUyccHnnAPYHqM9a6Y2krnn1IOL0POrnxBf liktzLkcYLtVJ9Ulfq5/L/Gr+s20TalMkZ3wLI3kjPCRliVAOBxg56DnPAqstnGP 
4B+NdSVNLY4m5t7lM38h4+b+VRm5lPGSf+BE1ckhVbmDCqOucD2qcqBxVXiugrN9 TLHnEZ8v/wAdorTA4op83kLkZ7F8WSZfGeiwqdrNAOR15kxXdhOKx/G3hFdW1ez1 
77aYhYqimHysh8SZ654646VuAcVw1nqVTa5Rm3mkeIvEyA7SQRn0qYCjHFYlnk5g Om+J9wcqsUm9V/ujsDzg4AAx0PrU+nnzZCqjkt0B6Vs+N7IWzwXqKxMrGNz256ce 
vT/PNczpTyQ2886k5UnDHn8ac9YnbQ12OivL220qHbJKBJ3FV7bXorwEBgDj0rjr 9b68haWC3eaQPhUVSzN7/wCf/wBb41nhePaXLlQzIwwVPpSULK56VOOtmdqLrYhL 
NwRWHdazcpOVTBB6cj+tW9REg0iFhjzMDPPFc5PbfaoiIpNsrPyzHjbjgdOuf8ii Nm9Rys1oaVzP9rtN0kIjlAyDkMD9cVntc+TELkkmEAMSQCVY8A89Oce1WUgKEDbn 
coVyDkFvXHasq7jgi0i4S8MixxS4Hlvtbvjrnsc/gK2p2vY4MTHlV0YVwYpZy8e/ ZgYBOccc49s5P40AKASenrSLcWAHyfbCfUGPH8qtaX4hXRNRW8to5JZBnCzhSoz7 
Cuhpnm3MyOTN3HdSW4ktoZF3pu2lgeoz15APStq3m07Vtamur2I6fZABlt4YixPA G0bRxnBJNR614rk1yZJ7y3jEirsVo5WjOM5xx1rG+0xrNvFlGx7GUmTH/fRq7XWq 
Id7nVSz+F1faun3WBxnzguffBORRWRb+KtWtVcW1x9nV2LssIKAsepwD1opco9T6 f1i0lv8AS5beFkEjMhG44HDgn9Aaor0rebAQkggYznNc+p4rmrq1iaZJTsUwHFOB 
rnNTC8WwedouSoOyZDg9Tk7Rj3yQfwrjtORGilSWMhc/d7/T88132uRefo1ygwPl 3ZJwBgg/0rgYcWbIHIwo+fBzk9ev41Mm9j0MKk6d+tx8+kl/uO0aH+FTgYpkemwW 
x+T/AFn95uo9aW41ncfkzluABVfz5LVWvNolbG3aT2osenytR1NTUIM6akJYZ/8A rViQxIy4ZRuHTPWrA1pLm0Yuh3gcCs+3u2kZzKoGcEY5xVcoRio2uaC2kcHzRnnr 
1xXK+LoHfRpJYzkJOrv2wMEfzYf5FdG8/B78cVz/AIkuF/sWSEpmWZwFOegBBPH4 D86qlpNHPiYrlfocRZ2t5fTeRaQTXEpGQkSFjjvwBVi/0fVNMhhlvrWe2WYsEEo2 
klcZ4PI6j/INa+i32u2b+RpX7wOMmBY2cdvm2j+Lgc1lalqGoT2bJc3ssqZzsLsV z68mvTtJs8DmS6GaQTgHJP50MDjoffNdHoV34gj0y7GlST/ZnQfatlsJFVQG5YkH 
bwW9P0rHnV0i2tIX59MVQuddinjHail59aKLB7Rdj6k8Qy6dNYW0cV1auVuQ7CKQ dMN7+4p39p2YHN3b/wDf1f8AGvNBLwM0eZXjzrOTvY640Uluelf2zp6sF+3W2Tz/ 
AK1f8aP7f0tTg6jaf9/l/wAa8nv23A89Cv8AM1Qbk+vNN6WBQTPaV1KyvA0cVxBN kfMquG49x6VwerWpt2kVXLR7iq5HIx6nvT9LkjtTp9y6PlkC7/4fukce9TasBNBN 
8wB3Erk4yfSnKJph5SU7Lqc+kTD5u446f59qItSJl+xzRhCWwvmNsDd+PWmQ3fz4 xzmrclwkkY3oHxxyM1K8z2L30ZIbExwtK81tFGGKlnlwMjjGcexrIuLqM+WllOZ2 
L4Y+WQq+vJ61afyZOEgCjpgHAx9KYVjiUFVxjpkVo7Gkr21ZYZdsak8seK5vW2Wa eNcfdBP5/wD6q2Li4PAbPTOKg3kxGJkRwsh3BlDA9s80Q0dzNUXW0RyaXFzZzO9r 
f3FuWUo3lNtyM9CR24H5VQvP+PVl3lz3LV2tzpMUqmOJIwXHC9cHOep/z71UfwQ1 xEFN0qbu4+bb06jj+fau+FaPU8ivlVeErRV7nJ2u7yEIlZfpipJseUPmJOe5rqYf 
BVxDbxq00Rfb8218jPpyKq6n4TvLSAtDEZguWLIwbAA54q/awb3OV4KvFXcGco3W ipZIXikaOVCjqSGVhggjsRRV3OflZ6z9huQfmjwPUkAf/Xp/2AiVd14iqMgqqbtx 
7c5GP1zn2qjJqTuCC+SaijvS0gLH7vqeBXkqnFM+up5ZBL33dk+rQRgrDExWUnIX IckepxjHf1qCO0hFusUoUyMSfOUNlfbGf1//AF1VjuDJI8pIBc5yPTsKlNyI9zhh 
uHCgdc1XKjpWDopW5UW9S1WaxtkaFlUIRHFGUUgfU8nPXoaia4nuIR583mFmPzPg FR/n+dZ13tlSGNsnHzZ/z9avxf8AHmzHoA3B9+lM1jShD4VYqkmWFLhAFbkHAxnB 
x/StKznhdMyL8yjDD+tZGnTBvtFuxJZG3D2B9PxB/OpHt3zlW+h7is2tbM8+pD33 6m9IloQDH37ZyBWfdNHHkluKppDcAbfMbB9KkhsWaUeaxOOTk5pg03oVyxKyXEvC 
qMgVBbzlVYMMk81c1dhHbFVAAJC4rNGAuccVUVpc7MLBJMsRzNLcDkgAEAj1q1Fe SKmCxz0qii4AFSAH6dKux18pdF4+RzjseetWINQdWxuPT1rNFOBHb86fKJxRu/2i 
x5Mjf99UVjHd6YoosZ+zRn+YeOakSQAP9DVAyZY5qVZMjHqKgu5OrYAHpTgxZs88 djUCNnFSqefamUh0rnzD6AD8KtxufsxHr2qgSSZCD3qzFxET6n+goBlTzRa6gs2P 
lYbW47VsGRigdACtZssAmYD7w5zUmnzmHMEp+XOFb+lTJdTkrUrSuupppcKUwFdW 9KniY8nHFUWIRsgcetSvJtTqB3Oe1TYwsUNXlEkixr16/lVbHAoKtLIXbJJ6VIwA 
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ZASPzrVLQ7qUOWOo4Lx7+1OUGm7gcgcnGOKlA7kcitEjYAB6/lSqOaQdKCeM0xCk 88cj6UUwkE9P1ooEYhORinxN296YeuQeDTc7WrIxbsW0f5se9WEPOaokkYcdKtIe 
BSNExY+Q+e5NOeeRFVUIAIye9RxH7w9zUjLuVfbigZqWFr5+kPdKcTqzxhe8rABg AO5xkYHbJ5rNN28iEFEGfQV13gGKK4ubqxmiEoISdN/IUowzgevIOf8AZrmtT05r 
DWLu0KGNYpSqKWBOw8r09VIP41Ry0pv286b9UVY55Y2AJJQfw1oXc0bKEQ5LDJ+l USm0YHepY4wijHQe1CjqbulHmuSQnGcqCCMcjp9PyquU2ztyTycZPsK7PQvDsa6R 
Jrd4pkSOJpooMY3bQcFs+uOn55ziuRiQZxjgCteSwqdWFSTUegLHjrUp4U+1OK8j n8KJAAhHPpgUWNWyM9FFDdF6e1KR0yQBjvT7e1ub9iLK3luNv3igG0fVjx+tDsty 
JSUVdshJGeRRVhtG1jPOmv8AjNH/APFUVPMjH6zS/mRyQkms7h7S7Ro5UOCGqZmy RjvXca9osWsWTAqBKgzHIOq//W9q87Pn2tw9pdKVljOOe9ZwkqiutzzaWKlH93P5 
M1ISHix+FPhf5cHqOKrWr54qc/LKCP4qGj1ISvFMnTh/rmphyD+lQZwQ3oamztwe lBsjY8N3w0/xFZ3DFQgkCuXbAVW+Ukn2Bz+FavjyCM68LqLA89AsgLgkSJgEHB4w 
pT/PNct3BrttUj/tfwlDqMVuPP2ieSXgs7Ltik4HQcI3HHHQd9Iq6ZxYhezxEKvf R/ocgoVVBc4J6VGSX9h6ZpEIkb5vwFbnhqzN14l06OPaSZ1YhuhVTuP6A1UVc65z 
UYOT6HXa4y6d4MeBJnkB8m1ikRkKkBVYkbegIB65PPoa8/jQB26YNdt44V7K3sNP a5dmw88kJk8wKxPBDEBj1cZPpXGp9zPfNbVLc1kcOWJ+w539ptliz0+7v2ZbS3aZ 
lGSFYDH4kgVePhbVnRTIkMBJ+7JJlvyXI/WodM1K4sJ2MI3BwFK+vpXWQag5lhnu BlCMAA/drJpjxVerTdlsQaR4Jjjl82/K3B6CMp8ntkc5NdZDp8EUaosYRFGAqjAq 
CDUXmUR2luXB6ueF/Pv+FW4oWjcyNIXkI6Hov0FCivU8erVqTd5szrnR1lnLpwD2 orR3DJyDnPcUVLppk8zP/9k=</Data> 
     </IrisScan> 
    </BioSample> 
    <Signature> 
     <Encoding>jpg</Encoding> 
    
 <Data>/9j/4AAQSkZJRgABAQEASABIAAD/2wBDACcfHzEjMUwtLUxiSj1KYlpKSkpKWnlnZ2dnZ3mBf39/f39/hYWFhYWFhYWFhYWFhYWFhYWFhYWFhYWFhYWF
hYX/2wBDASkxMT83P0ovL0pqSj9KaoVqVFRqhYWFQmeBhYWFhYWFhYWFhYWFhYWFhYWFhYWFhYWFhYWFhYWFhYWFhYWFhYX/wAARCAFNAbQDAREAAhEBAxEB/8QAGgABA
AMBAQEAAAAAAAAAAAAAAAQFBgMCAf/EAC4QAQACAQMDAwQCAgIDAQAAAAABAgMEBRESITETQVEyM2FxFCKBkRUjJEJSQ//EABQBAQAAAAAAAAAAAAAAAAAAAAD/xAAUEQ
EAAAAAAAAAAAAAAAAAAAAA/9oADAMBAAIRAxEAPwC6AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAABG1Orppo5t/oFTbesnPaOwJ+g1/8n+tvqBYAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA4589cFeqwMxqc857zaQcAW+y0nrm3sC
9AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAB5taKxzIM3uGr/kX7fTHgHDDp7ZvHiPMg4yDSbZh9PDH5BPAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAABUbtq+mPSr59wU2LHOW3TUFvreNJp4x18z5BVafF6uSKwDWUr0xEfAPQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAOeS/RWbT
7AymbJOS82kFxtGl6I9S3mfAIe65vUy8e0A67Pg6rTkn2BfAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAApt41HHGKP8AIK3R4fWyxX/YNJltGDHM/
AMre/XabfINJt2H0sMfnuCaAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAADza3THMgyury+rlmwLfaNP0U9SfMg8bzn4iMcf5BXaHB6+WI9vMg1ERx2B
9AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABXbrm9PFx7yChw45yXisA1McYMf4iAZfUZpzXm8gutp03p09SfMgtAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAQ9w1E6fH1R5BS03LP1c8g0eO3VWJB7AAAAAAAABQbzmi14p8A+bRg68nX8Al7vqOinRHmQU2nwzmvFIBq6U6KxWPYHsAAHm1or3kHmmal/pnkHQAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAFHvWX+0UBV4a9V4j8g11Y4iIB6AAAAAAAB8meAZPVX68tpBdbXX0sHVP7BTavP6+Sbf6Ba7Pp+K+rPv4BbgAA458vo0m/wDM59VkzTzM
/4B122LTmjpBpwAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAfJniOQZTV5vWyzYHba6deaPwDTAAAAAiajXYsH1T3+AeNPuWLPbpjtIJwAIuuzejimQZitZyW495Bc7hl/j4
Ywx5BT4cc5bxWPcGrw44xUisewOoAAOeXH6lZrPuCmnZb9XaewLHR6Gulj5n5BMAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABA3PP6WLj3kGaBbbLT+82BfAAAAqNx3Ho/6
8fn3kFNEWy27d5BbaHbLVtGTJ/oF0ACn3rJ/WKAgbdStsnVbxXuDlq8858k2BabRpeI9W3n2BcAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAzu7ZuvL0+0ArQXWy
R9UgugAARdbqP4+Obe/sDMTM3t+ZBo9Bo64K8/8AtIJwAAM7u9+rNx8ArueAd9Jg9fJFf9g0/NMFeOeIgHyuox2niLA7AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
55L9FZtPsDJ5r+pebfIOYNBsv2p/YLQAAFPvcz01j2BV6Pj1q9QNYAAADKay/VmtMgjAlaXVzp4npjvPuDlkzXyzzaQeK2ms8wDW6e3XjiZB1AAAAAAAAAAB4vkrT6p4A
pkrfvWeQewAAAAAAAAAAAAAAAAAAAAAAVu7ZujF0+8gzoANFs9ZjD39wWQAAIG6YvUwz+AZ2l5pPVHsC+0u60vHGTtYE2NTjt2i0AW1GOvm0AjajcsVImInmQZu09U8g+
Ak4NHkzfTAJOr0EabH1TPNgV0RyDW6aOnHWJ+AdgAAAAAAAAARdZqo09Off2Bm82ovmnm0g7aDUXx5IiPEg1AAAAAAAAAAAAAAAAAAAAAAAM5u2f1MvT7VB50WKOi+S3t
AIANRt1ZrgryCYACHq9dTTR38/AKLUa7Jn8z2+ARYjkHucN48xIPHev4B972/IPkxMeQIjmeAaHR7bTFHVbvMgsYiI8Ao95y83inwCDosfqZawDVeARP+Rw9XRyCXE8g+
gAArtduMaf+te9gR9Lu1r3it48guQAfJngGX1+o9fLM+0doBEBK0NOvNWIBqgAAAAAAAAAAAAAAAAAAAAAcs+T0qTYGTvfrtNvkFpkp/H0fH/0Crx167RANbjr01iAdAR
9Xn9DHNv8AQMvkyTlt1W8gmaLbraj+1u1QXeLR4sX01B36Yn2BznTY7d5rAPF6YtPWb8QDNZ83rXmwPukr1Zax+QawCZ47gymryepltYFhsuLmZuDvueu9Ovp0n+0+QUA
NPoZmmCJuCJk3qK24iOY+QWWDNGanXUEHXbnGPmlPqBQ2tNp5nyCVt+GcuaPx3BqAARddk9PDaQZUAFts2Lm83+AXwAAAAAAAAAAAAAAAAAAAAAKneM/TT0/eQVGlxerk
ioLPeZ6a1pHgEXa8Hq5eZ8QDSAAgbphnLi7e3cGaBaYN2tijpmO0AmV3nFPmATcWqx5fpkHcGf3XWerb06+IBVgsNpp1Z+fgGkBD3DN6WGfz2BlwWtddXT4Ypj72nyCst
abTzPkHvBTrvFQWW5aviPQp4jyCoBOpr5xYfSp2n5BDiJv+QeQXez1pWs3nyCZl3LDj9+ZBAy71b/0gEbPueTPTot4BAB6rXqniAabQab+Pj4958gmAA55Mlccc2ngFZm
3msfbjkHHFvVuf7x2BdUvF69UeJB7AAAAAAAAAAAAAAABl9xzetmmfaOwJuy4e85AcN3v1ZuPgE7Z8XTj6vkFoAD5McggZ9rxZe8dpBDvslv8A1sCNl2vNj/IIUTNJ7dp
BZxuv/T0T9fyCtpWcluI8yDvrNNGntFfx3BK2X7s/oGgBS73P0wClB6rWbTxHkHXPp7YJ4t5ByieO8A+TPPeQfAdcOG2a3RXyDQ6TQVwV797T5kFHrdLbBeefHsCNFpjw
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D3TFfJ9Mcgn4doyX+rsDln2zLi8RzAIdqzXtIPuO8456o8g0G36/+RHTb6gT7WiscyCq1O8RXti7/kFRm1F8083kHrFpMuX6YBxvWaz0yC82jURNOi0+AWs2iPIIWfcsW
H35n8A56XdK57dM9vgFkAAAAAAAAAAACDuWo9HF+ZBnKVm9uPkGp0uCMFIpAKrU6K+o1M9u3yC4wYYw0ikewOoAAAAOGozRhpNpBlb267Tb5B4Bc7To/wD9rf4BD3T78g
nbJTtawPu5am+PNWtfAJWr0n8ukf8A17Ar67Lk57z2BZaXQY9P+Z+QUm6ffkEIFlott/kVm1u3wD5/xGbq49vkFto9DXTR82+QTQc8mKuTtaOQR67dgrPPSCTTHWn0xwD
2ACNn0mPP9UAqNbtc4Y66d4BX48lsc9Ve0g6ZtXkzfVIOeLFbLPFYBd6Xaa075O8gs61iscQCh3PRWpb1K+JBWRM18A6W1GS3abSDl5BP0ugy3tFuOI+QaSO0A+gAAAAA
AAAAAzm6aj1cnTHioPm16f1cvV7QDSAAAAAAA82tFY5nwDObhrJz34j6YBABL0OlnUZOPb3Bp61ikcQDL66/XmtMgttl+1P7BD3n7sfoFxo79eKsgkAAotz0V5yepXvEg
4aXbcmW3944qDQ0pFI6Y8QD2AAAAAAAADzMc9pBWZ9npknmk8A8U2WsT/aQWWHT0wxxSAdgAfJjnyCFm2zDl78cfoHH/hcXzIJOLQYsXiASgfQAAAAAAAAAARNfqPQxTP
vPgGXnm0g0u26f0cX5kE4AHm1orHMgq9Nr758/TH0AtgAfJngGf3HXzlnor9MArAeq1m08R5BptDpvQxxHvPkEuZ4jkGS1FurJafyC/wBqrEYI49wV29fdj9As9t+xUE0
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGc3TU+rk6Y8QDxtun9bL+IBpgAAR9Vg9enRzwD5pdJXTV4jz8gkgApNz188+lT/MgqaU654B5nsC42jSc/9tv8Auwecn0z
+gY/J9U/sGl2z7FQVm9fdj9AsdrnnBAJ4AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAIWv1UafH+ZBmu9p/Mg0u36b0MffzIJoAAAAAOGqy+ljmwMpa3VPMgRbiOASNFp
Z1F+Pb3Bp6UilemPEA9g8ZJ4rP6BkL/AFSDV6T7Vf0Ch3W0znnn2BbbXHGCATwAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAebW6Y5kGX1uf18s29vYEzadH1z6tvEAvgA
AAAAARtbinNimsAy1qzWeJB30+jyaie0dvkGi0mlrpq8R59wSQAcNX9q36Bkga3Sfar+gZrWTzlt+waDbqzXBXkEwAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAFPu2r6f
+qvn3BU6fDbPeK1BqsOOMVYrAOgAAAAAAAOVsGO/e1Qe61ivaAegAAcNX9q36Bk4jkGqxf0wRz8AzFv73/cg1eCvTSsfgHUAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAEf
VaiNPTqkGYyXnNfqnzIL/btH6FeqfqkFgAAAAAAAAAAAAADhq/tW/QMpSeJgGj1ebp03Me8AoNPj9TJFYBraxxHAPoAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAPkzx3Bmd
fqp1GT8QDttWk9W/XbxANCAAAAAAAAAAAAAADhq/tW/QMkC33DJ/wCPjoDhtNOrPz8A0gAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAK3dst8ePivv5kFPpdJbUW4jx7yDS
4cUYqxWAdQAAAAAAAAAAAAAAcdRXqx2j8AyUxxPAOmXNbLxz7Atdlxecn+AXQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAPF6ReOLRyBTHWnascA9gAAAAAAAAAAAAAAA+
THMcAyepx+nkmAeMWK2WemoNRpMHoY4r/ALBIAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABF1Oix6j6vPyD7p9JTTxxX/YJIAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAP/2Q==</Data> 
    </Signature> 
   </Biometry> 
   <IdentityDocs> 
    <IdentityDoc1> 
     <Image> 
      <Encoding>jpg</Encoding> 
     
 <Data>/9j/4AAQSkZJRgABAQEAYABgAAD/2wBDAAcEBAQFBAcFBQcKBwUHCgwJBwcJDA0LCwwLCw0RDQ0NDQ0NEQ0PEBEQDw0UFBYWFBQeHR0dHiIiIiIiIiIi
IiL/2wBDAQgHBw0MDRgQEBgaFREVGiAgICAgICAgICAgICAhICAgICAgISEhICAgISEhISEhISEiIiIiIiIiIiIiIiIiIiL/wAARCAD9ALQDAREAAhEBAxEB/8QAHAAAA
gMBAQEBAAAAAAAAAAAAAwQCBQYBAAcI/8QASxAAAQMCBAMEBgYGCAQGAwAAAQIDEQQhAAUSMQYTQSJRYXEHFDKBkaEVI0KxwfAIJFJi0dIWFxgzNXLT8SU0Y6NDU3OCku
FVssL/xAAaAQADAQEBAQAAAAAAAAAAAAABAgMEAAUG/8QAIxEAAwADAAMAAwEBAQEAAAAAAAECAxESBBMhFCIxQTJRYf/aAAwDAQACEQMRAD8A+jF2iOgLWXlrgleyR4A
T7sXQqwNh0ZZRvJ1CCjou5/HDEK/Ql9FUYuEDTvHh8ccZ3XTAEZYhegJC5+2Pw78A248D0NsUOXqTzEpTp7xfBRHJ+oX1CkPaCUgdQf8AfFDPvoCW8uCtAbBQetsJsvPj
vQb1CgcQFBCYFpCRhiFS5IryukjUlCI3iBtgg3sCtmgCggIGk9bW/jhS/qCoy6jUnUAmDtYHHEa3J05fSbhCB4W6Y4XbYFVPQhWkITB6gD5YDLevZNvLqJQ1aE6ehAE45
Eq/UkrLaIiQhN7xpG2Do5fsCDOWtq08pJSftQPl34RmzFi0MN0eXLb1Ibbg9YE4CknkrlnlZbQRr0IgX2G2H0R31Qi4vKkq5aW0lJvqgThWzbi8YM3Q0DqdaUI0nZQSMF
InkfBNzLqEp1aEACTcAQMMyG+mJOPZWlxDaWxp/bEA+7vwjNuPxfgs/U8tzS0uUdDbCnOGC5SwEpIiw7JsYgf7Y49CaWi6y5BTTALSUkkmTN/H8cUg8jzK+hzdtRIMwYj
xGDZDx/6US2nA7oIKVfsmR+PuxI9yaSRb0LS26YaxpJJMn78Vg8jy/oV51bbClMtlxZsEDc9PlOHoj48lQaqpE66ZxK9QSUGZi9wJuIAxNI9NcpD6K91FPBpH59onSJ8y
JxVSefmlNk/pQltWmld5lkhFjci03t0GO0TiRYqqyFk0ritBI7NwYnx8MLo2dfA/rjrbaQKdwnRqVMXk2Avve/djpM140ySat8oRFOvtyFg7iEj7ybbY6hZwpCq1VhcUl
FG8RuJgRPQ3+eO0akyaa6paBQaRxRSSEqRsbmD74n8zhlJnyzsKK6olCfVlyvUCVQAmB1vvGwx1IGGdFeqrqdehdI4FGbCI38+6L4lo9CWWWX1Txb5a6daCNSisxAvab7
nfDyY/IW2MKJU2sATIIHTpgWTwz+xSvMuBzSR2j9m/8cS0exF6RZUSCmmSF2iT4x8cPJ5flPbDOgFhencpIF4vERg2T8VfTPOtO8zQR2jsg9fniJ7s2kiTjKkKhxMK7jg
mWsi2XdM0FNIWQFKShOlXUSBt3YeEYrrSDCQqT164poyJ7ZF0duOnQd3ywujQtkgkEaj7afZMSR0gWtgaGvIVTh5Ta0KzBUJkLUEpsTNp79zGLkkwy3QllIFfslSuZCSm
CSEyY6bYVsvJ0PpKQDmRLpUEpAQjVJ7rThZQLYPnUzumpNb2LBKBCbkRqI6xY+dsUI8k9FOhZW3mhQsoSb6NosQCLTfC6HSQZbmWkLcbzBWpSApRbSkwGxJMR1P8MAfSO
B2jCVk5lKTpiAmw6naO7AO5PRTI1BWYrhEKVZIISYgzG1xgB5JKFMULdazEkBoIWq0STGswN5PS2ADQqt6mbHKOYuJSNVyEwQIEezHfh5A5IVHqIXTluucgSkARCo3Jt4
xb8MHQjRzmUy0l816kqTHdCSZgbeBFsdo5Xo5z6dtwoXmDiFpVdZAEWFttsFIC+kw/QmCMxdTqsAYnfu04DZefg5Rst8nmB0vFZ1BwxJ6QLWFsKkJmsLy4np3EY5yZVTI
untx07sKjUkebANz9n2T+HhjtByV8KvNf+bM9wwCSbLlhxCGWxH2EyDueyMMkTuxXMq9VMQGx7cmTeL7YWqNfh+P0LUOYurWGnAVEm5O49/XCqjXmwpIs+ckCAOz9oG5x
VHk1f0Ur3kMmENpl3tLUUg3FpiPyMK7NnjYehVFbVWQ20h0m3b7Pu2vfHJl82PksGm8zDjby6djSpRlIglKZAEECSYk/LDbMNMmw3XBwEsMoZJ2kkhN4tH44DoCYNdRmi
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G9ZZY5l9SSfZAsADF5ucGZDWSUdpq2rWoSlgErhSDNkQJgxvM2OGeMReRIxTnM1rSpxllLRuUmdQF/dhCvZzkZwoFSkMEygttbpEEzJiZ2woezy287uAinSACCBMGdiLX
ItbAYVR0t5kXwAhkMg33Kike6JPywUw7BcnOSrWUMAAKgNzOqLC42n5YPYWwC2M2bA+rYK1GVe1fxw3RJizzubsrhaWYMFR7Ux4W+/HOy+DHsLR1rxc5ak6gbEncfLCbL
ZMehzmqFgOz1Tg6PNvJsUzGucZgNiJuVbxfy9+FbNnjYFQtRVzri0tKBVO6jv8Yv78LLNObBpFqCBZO3UdTix5NX9KrN0TVzH2RiZWaLRpEsNfslCSo9fZHjiuyLnYtmF
CamNKoU3YA2Hx6d3liVno+LagXospW0pLzqtEX0WJPn3YCkbyfKllipsWNo6kdMVTPLcumAqqIVEEG4tB2N/l/DEz0MNckaHL221/rPZN4AjHAzZdlpTIhNjKRYDf87YL
MYUi17DuwNDFfmGpDkG6F7HrPdjRjMmYqSlQcIJsLjqMadHn02TOcVCRymyYT1Nzgekp+TTIozOsFytQV0hQA+7D+pCPyKQZGd1aAQD44WsEjR5jGKfP3NQ5qQU9ItiP4
0mmfOY/TZhTvC2+8H8MZrws24vIVf0M52gDMEeWI/UXaX+FbVUhfSXSsA9EmBGHHxZNCzFBy18xdlD7Ig/E4bQ2TyhsobnfxPfhtmPkWraJNRcHtJsAdt8JSNvjZuQdFl
RaUHXLEXCBB+J/hjlI3keXsfLaRfpse/DowKUypzZ6aof5RhNF1JZMPtIpWkKIC1IRpBN/ZGDsScTCAKJgdOgwRqkk4g+7p44ZGbJBBTrKE8tagHD7I6nAotgx0eEGw3O
w64BWgwWsDlFCQBCj4g+XfffHEWeW9VB5HKKOSqJk9re5Eb2gb4KQdANWdhJGtgkbk6vwtg6OFqz6WUwdS2JTdJ7V/yMVgjmKeoXmKnysLbCTICDtEWO0zvONUHn2LByv
kDW0lyQTv7NrYoQ4SCBrMdWoLbiE9lW0xc/HCjeuWFDFcQBzG5ElUeItgdIZYjrNLmDiIDrYJglY2CesTadowlWi8YBtGVZulZioYkEgk6gQTcfLEnnTNC8N/4OtDiNo6
FO0y0CNJMzfp92Ito1RDksHOUCHHCO6ARM4ihmhJT7IJWFpCSTewm/n0xRIhUHjUMI7BcTrVGm98IzRhxMnpURAuR0wEx3+oQpJMg2w6MlrYJ6oZT9UpaeYdu84FMvh8d
ldXo+v2Gwx2ywgH16EGbBKYNz0H++JM9THK0XeVOvGkkkyDEG/dbDweV5i+jBWooM2EE+dsUtmbAvpm60pUtDjqXHomNI1G4Bk3v34nJ7UStD1FT062ktqYfWESExJF4N
jMm9r4rJg8ocQlkua/VH9YTpChuBECBKgMMzPJ40dCpBSjLnkhAKgo2mNhAVc4M2Lf0XpWUsNx6goOeypJmdOlUwZ918FsRVojUUtOGlrGXLQQmU6rX277C+DB1/wqzSt
KqCXaUneV/ZNrdfIY1Sjzbf0ByUQD6ioRt+I33w+hGHFMw6FrVRLCrqBtJPx3vhNFIY03RskIH0eSoglSRFoI8YgnbridUXxosaajYQ2Gjliu0oapIAkdZmYucZqo9DGg
mhh5xThyxazcAiACBYEAm1gMIOmdSyytvSMrUGpBNwAYJEnqYkmMKP0TdpqRhyWsuUdHsuDTFtiJOOQtClYw4FqH0f9QJ0R9qbkgT88OJj/pS8hPNQPVYKiFFVjpg2tNz
F/liTPWx60aHL1KNKBcwTY3/HBSPL8z+h1uKDS+0Y0m/uwaI+N/TPOLcKpBJ7j1Pz9+JbPdxwtDLSyUCSSfu8N8Az1rZYU2W0rjDLhSUkIQSBYGQOnTvth0jM/K0hxsNJ
GkJAQPZSLYdIwXm7Z5ZCbJFx1wCsfCvzDJPWHOc24WwIHLTZM9Ta/wAMMjU/J0gjWXkBLJqXENDYJCQRtedxt78PoxVm2O09NUJKCKhegSCCBCpmVHxvtsML0HZ40lYlB
T645JvqKU2gRAt78FMDya/wA/QOOrDgql60oKUgRBJFycOqJutlfUirZY5K6l2R2YOmI+GLzBly+T/8EDTvLU2ovLlvqI7R8fdjRKPPef6DZolhJQl9cn2CdMi4mLY5sZ
ZQgonTY1LqQqxFtvhhNjrKWVHSOLKAKl1JBUSsRNxaQR4YhkRr8fKWCKRwIKTVvSohRXafIWtOM+j0PaeZy5QStIqnu3BKrTERAt5YVnLKG+i1uSVVTydRJ0pVCY6AW7s
TbLKjystPt+tviBvqA/DAVB6MnxDnDgc5WXVbkxoddkXAEdnz3KsN2CR7JssXW0TdRUKfacFiNUBz97THXDSUryOUXTLfLbCNwIAnwt0w2jDWTtnnFaTA2FsIy8fABoqV
1fNKLi5AkA+YwOS9+S0hTMJ58I7KQkWGByQWZllRJSKRqTu2iD7h8cMkTy2RqahmmHa9o+wBhnQcPjdgKfMWqgwoaXTYdfD3YSWbH4/KHSGgmCbnugAYpyYbZBDiW3oCN
ZUJCRew6/GMKwRAwys3ne4ju9+DKDsk5BBn/bDaJV9FlqAEmw64ZSJ/BWoWw819ZEDu3B7sWmdGa2mVVQzylRMpIlJ6xjTL2eflDavidoG53+/DaJ7QVtxSwEk+U/xwjN
HSLagYAlWrtDcbRjJlo3ePjQXWZnp078JBSnycQ9KoO5tfDVIZod56W2C4r2Egmwmw8BjNSNeMx+e8TVGYnlMyzR9E9T4q/hiRo0FyXh/LWmkVta4hbphSEH2ADsVHZWK
whGjuYcZMN1aW6ROunB+sWftDfs4Illw5X0yG0LTfmAKQnwP3d2GbDh8boCzmDVQqF2cVZO8fdI9+E2bK8X5seQGwPPcmww2jz6v7orczbmq7JtAwBpLCln1NkH/wApHh
9kYaSORCmc07rugoTKROsi5HuxOz0/BrRUtpbLyAagMltQUpU3i/j74wYRp8i1oeW9SpPZzDSlUAAaSLADc+U40o8eltkQ44t1JYzAwmUrVCTExfbbvjCNGmZ+Bi9Rc4c
3MdawnSRaJI3JA8sGSNSLuvsMNJ5WZr0WBSYPhNxIv1xWJIWtEF1VN9SldWuEplIMEKBkSYF+7/fFODO62Jc6hSwE+uKcSkhQPlNtvGb4ZrYj2gb6Wl2VWukNkEkxCSTa
bb/nphp+EaTZBZpCokVKhp0yobkbd3XFGyaxv/wYYpWG06jVuhKpAWQNtgoW8IxJ0alg/wDgVmspmAho1rgQmUpWN4P2ttvz1wHA8NyyxbRQPQpqvdXKgknrqMgDaOhxn
p6NVfUBK6PXzfXlkDT2BMECBe3fJO2CmT9YxTvURIisd+0pxQlJgDcmPZABtGJ2jTiRmeJ8opact1TFQ+aapns/srFoNtiT8cQ5NDKOozBx9DdCqoeQw2qCkm0g7zHU4b
QZNFkXDtEx+tPvuOVHRsAFKZOkK2gm84dSZrWyXEOc5ZRPt6nnXXLJW0LqGm0qt3SbdcJZu8V8llkzK6nlVbMFhUL17CPC2Jor5GfS0XZQsGO/FEzxmvuxOsV9d5AY7RV
DVE4fUGjOzaI+AwEzls7qVq3vuSPvxzKdHKpohGthtCnraQqAPORikohlysA39JuNnWwwiJ0pmTN4G1hMXGGb0UxtsgUZuUwEU6drjVb5d2AVokEZjzEOBFOYsoSZggbW
t3/fg7Is9VJzAFQ0Mlg6gAZk7xNvjh4ZmyFQUZs2fZZ/fV2pnpt7saEY6JqTWrCZDWq+oiTAtBH72++CL8PLbzNS0qDjSW5JQk32tG0zGFLaRNtOZFUgMKUBITKtpN9uu
C2GdDNPV1+mHXGC52QFiQne8jy7uuJOSnaIvKrCVanWe3/ci8G/f5RgyCp2V2bZ5nWV04QwWy677CwFFCR181bYTKymKdDHDWfZpWpVTKUwXU3QSDqVa8jvBxJMuy8Q1n
k6wtjSLae0JwlMrDPVVLmtQz6vqZ0Fv63WJlUnb2YG2/4YCQXZ8/z3J83y+sUhS0FpU8pyDtbx3GDrQvQ2niriBGXCmQ4jmxp5xBnzHj54DsaJOZLw9mmZPiqrF6aQ3cX
fWtXemenjhUilPRtWaZmlbSwynQ0iLYdGHJbJOHsb3tY4FMphliFQqHL4GzQpEU5pUllgAkBCEgJFrQAPM9MJs9CfGTLfLqtbzJcWntDu7o3jDIweX+gzzFFJJuYJn8jD
v4ZIXTKN/M6lTgVJSR9kW/Pd/tiTez18XjpIIOJm0N+yqofmChkaiPPoCdon3YMGTyY0WzD5ElaJKt5idr/hijkwphOTKQlYhRvFsdNArGDXQtnw+7FPcS/HEq7h5h5MK
JSDcxIv34f8gX8ZitPk2WpqFMJWhb6NKlthR1Jm6TE+/He8p6GEGQsBKSW9S0DRG6SmT8Dc3x3uF4Z5PD1AgKK2UoYN9SjATjveFY6FuZwqyeXNkyeylSkyYk/IYSvILT
haDV2VZNV5cagcoNgak1KVRyz4yYAvcYn/ANFN6McuoVR1khwNvtK9sEfI4XYeDccN8VUuZU8cwLqWx9c3IJA2mf2TgMHOh2qraRqmLhOgNzrUen5GGlCX8KdOZZfxE2/
QrBS4mVsrNiY+0P4d2Ax8clFluRuc3nVtygkJZ2TY6ZMm47t8T2epjwGwoX1LY5hjqB8vhiiMXl/qHWshB8AT8sMzLi/aigqMyqlPBRJ1C+kWF+6/uxFs9uPHSkOh9x5P
MUbnxifGMdsjWH6cpslU4xTqQpMKQlStVolPlfBSGXmaRa0tGzTt8oLJ6k2F/IdLYokeb5GZWyZQgJv7WOpgxTpmVzBoVVUaLLV620yKh0GCkbEath4q+EnEz0V5GkWuU
02TUNCKsuJLaUlQePZbSnYlII2Me1uflhkYPIyuhk5vQJdKNd0tl11wRoaR0LhPsz0G5w/YkYCuPFKlPO8lCltJbKkPvEpAM9RG0X3EC5iboqLVBa5LmNZVth11kopFBP
KcVIUtU3ISdkRsTc4OyXI1mOa0lIlYu46lBUWk3IA6qOyR4n3TgBRn281YpgGW3EPZrUSp9wXQ3J16UpmVG/v3JiBgbKJDgz/K8qyovVdSrU12XdZlwuq/8OBbVf2Rttg
bO4Mu5xe/xBWppG9Sda9LNKntHeApWmR4+Avhdh50WVfwrmVFSGpcKVIHthJJKfkMdoADhjOVJzn6Kp0io59nkKu03AnU5+CRc/PHI5yc4uyejeElJVmSFEBmnToEA/bV
7CZnswCfE3wRt6M9lrrlLVlykUFR2HUOw4kJIkyd1Lk27o7sckBstUvZpm1UKZKFLCI5aEHsgEbq9numcOmyeRo1mRcNUNAgOrPMrIuo20+Cf445hhBnslQXByzDf2gZn
u6b92BybPytIdpqamab5Y2F9R3k4pMmDLk7ZJxDYSQdzY7xgUdjnllW5kTal/Vn6r7QVOqNrd/d0wnJ6H5mkScomadXLT2u8mZweTP+ZQfKkq+jmSNi0iJ62GOglkewyt
KSSuABuTbFGZZwtsrMwraWq1U6XnW50hZbSn2eoBN0z+10G2FSNyw6E/o9Xqy6Jj6qjU+nS0OyFMxbVa4+rAjqdzhuQ29AKjKTP6y+6aZa9bi4AckgFuRsABAnoLJAucF
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ySlbDUuW0S2UF1x16oUplaUobSGkx7ILJsbySTN8JyXqdB/UcvQ+8h5dU83zHHHG1hEOLQQQCQO0mbhJt4WwVBK2EzHMjUI5DvrSKSFJdLcBwiQBpJFpmZ37sPwJMkKam
pGwulaXUmk3HYQkEjZbkBRXH72/dtBalsamHC/w8mo9XHrTFc60ppSkKCVkAKXPM0zqUZ033sRheQ7KbjDhDLaqmp32RW86lCm+WlSSnRGqYSmAY7r3vOA4DNFZw9mNPk
Ve09StOJptAQ4hG+lRBmYmbe/C6DRpOLuKgMscoaFay/UJA5wVrCW1DUYEe1psJ64ZoVFNwllPLqRUD1hmiaSuAiFFbvsm5FyoKmTOApC2adqooGahQpqd8tKUlWoqUUl
UxrIiZA/jivAlSUWc5LVVWcF1hl1lhwpQ854gmVJTHQEb+7B4FlFzlLdLl1KW2aZ9qApSisypRSAYUqN13Cf/vB0kBYm2OU2ZJqnw3y3kjbUpRjaZ228cIzRxpHjVPhMB
h2dwnWegUe7934+eORO/pB6uLAWVNvGFRZRgjTIVttMDDEo8d7GKStbqmEOiUqIktr9seBnE2abw6G2UqQCFWJ2nATM9sr69KeffuGCKoYTL3IoKebgNIv/AO3HQxMlMW
zpz+60kz2o+XjhKPS8FJidEtXrLczGoAR3z5+7ywJNmfSkvtSh1MHbF0fP230JZopX1cKIN/wxJs9Lw0AoioPt7+0Ijvnz/IwEaM+i3Kz02m198XR4tC9fq0ogmbx8sSs
2eOUWYZ6yzQvKpajS6kX0iY0quDHkcM5LZIRlXM3ZQsan4WSFSqdUquDMdfvwFJnZscn45o61CG3lgVbKZdRBhQCdQVJCvaFyN8csR3r2UfEdTlbde5V0hCmFqhbSQrsK
UY7iYM+AxzxFOdCWXZhlJeZNc9oo3yYUJi3eegtjljIVs1r+d5KzTNMtvBLYHZb0n3ECPu6Yp6i2HGGy6tYqXgWlzpUEkEEXn7rHCUi2RfCxKu42G3jhjzq/opmax2I3v
ibN3iCtIf1hHcVCI75/PuwppzFnzPH8cWPIv+iGcKu2RMifLfbEbPT8NidAqKpreNYge/HSjTn1yXocQPtbW8cVPDe+hWuBLwKCI0jCbKpGXPEvFrQ5NNw7UVFO2AluoQ
4lKVgCJucLLH5VA1cW8aK7K+FXinuL7f8AHALR+pBriPjZi7XCjqQftmqbJA8528sdIM2VjI4p49WZ/ow5piZ9abwzsgkiR4k46UIHDSlIPT1pkD/fClo+HGM+48QCKfh
dR3n9bb1fP8MFC5MjJVHFXHLLBeqeHNCEbr9bbGG6M/JVj0lcYKcUlXDf1VtP60mf4YHRWfgcZhxBUMqLPDLKuYk6y3VtrP1g0wpQmLftYPsDdv8A9MyxT8VVld6o7kCV
VN0I1VDftImx8N8BUHs5S1HFuWV/MTkSUPNHQoF9v/KUn3W8sd2cshq6Nziqtoi5ScKsqZUClQFUzPQkftbgYbsDyGfzDh7jimqEU39G5Q6Zp085s779dxhegq0zQ5dk/
H7VEhp/hllxXeahqeoANj8sMsgOx5hj0g0wUKfhxpoKurTVtgk+fXA6OrKHZV6SVqk8Pp1Dp623fAqxInYYj0juJ0q4eTH7PrbcHCdF5ehXlekhhUI4fCZFj60hU+BI2w
yYLzHQv0lE34eFuvrSD8YwzonMdEVuekhZhfDvZJg/rLZGEbNE/qeRS+kNkQjh8BKrE+tIJjx64KYmTKwpb9IxXByCSbhXrLcfnzxzonKQelpuK3EFVZlymHZsjWlVoF5
85x3ZXkt6XiJKcup0QkOaQF6ok9Nu7xwkstj8Zf0fpM2oKm+lIjcxYz49NsNJHPCn6GXmNAlCtIClAHQBEkxt4T44dSzJ06ZnqnjirR9U3l4bWkwokhc2/jIw3rN+Lx00
GZ4yq3EF0ZeFqFwkGeu5MWNjbB9ZO8fJaUmfNPtaqltLbskBKBMDofxwrxGO6KniWtpMxoww3CHWzLa4mT49yThHJtxYFoxacxblaXU6VoMKEfmMLoncpBfps0C2n6dag
Xky2pv3jSoTE9nY4ZQLx0AZ4ySvNGa5Ih5TpVBTBUWz9ZI6eODyVWHRoeJswyiuaYzKlu6/CU6RIdAkSD3iMNWMRYdCPB3FJFfFI2t9taQXmkJk8smAoX3F/HfCzIKg1J
4zy9aqcM+2+SGQUiSUWIM7Xt54f1nThCU/GuVP8qNet/WltOm5LftC+xGxHfbA9YKxHRxplqmi8lK1U4VpU4lGoIiJ1QZG/XB9QjxMg/xgy2paW0kcsrCyUgmW0pKkm+4
CgYwPWWx4kTp+PsrcZS6VHSpYbCo7OozEkmwMG+2B6w1joIvjPLkqWHdSSEa1DSJCNfLk3sNYOD6yXqoTc41DvINN2W3igNEx29YJTueoSfxx3rNOPDP+kmOPaFa2mnCo
PupSppATJUCCQfCQJHX4jBWMncL/AAeY4so32QttWpCgCg6TthXJnr+6K6q48WFw12EjcESffiTPQjxvmyaOLjVpDgamLE38/wAcHQv4xSUzdQunQpuV9YBgi8d6bdPLA
hFceeV8LKiJp0ELVdUEAKSQBfrOKwjF5eVP4DzioSvLHQUKdSYHJStKVL7Q2IPniqsz4k9mScpQtyUUVYRJVp1gmNck+UX3w3J6cZ5SFKvNKahHqyaB1ypOkLl0QlMbKI
G/lf8AEfwjkvov+D87y95LjaWFUT0phtawrV2RcK7OruwKZjrGWj7DhJKZVJk9oCJ9/wA+7ETZjzSkUnE+Vq5HrVI0XagXdSkjtIv1ncHDaI3ctmdy+sQ1UJcqadamldl
bIdg98pgxvc4M0FVovf6N0JUjMaeldKyoq5aajqsmVDtdbThvg/uLD1FtLLZCHy6Ihv1gjSASbHV338McrJ1nANZbRssSmhLDiF606Xu0doOpJ6dO7DCqzzVKh5MJYWlT
SpaQKnUAJkkQrs3A9+O2VWQJT0bxqUocpqhIOo81NSTAX/eHfrv44HQl5TqspQxUlxFGt1IiAajcDSQFAm4kCBtg9irIxd6ndeace5K0IIUXAqp0jSY5gN4AgXnA7NEWh
JWd8IhACczpFtu6Q8gZkwgAASLcy8EnywvtOdsi5n/CgKwMzp+yYR/xRiVokrt9ZY67363wfaL1RGhrKauqNGVVHrS2tJPIr23C2ASEkhBVpA1GDgdl5aX9LFGTqDjAKH
YSBDiX4LcGQO8gbjuwysjWef8ABmnXWUVL2KdRcC1KKVvBaoN5B8SeuAyVf3Yg4nN3AeXSFV+riRb4/PbE3JvjylrRdZVQkUv1ntzcbxYdcLyJ+WJ0WsIBHj95w2Mx2U/
FPGrPD4LLralPvIKkiAQIne89OmKSiPBlm+Jq/iNmsfLyadGXs89SUgnsiSYjrY+ffbFEV9QnlBzrPah2no6rlvCnQ6628ShZLgMNgTB2B1bC2D0K5MznCOIMozT6Pryp
Drg1wVSJJj2pIIA64nsroezOpzPIMwCX3tTmlLjKwSpK21faHde0d+EO4Nfwn6T3H2UU+YoK1LVpStN7GAkb333xwlQbmjrEv05eY1OpXKewJPfdM+GG6RCcb2ZPiPIVv
VzVU3RupbbXMW0pWqBqsbjribSNPLLnhxGbUraqespXOUP7oSLDxk9O7DzInI09mFS2tSE0ji+qSIiPfg6QkwFRUKqOyWFtgJuVQB5b47SC8YxRZfTUzilBoBxQ0269wm
cK7F2MjmzAhAN4vv0GFO52QOo2CbxEbkHuwEw8HHaUVFO6w42OU6hSHRJFlpIPvvjmzoMMP0f/AEbhcKy96FSR+sObXtv0kYR4yyysGP0e/RoQf1d86Yn9YV4Tt5fm2O4
H7ZecGejPhrhJ+oqMoZcDlSgNuKcdK7BWoROxnHShXey/5SdUJOki5n5/xxQzqWBWgKUe0IHZJBkWHngzRXhk6VpHMXq6WSehP5GOpgZYU3L5ZhNpPf8AxwghTsqXyUR0
mI8zhsaKUzPcTUWWZnTF3M49YgpZUNUx/lmCMUT0CWYR6hzTLahX0aXENvjQ4WoJUk7pWkgpI8CPLA7K9CVbkFVRU61KcU0hYSSXNMrSn2AgEWA2Gkee2HQEI17Oc5ioV
DtUqqlPqt9CiEDZsDTKQYna/U4FIdF8zl9dmmVNUFa46XmFfV62240RcatI0g9Y3wio7ZecNcA7rZRrdbJXI7LY8L26YXQt2h+oTXJbFI0XGXXSAQjex1XH7JjCchxNF/
QZZTClBdqXDzkcp3Sk3mCCJ+1MX93THcM0vTLShpMupDUKQFOoW6XCgN6N7AAdQIAth+WYssgqnN6Qay0FoA3QWzt4W2weGGIOJzOkQUzPJV2gvST4xbz2wOCrxh0ZrSO
vpba1pUVFKSUEbePdhuDJaDKLovaBY+I++OuFZXEcaXUawB2BIF++RbCFnHwOtt0ne3aA9xNvjhkjHX9AVJe0SFXTcX8PLAZp8fTFm1Ohy8gix+Mx88Ka6lDpQCqEWN7d
PKcOee60LZgt4MoV0MqJ8PH78K6NPjJUJMuHnIiUpJ7Q8J2/DCpmyktFsVtA6Qib7m/XaPliiPJr+jdEt3k2FpOF2Eon6pqlyxT7ibIBI8TJgfHDI7J/0ZCnbdzPMBzlg
Fw+0Y7pgDyGGH5/Ua4srct4XyM1LbaFVa/q2OZpXKj1M9ALnD6FlHzIqrc2e9Yqam6zIJ1Tfr4DwGBs0TJaq4Xe+jFpb0KUO0FQdkwd99pOEph0WvAmaB/NKbJ8yJAcXy
23dyT0SZ/a6HvwEStH1xunYYbFO0hKGUjYeO2KGbI9C2YNocolN88UbjoAFQBKtwT8gcK5Djsr3KasbSgDODp7QJCVau2DB85O/QeOJ8s01l0EH0lTKVzM0C1OSoaw5p3
QuAO0JgER3HHcsn1synGGQekLMM8qq7KOME0GWPEKp6FKXiGxpAIEJ2mTjnFFlRUPcHeltl0Nu8cBLkTBS7tf92/XHLHRzyGu4NXmuWZQ7T8S52nNa8uqcZf0rEN6UjRB
SnYgmcOoIUaSmqUVDcspC2jdJEm4tM45oTrQYU53PtGIm4E7bYUo8x3loUiVRNze238ZwSe9niy0tGkgRBMeOFplZrQNFIplUxriCJvjpQ2XMT1pUgkphQAvsSR4eOGI/
ADwQpJAhSDsjrJ64DRWMmiTFChkA8rWekjbp0673wORsnk7Cl9wJJLe8GRPT8jDaM6rZxmpcWkm2+F4G0ZzPyDkqkt9pSTqWkdwJnHJmleP92YldI6t8VLC+UYuP27/AG
oPdItfDI5Vyin46XUVVbl6HCVgByEXgARsMMJAlT/UaeahSUG2qLfHp78DRY1WQVlMGnUqJLY2ET7QVNhsMKglU3lTqM9p302aRUIiDCo1zPfMjDTJKj7W1rKCftmTPf7
hh2Y6WzgWjkJcStAOkpHMiAqPHywvQZjQu4axQ1LqmQJCkAaTInvA2vGKdFG+iJU/yZTUoOgFK1CCAqd9u4juwvQ04QrTTuiPWWlntJTOmdUSBt0wvTGpC1brLSG2KthL
7eoOOK0mZMyPjhk2TFHPXW96xpQVZe1lERcxeN4tg9FFJZMVLAaCw+32QkOKSoABdhPcJMYVkskBSukJGp1AULAKWJkYUnwCafpA/wApt1BUQCAIm/TzvhDRixjLbLaxq
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SuwAUZF7/fEHA0HL8JFpQVCVTEpEXuOse84Yi/omutZBAjUR2SfhtO8Y7ZePEZJsMvOHlqhPj0V3YKFyRyM8l1sgpMmAkTB9/yx2yX9En8x0ANjb2ZED3CdzhejTi8TZ2
nqEaVAKiFGdh8sHoPoKpxp2NRGlJmCbdfPE4Zq2tFcxkuVuEcxOlSyQlIJAJgm3TocaUkYskvZmeMKHLaPOB9hMJ0iehTBgm/TBZ0Iz9Q6kOfqpKUL7JVeSFWi+Juiui8
yTL1ssPU6VkFxKNRQqBa4TbpgyMkMmlp0uIKyVlvtle5tse+emCxMiPp7CgWgfskSCbbiYxzZi/0SzdnNW+GapzKqVuqzQNFVFSuwUrd6JIKk9/eMTZbrZ8+azz9IMRHC
FAqJBugdmZj/AJnbC92GYRacLZl6W62ofYzrIKTLWOVLTiTqC1yOz/fOdL4HVFk0azJsvz0OqTmdLTN041Ka5YGrUNOki8m04M0JkY49lGW8sqaYRrMlxOkXgd+K7MvbE
xQUaZHKTpMFJAGn7/LHGqbCooaZaVNertgmElATPZFx8wMdsTIyScqYU4VrZTJ7RJgWkXwSUi5yqnQrWGUNKSuAqLj4YRmzHY9TUTqUlJH2ilMKg7bXwESz1sIOahU/ZF
+1f3zOCZ4grlpcH94mxkpja5md8K0epjpB8vpFcmF9hUz3+VpxyM3k6Y1yX0eyeymJgx0kb45sy4/6UlY1VNrlcgDbY995nfE2evipaHMupnCx2kxewUb7DDCvKiFL2kw
dpNjebk4qtHn1bRmq/IV11SFtvFvTIUkKUCu5BuD2LdR/94PI/t+GT434WzOnqE1aQDQtQ2txRvBPZN7nuOG4BFgaahbaZRoAccO87DyjCOdFtlxQNVFMdakoQ25fsyPl
0xyseA2XpFTxHT0wGtCzrcI6JQQT8bYfolmZ9JUkHTFienWMFM89sFWt/wDD+alhVSpISpDKVFKidQBg94BOFoWLJooGqqlp332Vtu6BrZ1qKh4E9SAMJLH7YVeW0alJT
KgkDU2Qogmw69dgcM2MqZyooWFspSrUrSkhrtGZ/wA0yJthQKzK5jV5u01bJqiAhQkLWQJuATE3uDGxtgqiqaB0uaZi1q05M9C7qAcJUeiVARvYTNwMGrCTOZVwQhxGVr
0NrJDZW9rCrosmJ0n82E4CYGRRW1v0eXF5W6mqSQg0+papQUkhQV1GsBJjbrhlQNB28wrGeelugfWkvJSI1kqa3U8CsWIH2RvtjmwplqiiZCVHtKC4Kgsq2kHvtf347Yn
QRdHRH2kGCgJIC1RHS2A6KSdp8vytBCwCHm0yggq3t4378Bh7Y2mmJEhYOxNrTefnGF0SqmwVUmoBgGQLWMiR54aWMDZW4FQudJBgiNxF/PHUNVMap2zy5KZm4PhhROmV
zDgDabXvfrEnDSHJX0zNdxHleUBb1c8hhsExqNzfoBc+7BRTnaPnXFHHb3EuftU9KpSMqZMttmQVqAkqUO/oO4YdMaZGKSqrqUwO22NgZBj3YZofY+vOlPpCFfVkWCrzi
XAetCNTnrmVZtSvsklbJDgd95Gkx337rY47/o2+SemTJapSE1rblKo9lLg7be3hcfDDIz1h+Gqqc9pHMhbzVt0pp0p5iKhmCVJNhY4SmJgw/Ram4qo/V0PKqntDi3GgpU
BWpBuoiJttO3kcL0jQ8Zyp4syphPLcqKhaH0JdaJSmyTqjYpgmD5+4wypEmGyyup81p3XaasfKG3QkhcJIIE2HdChjujuTy2ahTq9NU7pVPY1CI7tsN0VeP4FRl62bOvu
uEj2DEx3kxbAdGdvQL6OT7fPfQSCLkFMEGBtaJxyorH0iujfhDXrL402V2gZ3uLWxyrRXXwIzlb6HAfW3ghPaKjEET5X8sHrZlp6LB1txLetKFGbCSLj/AC4mVxY9sztf
XIyx1Bqal8pXqAAvuoCIA/em02wejVWHSF08V5Clt5o1lRqTqLZDZ1mIMAxG9rx3YZUZKJVOf5dR1CmXKypFQyqFD7MwDFt51Rhastix7JUWdtV9ZyKaueLplQbKYECAY
UU+XfhZrRd4dIuWKd6ncu8taBICDGnxItin9MFv6WNJUfVQehthdHFc22ktJk3k2P8Amx2Nhyf0/N/EdZUVmbVfrDpcWl5xKVqUTYLIEeGA6NcfwTyjMBQZk0+4JQlXbT
+6RBj44KYrPolEqizGjFRSLDrR6p9qe4jocP2LoXzyty/JUID7s1jv922JIA/aVHTy3wOgqdmVezMczmuOF9586ikgBMdIHTC7H/g1SlIA5krI6eyI6ePXecL0d/h9q4X
epG+AMucJFOylkFa1ArEFRABTubxhtGVXpjrVVlzlKiocrGOU4pxtpZQQFLBk77WHvOO/UreQG9nFIHWOZWM63wFIPIJBQQoiDHgbfxwy5JBKZTWYMLVQVqfq1lK1lrSk
qgHaL2UL9cEHQRNJWiyqhvWdIBCLb3MeNhjtlHkJoZzYvlSqhsKPtdjx/DHMnvYR5muU3pS+lKhZRKbHbp0xyHV6BCjzEJbUqoRsoKhHtDp5Rjv6N7Q9LTZopQIqW9R1q
A0WkC3uxzeiS/Y7W0WbepFLbiV1ZUkhelKRptNjqE74jRoh8lU7T8ZEQpijUpIIC9ZCSJtHXp1jAlD5M5FtvjCSoooS4FKsQUjTuDv8jhzJ/SDjPFDlMtJRS88rBbgHSE
6DJM3J1x7sLyWjJyAXl3F7bhW16qtA08uYRJ0iT2BYawT8rYGil+RtFzRKzfSs5ryQ/KSC1MEaRJM9ZnbFJ+GJ/WWFG+gNmBIn8BgaHEm1obRqWQASQJsd8MmM8R+Z86J
TndUd4qHbbj+8OJmiJ0XDmX5eKMVHq+skJOjzIH44m6NWkWOWqp8mf5tP9UkghYMlBHQK9+CrBWMVeoma171l9GpxfaW4SFdDYH4Y52coSK3Pcmabp01lKj2f7xO4g9fd
gqhLlC1JmzaC0VJVzG5jTp0mdxfphyW/h914LqaUej3LSWmzSKZ1ON1McsJ1HefGMURiufpaP1DHI1PUlCG2UqJclEJSTfpYExPjjuZC0RQ4y4EuCno0KCP1dY0m0EAAj
p2rRsD447UhmAVG/Wa+TSpowuSXkNmboISqw2iwk4f9QcjqfpgkFbTWke1CjIE+W+O/UDC6s0MqSlgqNhrJANt7YVnKTw+li8gPtsJaVGsoWVKjvGOR1SMuHmbWAtpFzh
RUdp3Q0vtEAG4V3HvjuwGPEsZlMWjvsqBhCjYGpcKrJ7UAJJGwHcO/zw8kn9F1PBB1k9o7TgsacbPFJWfq479J3+PXHINfAxCQJVFvsiCfInuwNE7+iz7jZMOrSkquJ/O
2O6KzgJUQhsiev4DDdB4ZXPqUXFCbBR+/bfEEzfMFMx6NeCKpbrr+WtrdV2lKJXJJJJPtd+Ggj5PwcY4C4SZQG2qBCUDYSv8AFWHqDJPkPYs7wfw2h5QTSIie9Xf/AJsJ
yejjraDUnBXDDqVhdC2TYX1Red745SRz5NB2eB+E0/VigaCE2CbxHdvinJkXkMr3fRzwQHFacqp7E3hXf/mwGa9l3QZNl7eUKyttrRQhIQGUSEhMkwLyL4KI52CZ4U4fa
5hTTCXQUuzqMjUFwZPeAcHSM00KvcH5Cqu9ZLN9ZUUydBXO8T0iANgOmF0jTJY0WUZfT1Lla02fW16kqdKlFUOK1kXO0gGOmO+CZR0GDJn3dMNpEEyC51GD5jCGmAjerl
nffrgpC5DybGdu/BZFV9F3SdRHn+d8A3RrQWnUeWreZAwERzSEGonqR1wxCStdJLhj8n44Rnp40hmiu0o3mQI8YwUZ/J0HBIthmzNH9Kd5Stdz8e/44mz1cULQ/lSlCnN
z7X4DC7O4R2oLTdO886klLQWpRTZUIkxh4kwrNSFxn1M0E6mHGSUBxaF9mxWGxc+1vJ7hcxIwUiOS3QGo4qo2WXni0sBtDTsSFKUHIiB4T+bYImpB/wBJKV2odZWwoqZX
o1ggagNVwevsm25wGWjI0Ot5sD6v6s1qS66plSQtPYI1XV3/AN2fHDaI5Mmz1NnrTiGXAyqajmKQR20w2T7JG6jEhIvgbCpBucR0ri0Jcp1DUwajmAgQAojSo99riZHuJ
x2yktkF8VMobdIY7DbSHgNaRIWqP3rDv3PQGcHZJtjDeftc9aCjloS6hnmFYglaNYVfYe/AAzyc2p1hs6CVKeVTqII7Cgoo+sV9kGLA77Y4abME5+khwu06WlZdXApUtK
4DZFjA+1eY93jheylRs4n9JXhPlavo6vDu8Q0QDfrq8umO7B6Sx4Z9N/DnEOYjLqahrUVHKW7KkoI+rTJEoVMeO0Xtjtjc6Na5xC21zCWlw1y5iNJ5myv8g6r2w2yN1RN
edtpUpPJWkh4MEmwBP2jPsp7ifa6YYBBOcNOrQksOJ1OrbGrskFA2V3KPRO58MApNHGs/QoIhhyFIcWE6bgInsx1ct7G4x2hbeyZz5oNagy4fqef2O1aYhP7RH2yPZwND
IG9mzB1lbC1FpCFahsdfUHqgdV4XRScxNedNtqUnlKCUupZ20pk31HuR3KO5wyRNvZA52CsNpZWjW6pqVCNJH7U+zPQbnvw2hf4HDLb57YuL6rgnwPfgOS059D9Dp5REA
QdvcMT0L7iuzHNMryfK6jNcyc5dFT6lPL0lUJ1xsBJuRYYaWK22ZZz04eioiDmKlAiSn1Z4/wDt9mJwOgLDQL+u30YHtGuiQNqd7V5Eaen3Y5ZC7wI636avRS3tXkq1CY
pnY29r2bx39PHB7IvFRIem30Vi4zAgqUQqKZ4Gf2jCdj37+WO9oF451n04ejFNvpHQ39kBh/v6jl4HZZ4tBP68/RZy5+kSpRBJT6u/Pl7O+O7J+ugSvTn6KoJFas9kSn1
dyT+77NyPhg9iLFRz+vP0XKKwuuIA0wo0zx1ePs3j8zjuylYSTXp09FoKtOYKSZgk07wnxsmSPP4Y7sRYDv8AXd6Kd/pC17GmekWn/wAv3YHaG9JAenX0WFIBq1AaSQPV
3LQfZI07nwtju0NWM836dvRchOsVi5CAYFO4Cemnbf5eOO6F9dFxkPpF4Q4g568pqFPN03LSsltae29OlKZFyYIjDdHcMthnGXqVy9Z1czkIABVLm5SO8i8xYY4bgk3m+
WHQG3NZcK0oIB0kN+0oGPZRsTtgk2jgzrKtCHOZLa0KdBII+rH/AIh/dtYnfHbOnHtkP6Q5cAouHQEoDqiQeyk2SVWsTNhucDZoeH4FOb5e0VhSiFN6EuICTIW57KI/bM
i2ORAg9m2XIJ7epQc5AAST9ZuUjxAue7HNnY8WxFviKkecCFIWCTpSYBGmQAo32JUP4DHKi9+PotEtBB8do6YOzO/g7Rp+rMbT+AwoBR7LKavoHKasYRUUjupLjLgCkKG
smFA+WOkGQqH/AEbcEpY5beR5fqsB9Q3qgeJHj54LktgyCaPRvwk46ofQlFq+1+roAEXHSBf5Ylya7pJD39W/AyVaxkdBKiFT6u3Ei20QPKIxSYPOvK2wb3ox4I0AIySg
1hRUJYRMnfp8jbHOCvj2wCPRxwkpz/BaGUkiTTtgX3+zGAkaboe/q24GCRGR0GgW/wCXb8u7xw/BgvKyL3o04JCClOR5fJgH6hsGANtrYHrHx5WCb9HHBpKh9CUIO6ppm
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/5cDkvVh1+jrgcmRkdBpBkRTN/y4OjLWRkT6OuCAjQMky+fGmbB+7HcjxZBPo44Jm+R0HZ7N6dsCP8A44HBZ0Tc9HfAypIyKgg2MUzYt/8AG2Doz9sboeF8jy5h2noKGm
pm3yFPNtNpQlcCBqAEHHaHnIHGWMqUoltNykrJAuUbEmNx0wCvs0g5y+nKtfLTJXzAQkTr21bWV44Yz/8AR5zK2whIQ23qQVKSNIBBPtEWtM378LsvhWhZnKUAwlpICAU
iUgAJO6dtj3YBorKMuZdTdG0FJSERpHsDZJtt4YZGB1sXr8uadTAQgrMFcgSY9nzjpgM0ePfIhT5GxzNSWEgoXq1ERCu/bfCmrJk+Fu41JJFwdsOjzq/ZhaTlJagkTJwd
hM5xzxbmXBFe63SIaq6V2VoafSQUKVvCkFNvA4lNlbxoxzn6QGfJP+GURIm/1n82KPITWM7/AGhuIQhKfouhtPR7/Uwqo54tnP7RXEkf4XQfB3/Uw3YkeOiH9obiT/8AG
0Pwd/1Mc7KrAiX9o7iewGWUG3c7/qYXoS8J7+0hxTv9G0FvB3/UwPYxfxUQP6RnFEf4bQW/dd/1MH2B/GR7+0hxNAT9F0EeT3+phuzvQRH6SXEoV/hdD8Hf58Dsf8dHh+
kjxHv9FUP/AHP5sL2J+MiZ/SN4gNjlVFb/ANX+bA7D6Do/SP4hSf8ACqI2/wCr/Ph+zvx0Q/tHcQAH/hVFIm/1v82O7A8CPL/SS4iNvoqh/wC5/Njuweg8n9JjiRIn6Jo
dv+r/ADYHYceBHU/pN8Rz/g9B/wB3+bC9FFhC/wBpjiFWmcoobf8Aq/zYbsS8IVH6RGfOg/8ACqMW6c3+bHOzoxk0+nHOXDfLaTb/AKn82B2NwMt+mvNyAn6OpNuvMP8A
/WAqD6tjtH6VM2rHeSaOlRr+0lK5/wD2wexZ8dH1bhzhdqpypupfeUXHu2dA0pEjYCcJ0W4P/9k=</Data> 
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2vqIY5XyU73Wkdct2sSAPp/JMGVvtlZxGfs5yPIBB3bcgEki+gvdDIfiL2SuYKaSSzgGho6WPM7yLgQEwuQ2qqnSNDoTGxz2XJ1sCNW6fqiZbbhRoXCKdx3RBdUPO0blA
ZhbRRC4jUEgdEDUAqoO5VAogVAqEsqaIzR11PJI+PwyRycEsO97Zr+habq4TK4yRhubMLbX/JFyiZ4M2QyDNe1vPZDIYGMe5oPM/3lvXRBF74hKHF3Mzky+b7W/VA+AzJ
kOrc2b87qCy4RUWxMa97x4pLZvloEEWVEL3FrHXIcWfNouUTKT5omGz3hp8/9+SGTzxh+QuAcRcNJ1t3QynZAKgQIEZi0HmGpHrsoEx7Hi7HBw2uO6CSAQIopnxFVAoKK
2jirac08xcGkg3YcrgWm4sVqJwMMf2dpo5nTCpqrvNy0zOy73Dbdh0V3M4bp6OOZrA5zgY/C5ps7S39FMqTKJrH5xNKf7JeS36JkVHCqPjOmyniPN3uzHU7JkwbcLo2uB
azLbYAkDQ5v1UyYE2FUcznOc3V1ydT8W6uTCFThkdRO0uLmsa0WLHW1aRlFuwUymFjMNp2PZIC7Oy1nFxOwtrdXK4aCB3RVNTRioDLvewsdma5hsb7IFDRCKXi8aR7rZR
ndew7fM6omFZwik4jpOcF2ps7vuhgvuqA52HNlNiHZua+t9VMmDbg9GCHcxI0Fz0322Qbte6KxzYa2ad03HkYXgNc1pGXl20IViUKLD5maurZXO3OwF/RMphU5mHz4hbj
P44sTY8pLdh8l1nSvFd2OEbKeljpmFkRIbe9ibrk1hcsqECIUUzuVpD23+SuEZa+rdR0xnZTyVLgWjgxavNzqR6DVIglhd9omMkYx1DWG7byPbES1jtOTz33Gi1tTLY7E
A0McYJcjhcnLq3fQjvos7TKVPXxVDsrY5WdfeRlv6phWeSqrIa6RgikmhflLDawbym9j15gPqqEMRqmMZxKSR73C7so63269FMGVn3i68bTSzc+W7sujc3e3a6YMlNiMk
VU6EU8kjQBYtHrmdvtsNt0wZEdZPLO1nCdGzUuc5vlo0Hvc7qYGvM3qis1VicFKQ1we57gSxjG5ibeisQmSGKU5+CXp/wBMncX/AJLW0yk6rZPSSui4gIFvC4P7aDdZwZ
VMrakxx5aaTTR2bc2u3W/1TCZW0lVVySFs8BjadR5abKK2XCKw1WKw0sj2ysfZjQ7OBdpvvr5LVazPZHFrftRDUng0pe2M/HlPMP5BfS0ek2/VbmXObFT0tUyWKcwPezc
NZo6+mW/YLOv1MRmteViHcpauaaaZskeRjDZp0P1sd7L50w3DZustGiAqKR3K1nCJZi6xPRatbKRBLKjbrqmAwUwEXIEgaBC6BcNgkMoHO4BpPkNv1QQ4rTIYwbuYAXN7
X2+tkEXSs3zaDQ+RG4WhEPbewIzfmgtaTdQT6oJKAuoFdFcPHRU3a7Nen6NHR3mvo9FNMY/yc7QxYW+mjqW8doy/CTs0916Opi80+lK4ba/GL3ipTYbOl/0rz6HSe9/6/
wDWpt4SwSnqmvMx5YXDUH4uxH9VOsvTG3vaPhK5dtfPbCBKAO6qiwVQWCuQuVQZqim4r2vbM+PKNWtOju11cphSyiqOldLuSdG9TfstZTEtkUZjYGl5eR8Tt1nLSWXzTI
MpGxQGqyOdJh2esknzObo21ups4E/IHRaymDNF+ztpxKcgOYn4nc2fU+qqox4aGOLuM/MRZzjubW/omUwshiMdU88RzjkGYO21JOgUlWtt1JU9e6gL32OyofN3UEZIWSx
mKTVrtCtVtNZzHeB5iso5KWYxu23Y7uF9nS1Y1K5hxmMNODw00s5E2rxrGw7HuuXVWvWv09vdau3VVkNLHmkP91g3K+dp6VtSeG5nDmUuL1MtaLtvG/l4benmvbqdLSun
+Y92Is7i+a6EgRIzanc6IJKguEQst1VGQdkCIsoBFCAzKCN0AikWdVUQINvLugGtF83XugmorHis1TBTZoB5Pf1aPJenpqUtfFv4Zs5GG4g6mm5zeKTx+v4l7uo0N9eO8
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dv/ABziXpAQbOBuDsvkuqSgz1tGyrhLD4hqx3Yrto6s6ds/2zMPI1dLUtqGls8lLLAT4LanoTe+y+zExavmJcsHFhWLYjUF/wB4Sk/E8tZYD/CudtTT0a9v4MTL1mH4dF
QwtjaTI+3PK7xOXytbWtqTz28OkRhqXFoIMFSKqoAa+mIDX5iBKzW3Q3C3ise/wiPCqSJGyU75GyWuHTM6drWV+n7vg5RdSl7Y2Poi4RABhM7b2Hmr9Pn4TCT4JXue/wB
ke1z/ABFtQG699Oqn0/d8GEeBPp+yyXb19oF+g17+FPp+74MA085t+yyCwDRapA0F7beqcfd8BCklBYfZZPdkFl6gG1tt7px93wIiie1mQUsuXa3tXT6px93wJmCbm/ZH
nOQXe/b0GVMV+74F4krWgAUZsP8AusUxX7vhcjjV/Si/zWJtr93xK5Iy1x3o/lxWJiv3fBkxLXdKP/NYmK/d8GUZameJhklpcjR1MrFqtItOInM/tKZc932jIdZtG5w78
RoXqjoZ+6I/tN7XT4hJWRnJS5m7PaZGde4XC+l6c82/2u7LhYhS1lLJ/wAseE/we8afkvpaGrXUjvzHdzlswjFaptqWSnuD+6JkaPkuHVdPE/XE/vwtbO1x6wC5pNB/3W
L5+2v3fDeXLn+0U7ZQ2KkzMB53cRuv91e2nRRNfqtifZibrqmnkr+FP7KR5iRnM1c9PV9LNc//ACVnlsidUwsEcdDlaNgJWLhaYtOZtmf2VPj1v8H/AJrFnFfu+FHHrf4
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mLnSNLnG5f4tyTqmZVT9x4bHqGO8Rd43bu36+SZTC8UcYp20uvADRHw/L1FirKskmBYXI0sdGS2+2d3XTTVMzCYQGH4JJVOha3LK21yxxF9c2Ukb69FuaXiu+Y4lOGeuw
WCmp81C3KxniYNrd9V6ul1/8LdvZLR7slFVyUkucE5T4x3C9etoxqVx7+zMTh16/E4o6ciOTPJKOQDoD1K8Gh09ptzxES3NnNwimfPVtf8A9OM5i7zGwXt6rUitJj3nhi
sPTNv3K+O6suI0Aq4tDaVvgd/Ir0dPrenP4nuzMZRocLjpRmJzTdX9vRXW6i2px2qRGG2x7rzNCx7oHbzRlJAWQJFRPiPqUt3lYMKCitnlp6V80MRnkbbLEN3agaWBWoS
XP+/pCx72YXWuDdQeG3m3tl5tVrZ+YTLZR10lQbSUk1ORuZQLX62sfJSYMstP96wtAmc6Uuq3fCDam1y7fqnBycstbDVyyshkmjJa1ouNjq5wb2F/VOFW09ZWyStbJSGK
MucHPd8IA5dPMphMqZKvEYqqoEUJqIGnTuCQ05W/UqCT6qo+7hM9p4j36s1BDc+jRby0uqMeM4jiMdLaGle3Mcrn7btBGvqTf0Xp6WtbX58M2mXn46mtDmuEb4nMIs9pA
JsNd7r6s1iYxPuxl6nC8Snrc5liDGNFi3c59Nv7J13C+Nr6Ppz+PZ1i2WHFaEU8nFjHuX9Pwnsvd0uvvjbP6o+WbQx0zYZJ2MldkYTq6y76lrRWZrGZZh6uGOGCMRxNyt
HRfEtebTme7qsusqMwVBmQO4QF0BcIhohoEUVE+I+pSe8rBoKK2sgoqWWrqDaKFuZ9hc+gHUnYBVGOT7SYHGM0lbG3Qu1vsN+i1ssmYSg+0GDVEjYoqxjpX+GPW/hLyPU
AKbJhcr2YlQyPa2OdrnP2A/35KYkycdZRTSe7ma57Gk2B+HS5/JMSZUMxqheCWl1tLHLoQ4hoI8rlNplCbG8Kom55pOFne8WI1LmaOP5brpTRvecQmYZaf7R4LKyKN8vC
BJcx58Ojtbv9TZdtTo9Svb6oSLQtxXFcLfSSR+0NLiwyNt/YIvr81jQzXUiS3ZwYKilqBLllGeO1gfi75e6+re23Ge08OaVFi8UE7XxSB1zlLPxKa2lF64lYl6wOgrKe/
iikC+L9WnfxMO3EvNVtK6kmMbvDux3cL7GjqxqVz/blMYd7C31BpQKgWt4Cdy3zXzOpim/6f5dKtocF51SuFQIBAXCBohogzOsRa9+q6RaIhMFZc1RPiPqUnvLUGEFdS6
RkLnRR8WQeBm2vz7bqwzLC0yvkhfLhYDy3K+S7DkBOo28rrX8ohJUYizLwsNboSXat8Ozctutt048ibq+ojGY4Y/TxFpaT5WDdTdTEeRY+Wdjn8KjzMDc0YADSTYde+4s
iqnVFSYmCXC3OLrXaCw2I5v1Ce/ccXHWYhnNS2hPD0ADi05XE823Q/qvpdHqVxs9/9udnMfLUcQMZQl41AN2D0tfuvajXHiFfRT8A0QkZezw+2jPnqvPbRpqRmJxPmFzh
GhqJYqpj2UN78uRxaLh922zdLaXWteu7Tnn/AKCO6/EaCSG0rMOMcBIDmjKcpvbNv4Vx6bX3RtmeYWYQw+orKau9zE+dklm8O4Fupc2/yBCvVaUWru7TBWXbdU1r3N42E
uOTmaeIx2vkvmRbHae7ouiqqt7Jj7HZ8ZYGw5xmIcLuJ6DyWTKxklXLBNmpHQShvugXtNyW9xoLFBGP24WD2k3eLnQ8gYL228TgUATiYle7KHxc3DjFg74QwZv8RPyCvA
zuqsTbU1RjpDPG3SFwcAOUDl1O9zqnA01Mlc3gtgp+N1qHEhlxl2b6n6KCiOoxeCIvqKfiW1uHtYGjsfRVHSpJXTU0Mr25HSMD3M7XF7LIuQJFI+I+pSe8rHYXQZ6+/sr
/AN5rYXhF5NSPDZWEcwVjYxPeasccuQuMN+GR8Q0texXTGfDKbJHupm3mqyS8cN5hs8cpGrbbddVn+hCGScy8EzVYdKDeWSNoaHNvt0FxtZJjhYZqvG4Y6iLJLUmK1pMj
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NXHYL69pxGZc1kFRU0kl2EscPE0/zCxaldSOeV7O7RYxDPZknupfPwn0K+drdLanMcw3FstVXTx1UJjf/AOLux7rhpak6dt0LMPLyNmppy08skZ3/AEIX2a2rqV8xLl2e
loak1NO2Rzcrtj2PmF8jWpFL4dolouuKhQCBohqgQLRAroJIGjJoBBFRpF3iPqVbd5I7HdQNUUVNXTU4vM8DsOv0XSmle/6YTJUlTT1TM8XQ2LTuFdTStpziSJyufGx4I
cLg6LnEq8i+N1LUkDR0TtD6HQr7kTF6fi0OLsYl93yUzZ5f3kjbxZfF/wCl8/p41a3msdonnw6ThwcunkF9NzbaPE5oCGOvKzbL1+RXl1umrbmPpluLO3JQ01Vw5ZWG7d
gf0cvn11b6eaxP/fhuYiV+VrdBouOZVMNb0REgxQFlQZfJAww9kMoll91QcNRRkQO1kQWQSRBdQCKiRzn1Ktu8kdjCg5uKYj7N7qH9+dz+Ef1Xs6bp9/1W/T/tm1nKpcO
q60mVzuU7yP6+nde3U16aXHv4hiImXXo8KbSScRkribWcLCxXg1upnUjGIbiroC/deZp57HacsqmyjaUa+rdP6L6nRXzTHhzszUVBNWyZWus1vicegXbW1o0o/MsxGXo4
KGCCLhDavid0+K48XqvlX1bXtmZdYQgwylglMsTbOO19bei1fqL2rtmUw12d3/ACXBQL9T+SBW13RUSD3UUWd3QHN3QGV34kQ8r/xfkqHld3VTJFr/AMX5IDK/uoos7um
RIXRDsgSgR8R9SrbvK+wUHjMQqJs8szYzNIX/ALu9t3W38gvv6dYisR+HGXTd9pGupT7HTPZI1zAyOUZRkuMx+l14I6K8z9U/y1vc2fHcUEMPtGZ0ruV7aYWF7XJ72Xrp
0unHtn92d0oUv2grnRy8ETBzSG5ZBrrY3F72tdNXpaWj2iTdLt1rKqppHSyjRgY+Pw/Fcu8PYED5LwdLbZqY88NTCvAWzipL2t90QWvd07hejrZrsx/l7JV6BfMdCRUbu
QK5uig3QLm0RVFbVmki43CfMLgFsQzP162SsZRimxw08rmSUdSWhwa18cZfdpaHZrDzNlvYzlJmPQmNsxpatoeS0NdA7NyjNcjzvomwyf8AxBGNDR1efTl4W99LB17Js/
ZGukxKGqcWxslbYXvIws7d/VZwNaihAlAwgLhAkVE+N3qVbd5I7GoOJiOESmV01MMwdq5nUHyX0en6uMbb8Y92JqyR4TWvOrMg7uP+yu9uq0498/sztl1KbBqSMXl967z
0H0C8d+svb9P0w3scWqbF7U9tPrHezOv0+a+jpzbZG/vhzl6eKEClZA/XkDHD5WK+Na/1zaPOXVZGxkbQxgytGwCzMzM5nup5goFnagWYIoUFHtcftD4CCCwBxd0sQdvp
ZaMrY3slYHxm7TsVBLM1TkGcfRVAJECdKxrcznZR1J89FBBlXE+PjNd7sEguOnhNjv5q4F6AuiE4gAkmwG5KimCgFAIInxH1K1bvJHY1AIMNdijaSThvhc7S7TsCvVo9N
OpGcwzNsORU4nU1Xu2jI12mRu58rr3afTUpzPM/lmbTLdhmE8MioqBZ41Yzt5lefqepz9Ne3vK1q6wK8Dod1EKwVUrBQFh2TIxPrcz3Mp4zLl8ch5Yx/wCR3+S6bPMqzS
0tRVe9eI+XUZXu0sD+IEdSk7fymIZo6KGapu6KcZ7AOLwARvnA67qYwzhqpvs/S07mubJK7JYtzuzajL/pCm42ulw3agG1+tlGlNPSTQ5c1S6QDo4DXb576/NMotlp2yg
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B+oac1vMag/JBTJhsMlGaN5JidbN+I2dn1PmRqrlGnIop5T0/RBgqcOuyodmfK18b2ez3NjmbltuqjbTQCnp4oAbiJjWA/wB0WUkWrKhAiOY+pWp7yR2NA0Gero4qtmST
Yahw3C7aWrOnOYSSpqCmptY2c34zqfqmprXv3kxC8ri0V0QlGkTmQLmQZ6yS2WLWztZLfh7fNbrHuM01XDFkEkZ01bG3pflDbDvdarSZMMkX2ha2WSIxCzfCwmxA219ba
LpOgu10Iq2Ksjtly5Tlf3Y7oR5LnNds8pMNUUjnAgjmYcrvUf1WcCwE31Cyh3d2TCDn7JgAvfVAyT0CBi/ZMAu7sqJDzUZS3BI+a1FZlMorLSJ8R9SrPeVjsagaIEUroG
gSCNlFyMpQRsUVzZ5ImYhKZ9GNp2uDtRbncNwuuM0jHlXm8ZfPDUPmc/NHM4ujto5jxytHLbYc3ndevRiMY8N1c0YrHJFRRDOTC6SOSSYZJLHa7hpa+3/tdNvMtY7u/gt
QXxVBbHku0WJOmrhkGtu68+rXmGLO9RuBqqto6FgP97LqvPbtDDbZYRzqyqqWTcOKeKG5y5phdo0u22oJcd+wC6ViMcxlymZXmtgigL3zNldE1peWfEXjlsBfx9As7Zy1
uiIUS10vDAexzXj95FCecu3yNJtsCLnvYLUVhibK6DGIjRUzquVjXvbZ7nOaHB5PK1ze+XUnZW1OZwtb8cp4hjdLT0xfBKySUuEbA057OIzXIHZuqU05mUvqxEL6fF6Ax
m9Uw8OzXyvswOdlzXF7DYE6LM6dvC7q+VjsWwxl89XC2xIN3t3aMzhv0Cmy3iTfXzCmpxukij9w/wBoke7I2KI3J5sjnddGdT5Ldd0fhJmG/bRcnQj4j6lLd5WOxhQNUJ
AkUaohoBQCqCwRXOxSgZMYqnKXugvmY02LmHfbqNwuunfHHlYn2coYWzEGZnniQxOHvCQwuaNXNFtrba/Vdo1Nnbu1nDBU4JwJWRulPDmJDHSsDco6AOaTmXSNXP8ADUX
aqCBlNTixPs+fNGG8r53DRjLdW91i9ufz/pJnL0NFTvhi94byvJfKR+I/0Xlvbn8MpTSvBLYtxa7j3d4WgeaQ5zKmbCqKfmnbnflc0vuQebcjsfNWLzHZNke6tmG0oq2S
QjhtpvhaBZz7ButwfC3TRWbThIpGWmako3tlM0bS2Sxlv1y66+lliLS3MQ49ZLhlNM1sVHG582ti0tzMMZa5xPwhrLDUei9FItMd54cL2rE9o5a2f8OMiY7LTtbK0yt0A
BtljJsR3sFifU/PDWdPHstp48BrONDBBBK2M++AjGTM67d7WOg6LM7475WNstf3fQAWFNFbtkb2y9u2izunyu2PCbaenY8PZG1rmggFoto43O3mpmVxCyyioHxO9Slu8t
x2MKIjNE2aMxuOh7KjIMJiu0+0VHKb/vTva36K5TDW2PKLBxPmdSUVRPQMmkEjpJGkW0Yco0vv9UyjVqoqqOnbHI+RpN5NXAm4v5DogtQNAKoy1GGwzNkDS6Li6SZNneo
K1F5j+Fi2FMlBPKxsZqGlrPAeE27dLaXNtld/4MrafD4oJDKS6Wc7yyaut2Hb5LM3mVy1LKIGBplEtzoPD0v0P5qsp2UVGONkbAxgs0dPXUopS8IRvMhsyxzHyRJ7MrcO
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NSZSa8uvivJAXJ8IPRpZASuZJOYAk5rMaV9q74BWZ8KnQmUdLM1OuMOihLbktMJVnmMi3AVfpe8H/AMpn0D/5cBTL+FvoChKwrEzmtavaH9Cokfq4C79L3g/+Uz6B/wDL
gD9L3g/+Uz6B/wDLgD9L3g/+Uz6B/wDLgD9L3g/+Uz6B/wDLgD9L3g/+Uz6B/wDLgHsG8IvRDG8Qbw3DJ4vTb1xbb2TqK2JK1ZrQBoID00AQHjsU6JYP1pOzjzkxLifTc
tTD8yCXdFEob4QCAkZZ5eWAy2uiXRlTje8vTFzRK/Fvz5WElNuRKqitB9UBqyvg96MOlU03vqVqUar32ZuVTKpq5XQc4BWY8HWCNTaN13hDSE3zPsuZCi2oqUoItXWpVn
ALzHRPo2txwzEzMqYJq6lyYnuwaVBoq2A0UdAui81whU8tpxtK+KdmuJJOQKVOeTnAWp8GvRlPZ3xOd2U7MjiPP2zXOAlMeDfo1NGsxvbpts4pyY7OWXb8ggJHwedH1JW
lS51SXE2LCp2ZVVOtOJw90AjN9BMCZmEqLk9sG0gu+zZpSqLKk8NFk/TAJN9DMDsNz0wtlJAV4+fGXcUldOUA7h/Qfo5NcW0nVudpbom5xuqqlPZW4FZUgGj4NejCg4lW
9qDotcBnJg3AZgGrkAHwZ9F1drfDzznJnvu+E7xWAomfBN0Km3S/NSz77ppVxyZfUo0yFSVwCE/4H+hKWkiVkVB5arU3PvU0Jz4j3QCb/gt6EMTFi5WgTbtE3TauQraUG
kA614IOg6hslyStts79ol562qiacJXXKkByX8C/RFKk7xL7RIHEEuPJJPf7YYCf6H+gjzTmykVoWCpCSX3Tmk0r2oDiPA90JZllrmZIuLRcrxbz6QQMxqswHX/A10KW2k
y0oW1a8bryh+5wGA1MB8GvRTAp9jEpCWU3PMAgObVxSeNJQrhWpQ0JgPVwBAZE9JYmXn3m59bLFEltPCQkit9Rsyaac4DNS5PKdDfWi9aZIWf/ANNIDVl8Mc2f/qEzdU7
S1SKX14qVb74Czqld9+/zVxFK3N6D/L8sB3qx35QmvO3+XAKLwycM+kNYjMBASC9Ut1KeOgT4v30AstjE25pMqrFHb1UtJRkqvlS3aIDSOHrTbdiMyCo0GbeuvwfkgJdW
O/KE152/y4DnVK779/mriKVub0H+X5YDvVjvyhNedv8ALgOdUrvv3+auIpW5vQf5flgO9WO/KE152/y4A6sd+UJrzt/lwB1Y78oTXnb/AC4BWfw2aCG9jiExtb+C5TdK2
q+bgISdJgIScQmw6QK1tCakciWhAOdUrvv3+auIpW5vQf5flgO9WO/KE152/wAuAy0szMvML22ITG6rUsNBFql3hXFdRqlIDR6tLyFDrCaKTVKs2/oI9rgJjC3Bl1hNfa
b/AC4C1iRWy4FmbfdA9w4UW/uQDANQBAZ03jklJrUh9LwspVQZcUnPTMA90BWOkmHKoQHzWtviXM6ZmnDygCVxVsIUd3muJalD2O5oo1HKAu63a+LzX3dz1YA63a+LzX3
dz1YCjrhhM4VKYmQChCR4hzW5WXZgOjpJhpFRtaa+1L5fVAUzHSHDzsV0esS5Uq2S6DhPOnlgLj0kw0a7X0S+eY5QF3W7Pxea+7uerAHW7Xxea+7uerAHW7Xxea+7uerA
HW7Xxea+7uerAHW7Xxea+7uerAHW7Xxea+7uerAVP4mhSmSJaa4V3HxDmlpHd5YAfxNClMkS01wruPiHNLSO7ywFvW7Xxea+7uerABxhgUqxMiuQ8Q5+EDSqXxNCErCpa
azWtQ8Q5oVEjlAEviaEJWFS01mtah4hzQqJHKAt63a+LzX3dz1YC1jEG33A2GX0E+6caWhPnUKQDUAQFMxLh5BtOzcNKOhIJFpqO0DALIw50PBbkwHG9VNbJsA/XSsAzL
KKkKr7lakinck0EBdAEAsW21z9VpCihtKkV5GqxUQCysKmC84sTKQg5to2DZtqa9qlTABwlzaXbwLDTaI2LfFQU1IygOdUv3IO9cI7adi1xUp/y9wgHgtW9Kb9yEJUB5S
SP9IC2AIAgCAIAgCAXm51qWTxZrPZQIrNtNcWG1/6fLGLk1OvimavcgaJjLm0vQitMVfr/wCt9oLDaQ4arpxERu8u2t8eEoIEAQBAEBlzyMYS8881NJblUpCkJKblVFbw
eGtNKU8sAkxOYlMOJaRNpS6oEhtTSwTbrUqQKQFxw7FVEKlsQKQfbkZEB33dnBpWAkMMxknixNaU09zYTWg983pWsBdL4ZP7P2TiLxcrq3swKctW4CfVLl9/WE1cRStW9
B/l+WAl1a98oTXna/LgDq175QmvO1+XAHVr3yhNedr8uAVmMNm7yZXEX94AFyXCihRxUGTXfARRhuN3i/EVWVF1La286eL1gHOrXvlCa87X5cAdWvfKE152vy4A6te+UJ
rztflwB1a98oTXna/LgIOYe6BTrOZSpfCg+KPFT/pQGXOS3SKWav38q5XClB9PBFbTpvgxxe2pZO54q6sX4gQpfaWqhAP2YxelP41/GPHpvNyC5CW8fPvB08mtnn3dpus
bcVebq+a3+6gq0Z9yZTbOzKgcrAW9PR0jOLTt1W6ekU/yedw/FFuVk8TcLY4VhyytQTdS1uNnnG+rXvlCa87X5cBYxJONOBapx90D3Dllv/ahJgGoAgPOT/hB6HYbOOyM
9ijbEywbXWlJcqk68kkQC/6UOgXyy19l31ICmX8JvQRCV3Yw1mtauy7oVEj3EBd+lDoF8stfZd9SAP0odAvllr7LvqQB+lDoF8stfZd9SAvc8IXRBtVrk+UnLIsP89P1c
BD9I/Qu63rLi97sX6+bZwEx4QeiJFwnzTWuwf8Ay4CgeEHogHlzJxDxNgRtNi/SqSVKFdnyBEBcvwidDmzReIW0NM2X9e72uA7+kLohcUb/AMSe0Ni/l/44Dh8InQ4Vri
FLRVXiX8h3+1wEk+EDokpKVJniQtViDsH81HQDxesBD9I/QypT1lmMiNi/Uf8AjgKJ3p70QcS2k4iUC64q2L4ITaoV9rgLX+nvQ11hba8QNjgtrsX/AHQ5eL7oJidTuGA
5046HbRQZxVtxHJVq/wB/DGFo09XFl76/fsf7c9FFKG0xVtI0vUHDQfZiI5WtaKVmWrK+EXweSyaIxhoqPaXY5U/9kbxXTy8mW155RR4Teh7WScQQsKcUpSrXBwlR0qmK
zdrTprWjc8fBn9KHQMa4w19h31Iu55jXEm8L6d9EsXnm8Pw7EkTE07XZtJSsE2gqPaSBoIIeggCA+PdIuhCsR6aTsxO4IsyLru0dxEzOyZ2GyzdK87SFCltunngHsP8AB
b4P518y9FbUAqCWp1LxIBpWgSCIDr/gn6EtTD7IaKtlbQb9RzMA8aC3wa5Z5iAh+iroXc2N3Xx0r7PRlU097n9UAHwVdCwgqMuoHUVn00IzBzt5UgODwW9CbQssLFbij2
ejOmlOHnn9FIDRHQXBm1JZbmp1KyaFrrUpIrxaAcznARb6EYG68gMTc85MOI8aBihuBAoE5AkjlANL8HrSheV4mV1oE9Zr0oc+z5BARV4OZRx50L6x2b9xeWMRIC7hnVA
SNdDAMM+DLCVpq9M4m0pJBSN+cV2c0kHyGAtPgwwQpKTP4oUqFFJ31yhHcYBae8H+EMMbvvmIONrBGyXiBRdom0XDMZ5jSARf6F4FxFU1POiXAJ/tQlSFjhCaZ0pkKwmV
q17p1HsqOjWDtqeO+zqELVcR1gsKcoLAVK/dGXfy7p6WOzUfu+Wp/sN0eUltSsUnaOglyuJqyCh/3A6Rq8+Y0k34OpZLSSlzE0OIIShAxJdAimoUBl3UpAIDwP8AR6l4k
X0uLBKqzl1FZ68GfKImNr48k0tuCH6MsDQ8pqYlnW6DXb3Z5ZdmMPD1q2i0b9SSxnwcdHZORL+GyL0zNJpawXjxHny5DOkWm8yxp09azvz8DDOgWELZD2LSK5ALdWhlD8
1sFraSUgO2LQVDtaRNafLPN1OuK+flsSXgj6ITqkqEu4prMPOtzl9qx7mlmeVDnGrgmdvQ4B4L+i3R/FGcVw9L4mmLgi925PGkoNRTuMB6+AICuZbW6ypCDQnvoR9BqFf
wgMpGG4q2QtpyXQ5pk2kcOXMIBgLZhtcvIOTE85tFoBKkoS3RRrwAXIJqcvrhEbJZS8Xw1hbTU3VC9OBttQQquSANkFV56RfsmfCneu62wpSFqBdU2ntK2TNtSLgKlOph
2Snvg3hyZXEGdqgKSGyWyFIZyNOMDxflisxpMTs71a1dfebhmFWNVqMhns4hJd+UmNtbJvBt4ALUtaGzUGopwoBgObtj3xts5e991TTs6VgE5jFnmXjapxxhCy28U2bRN
uRVbYBSuQzqdYt2q9yTuLPoUWg3Ml+0qDJ2I0AoCqhGdwH/APIdp3Kl49UqaY3lx4AlKfE0r2RyrS6ory5xPYjvdaxiVnHUtnbm05qdSwLNLjxCuR8mfKK2jXmYXpFr/t
iZOvSrC2qS7iVLdNgJQ0U3ZrF4CO8RC01tXzwwZzBMSlyL3GS2eyUtjJWvNMYWrp6WDN3xz5gSz01KtbN9KH1LoiXbQhHaJ0JUg8NM4vjn1LLqsW47q+WmxjjMwEoYdeL
6ilKWzsreLnVKTwjvpG/Y87uaU44JNlTrky5kCQjxdTT/AARnM6bY8drzqCExIz09LiYamAV5lvs5p9yk8AzB1ito7obYsk4rdtvCpODTzTDKlzI37acBoC0k0PIprCtN
IzdRNuK8QmyZmafCXng5YQEK2SM7gviSVpOVURfTmdS7NyyXxMTOzDCxtHGm0hJq0XDUFGZ00idI2lguKLnJktLmC6dmHkgJCRarIX5anUUiZrMEWiW5FUiA8RiU509T0
idaaYDeDBwWzCbSAxZVThVRa7gvK23MeeA0WFYu9RaJxxbNaFSOLln/AMP7793lgBbGPLCUKmFKQoeNCkE8zkBu+fDT64C9MvPJYqX3t47koARlknPdq6QFexxWlL3Lba
2/8/d/uenlgOLViLGzvmXGmjS8k20J7VPYlPL5YAS5iDqlhmbcXZyCgo1roaSuWUBJTOKBanEPvlWQSe9IrkfYuUAzLtTam6zM3Ntuc0tpC0+TMyyYCzYK+Pz3o0/kQHF
t2IK14hOpSkVUS2nID/IgMmYxKXuXueJTC1frnQls5DTRmsZ2v8O3D0vu/wDBIJ2vEJ2YUVaZJqfo8XUxnqXV+pSs9u4hBqYaQ4lxGIv1SajJP0fBQidLXpF41LcU5ITD
HFi0yWzkcm8j3HxORjfzDyYmaW+4Yb6pdldOsnin3K6JoR9OzjCY09XHki9dwfYxGsvwz00twZJUlKCmnlOxMXi/Dmt0sTfccVLOy83NodXvU0shJqooy00yaiups3tam
Kv+CPRxzp5tXGMSYclGdnclYSm3bbWlqCgPEo2OdVAG6NojTzcmSbzuW/scbUtO0mHbUgqSRWocobct27PfEs1DOH4uy0lLTim1BV5ACqXafF66QDTeE7Rhbc5MzVXHNq
sNoNCrLizZrWGzR3DsOlpWYK2XZglfaS4gJQcv+kmnnhs01YAgMib6T4DLza8PfmUmaT2pcArVpcRRIOdudNaQFbXSXAGzs2itBUa2Jl3RUnLSyAB0wwBSrUzCiqlaBpw
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5d/ZgLP8AajCNrsb3drW2zYu1qcqdiAZ62Y+Bmfu73qQC6p+WcmFFyWmFt2JACpZ0ioKuRR5YC1ufkmyS3KvoJoDbKujIaaIgJ9bMfAzP3d71IA62Y+Bmfu73qQB1vL/A
zP3d71IDPxid3hlsNMzNErq6jd3aFNDrwxW/h0dPasX5YiJqUbeaWJRwpC6uJ2CxVNDrw+WMIelaNxqOHokYhhOzDiZRwI7V26uUH12R0bePNZi3b7Yb83JOTC1NSrlFH
gG7r0+zGE+XrU4rG/UN1mZw9DKEGTeqALvYjutKe8jeHk3ndpn5lTOdWTDGzEk6kpzR7EcpX7HOItG18OXst9eyEmhqtFS0w02NQmWdz8yIzijty9TWsfjzLWcn5ZMo4y
zLTIqhQSBLvakf3I2eda02ncrkYqyEgbCZ0+LvepBDvWzHwMz93e9SAOtmPgZn7u96kAdbMfAzP3d71ICxjEGn3A2lt9JPNxlxCftKSBANQBAebxDoj0dE69jjjB3qu3J
vXs9uEWB4oFRUJ508sBS0t940bO0WMwUKQVhIAyyl60rAXIk31IzbU04lASnxSCCcqkkS/dXlSA7s8QFV7GrvI2AUoAQoK3etxVWAn/bAUlN76kA1UutCqtKim78s9ICQ
OJ3gXzAbGp/09orTL98BEHFlKCV7dKebgUajOpNNhn3QEkOYwDx7YgIUBzJVnaT4ga1+qkAlM4jMMpIM6srbPjarShbeotKdhRWRrCVqV7rRHyzX8Unn3gpMypRQCEgKo
RQ9umz1pHPNpl6tMVaxpp4di6Zmin8TWjnai1V1D3BrSkbVtt52bF2T9elc60zVTzE644haqGxGSFHipkjujO9fbr6bN3fjPmCW8BoKYcxB4VzsUAKHvpYO6KOntje/bZ
kcOCWg4ZuYK1UU2tLdbR5DsyDWNq108/P1Hd+MeD2yc4qTs1n2ataf+OLuVJSFKVdvc2PIGstaj9VAcLazb7MmxQUPitT3nxUBFDTobtcnpparrr9jblSluTdPL9MBLZq
tA32b7VbtlnT3vtUAvvkojatOYq6FggKuSApJ1p7WNR5IDsvMMBwf2o88U1q2UDOmZqEtg5QF7GM4WlpCd82xpksglSqanhSIBuXn5WZNGF7TvICqDnmaUgGIAgM6aW6i
c2y31pk20Udl9jVB7VVFynlHmgOy81hd3sVsX0PtTedK59kd8AzvaPg3fRq/CAN7R8G76NX4QBvaPg3fRq/CAN7R8G76NX4QBvaPg3fRq/CAXexFhxt1lsLLtqgEhCq1p
EbheaWiN64ULncFNyXkp2o4XLkcQJHOorWkSrE6nbzpdZMyAwhKnBVK+HjtGtMqxzaex3RrfpKVxLDWHUOtBFdRROvfyiYnSL0i8altOTMjNygTh42e1URe21dastqAKk
jIkRv5h5VotS33DHmG2JNYZnFbZYzQ443aq06ZERjaNPTw5e+v37bOD4ogtiXsWUpHiilBIt7sh5ovS3py9Vi1+cf3am9o+Dd9Gr8I0cY3tHwbvo1fhAG9o+Dd9Gr8IA3
tHwbvo1fhAVzE0FMOpS27cUqCfFq1p9EAqZ7BrjtUo2qKBy9HEFUGtRWsAOT0mTtJRttUyMjcghVg1FQKwA3iOBC1TYbzqUlKB9dKCAakn5FdUyiAATVViaCvlI5wDcAQ
Hn5zG5JOOpk+s03JFruFpaLi1GilapBNSCDTuFYB5ucw5o3NSjzZ0qmUdGRz5NwFvW0v8FM/dnvUgDraX+Cmfuz3qQB1tL/BTP3Z71IA62l/gpn7s96kAviGIO7uFsIdS
g9slpaVDzgUil96dHTRSbfl59MF1+rSwlLlxBpwq1jF6ZyWxJpBG8S2271Ka4/tUi8XlzZOmrbmOJUTUw0J9M1KMe6BUVNkKAyrQ0iJnnbSlJ/T7bf0N4hKyaaTUvLEJO
aqMkUrzGXOLXr7Y9Pl/wCFvMEmpnYDZyyVMXkm9LVbFWqSHLaZ0rFa200z4u+PuGwJdp+UCJ66cdzKZnd7TQmqaCh5RtMbefS80ts3LGVlWg2yy4lI+bV+EIjSL5JvO5X
b2j4N30avwiVBvaPg3fRq/CAN7R8G76NX4QBvaPg3fRq/CArmJkKYdSlt24pUE+LVrT6ICHsNVFLlSV81Fkk1+mkBF9aE+OlpWr+lVtKFU8xcE1EBNO4ooUyhSRpRkj/4
wFssZdJKGWC1dmfFlAr5chAMQBAeLn5LoMOkLq3H1Ixfa7bYtqcVbNFq1LwbFU7QN5/vpAaCZ2TS1sus5y66t5aVdkLaZt6cz5YC5E/LrUlCJ6cWoAm0MEkjPPJqvMQDU
tPoZSQ4qcfPeuWdH/taEBY5jck2KuIfSD3y7w/+ERM6WrSbeOXU41KKNEomDlXKXf0PPsRKqLmLMONLDTT6lZpF0s/bXSh4IDzM3MzzKv8AdVpQqtFBDxI7qXNCsYWrp6
uDL3x9wYl51p7ZNPbyV1pcJdXZocjRuusTXU8Spl7sf5V8e4WrCgu1LUwpJ93u7w84sh2SR1VJjc8fTW6wbbk9khp9xxKLU3yz4STyB4NI1iOHBa27d0ccsZoPrcG8MvM
ovGTLLyzbQ1reyKZ0in6fLpnq57f/AE2GMRQ04UWzSmQgWVlXBQ1Ney0OVI0cczsx1tL/AAUz92f9SAOtpf4KZ+7P+pAHW0v8FM/dn/UgDraX+Cmfuz/qQHDi8sBUtzAA
1O7P+pAVy3SHCZtCnJZ/aoQvZrUlKqBdK2nLuzgJqxrDkqtU7aoUyII1yEB04zh4IBcoTmMjmIA65w80o7krQ0/+98AwzNtP02dxB0VabcvLpAXQBAeJewroyemjr0xhT
m8tJ3xyeUpewvDYG12fY04a9405wG4r/ZR0JWrdVpNEAm0jOpAzy5QF8sro9KqLsruzSz4sqRaFczblnyMBd1xhhQlSJpo7T2viGZgQwDiKJ51RDocUntAe58lOWkc8zt
7NKVrGodYn3ZOcNtxBQKpoVDU92kItMKZMVb+f5XNTm+O3tJSCla1WOB+6+4/B8JH0xtFol5+TBan3Hyudk1uJDZbTZQi4iaKhXLIke9/fEzG2dLzWdwx9xallWvJcDtM
ynb2/4axhMaetS0Xrv5bUmMMmgVLQ9tvd02/nAGkbVtt52fF2T9SZMjhasi2+RlQeyKZCn8NYswTVLYaq2rTvDQpoHxpQDT6ICWykPePapJ4XtUVpy8sBFUthyk2qbepV
J0fB4K0zGfOAhuOGVqEPjnQbxAcGH4V7yY88zATclcNcpeh7hSEJptxRI5ZQHTuctJPtspdAKVHiS8vMjvWDASw7BcLkGFNSssltDtCtPaBoKJHFXIDICAYMlJHWXbNBa
OBOndpAdMlJqFDLtkDIVQnlpy8kACSkwAkS7dAagWJ179ICxDaG02tpCE9yRQZ5nSAlAEBXMXbBy0KKrTQIpd9V2VfpgMdtE8EKPsyqQohC0y5qdMqU5mogBTk72UImVE
Zqs3W4csweeX74J1LrjM7aDSbUtpXCoCWqbk8tAIIYs43Ny86eCZUDx5hkXd9bac4wtHL1cFu6kfXDX3czyg40EhzZJC1KJGYUoZ0Bi+u6HNOW2K8x5qwlUbeo6pAcS6u
215SQo3eROcZO6J3ByTxVoWpWsOjNKV7wq7MBJzpnrGkX+XNl6WJ5rxK99rDHWQsTCEFaeBTk05S05HJScotMd0ObHe2G3K1Mth8s23e+lKlArDu9uIuBOtQnSsTFdKZc
03/p8LL8LtJDzPjSQlYmlVr2lBKrcj9EWZJlyQCAC83boKzbmfZX3Z8oBlhnaJC2KOBNUBYmFq5WnMoOeXngIpwtSVJKUrFtCE729TLvFM4DqcMUnRCsyTnNOnU17oCbk
k64sLUg1BrQTDgHI6BNOUBewiZYaDSGkkJ5qdUo9+ZKICM0ub3V6rSOwr9Ye7+5ANo7CfoEB2AIAgCAIAgMCcnukDGMvXtNt4GhmqZoU2hdoKClVHM1B4NOcJlatZtOoZ
buMYzMFKNragmikoBr59mPNGM2mXo48FaczzKyVTjTKw6hxKORCgc6mlPazE1rKmbNitGvLUM3iBBsfBUKApt90afN/TGrz2ZibuJLSFqcRejhORyr3jZRnkh2dJbmalT
MzqCUS7i1JcAChS05V+bMZ79OyaV33T5g3JyMyklT4NCSW0mtc6mp8T30yjStPlyZup9U/kPSLqeNtwWBRuChbQZUz2RzMP00R1c9vMctBkTSGm0Bu0e7ATUDSlDu+fON
IjTltabTuXdtihSati7uzI8+7QVSS5P1zFAK2m0/w3fKAL5/iy0rszYTXXUbAU0EB1T+IpVRkKsyzItzOuQlzAG8Ytwf94orI8qex4DgmcYqq4ZUNlK5nlX2P3wHUzOLW
8QIX3Z08+7wHTMYnbUVr3Z9w57v3wEHHcUW2UmtFJopPFzBuord/wDSA4ZjGU1SkXJGSTxDLyjdzAd3vGCnJBSaaKrkf8MvASVM4qOyCru1Hdz3c86wHDM4veQBVGdDmD
Tllu/OAakHZta6TJUD7kW8JyzqS0ilIDQgCAwukC1vVlkmgCedCCT3g1jLJL0Okp+Pd8lcJwOWSztprYAZ9lKag1Pvk5ZRNNa2y6ib2v2+k3W8NaqiWbBqLSbGwKd3YrC
cnwU6SZ/dwXS1LVo4w2pHMBtseT3sR+pLWekrriZaj2CyM5LKcACy4CoKLbdbvKbIvPMOSu8eTn1LEl8NlUPhdo4jx0QipuyV7nmDGMeXp5K91Jh6I4HJm2oBs7HA3lzy
4I6HjoKwWQYSp9KAC2CoUQ3Xvy4ICyXYxPaEOTA3enirQm8dwIsppAM7B74yvzN+pAGwe+Mr8zfqQBsHvjK/M36kArNJxPabKTmONKblbYJtNagdlFdRASKZ9DDYcmPZD
hs4AmwKoSDmitMoCjYdIszvLOmQpzrrWzugJFjH7cphq6g5ZA8x2O/SAaYYndkneJg7X3WzCbfquRWA66h1ttbhmHDYCqlG+WfvIBLY9ISSUzLNhVVFU8VnceGlYDoY6Q
UNZlqopaadrvrwZQHdjj/J9k8I8nFz9xpANtMTWzTtZlW0px2hFtedKogLENOJVVTylj3pCKfuSIC2AIDE6QS7iUKmmyRQcRArSnPQ5RlePbu6XLGu2f7PNtzM84KoIUO
Sk1P8GozdpxuVxlwA22d94V/o1nF4pLnydTSvjmUZpGIS6rSagp4TQ9ryjZDKItXS2HL+pE8a0fwqYxYSxyqKm2lR3fs58saY/Dj6v9/9lku1PNO7UpzVU8+E50A9j/RE
xWIUvntaIj0uM1jeoSD3J4v3nd/9IsxDr+KLStu0lKhSuYyIz/4eAbZcd2YDr7oWNbWsv3tQE9p+0P8Aof6UAbT9of8AQ/0oA2n7Q/6H+lAUuTEsy5tHZx1tSxaCtsAcN
Tzb8sBJTzDiEvb28UI40rDfDoRWuz8sBDrOSqR1iqoFTwpyHo4DvWMnQnrBVBztTzzH6uAtRMIWm5E08tPJSWqjzhuAFkLQpCph+ihQ+K7/APKgKOspEcPWKuE2UtTW7u
9r1gJDEpMgHrBdDpwD8uA7v8qa+z15ZngTp3+1wFiX0rSFImnlJOYUGqgj0UBayurgG2dX/wAq27R57E/xgGoAgIPLaQ2pTvtfusq5eUCsAkmcwiUHDayFmuTZTU/UmI4
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heItbxuVT/SGRQKNXOK/uqA/eIrN4b06W0+eGYma398qKiffKtVRI80Z82l1zNMNf95bbM7INNJQhZtTRI4Van6tTG8Q8y1ptO59rTPyo1Uof4F/hBVzrGTpW8077Vc9O
UB3f5YalX2F/hAG/ytaXGo1Fi/wgDf5WtLlV7rF1/hAc6wlaVuNP7i/wgOielzoVH6EL9WAXcVKvTKts0XGrAAFsrUK1NdUwHXHJYJZaabUGkr4kJaWE20VyCe8wBZhVK
bqmndsD9PvIDtuGUpuwoBbTYK0Gg7EBa3MSrSAhtCkITolLSwB9QTARmJptUu6EBy4oUE0bc1p/dgKwnDe0qWBWc1EsKqT3nggO24Xxexhx0v8AEKzppXggOFGFHWVSaC
0exzoNB2IC9M1LpSEpSpKRkAGlgAfZgJomW1qtTdXyoUP3kCAtgCAXnwTJvUVbwHOlw05poawHlnJRp1tbJbbBUrjtlnc6cz4rXiPkiJja+PJNLbgojCQCsPbLhPCNg5m
oE5VLWenKsZxj+XXfq/8ArH8tNLSWgVpS1agDYq3dy7izTU7LkNeca6cdrTadysllyG62TCCL1G5DUqoo8h4mYKrlYUbkpw4NJ4UOEPNAZG4ckVB+mA4cEn7CiyTUnKje
zABt7NTYcxnAXS+CvIf8YGNlrchAC7hpkU0ygLpjB5LZFbiQsNpqBY3okadnyQC7mEzpWVtCWULto0pxACgeGlaI1ygBjBHw+FPIlggXC5tAvofpRz5wDjODS0u5tWPFu
e/ShsH/ANsAzsHvjK/Mj1YA2D3xlfmR6sAbB74yvzI9WANg98ZX5kerAGwe+Mr8yPVgDYPfGV+ZHqwBsHvjK/Mj1YA2D3xlfmR6sAbB74yvzI9WANg98ZX5kerASQ06lV
VPqWPekJ/0SIC2AICieBMq4ATmKZZ1ry0VAYD0i8o7RK3lKuJs2jyBTkRRBA1NcoB6WmJ8qtfKmWwNUjaKry/UCAa2v7S96H+nAG1/aXvQ/wBOAjVO0Lm8v3EBPtXIZ/B
+WAltf2l70P8ATgDa/tL3of6cBFakrQpCpl+ihQ+K7/8ALgOhygpvL3ov6cB3a/tL3of6cAbX9pe9D/TgIOTbLVC7OONhRokqbAqdaZtwEDiEoBU4gr7KfUgOifliuwT6
iv3tia+ayAt2v7S96H+nAG1/aXvQ/wBOANr+0veh/pwFJxGUClJOIKCkZLSUJBBPeLIA6xlKV6wVTTsD8uA7v0t8fV9hPL/BATRMIWm5E26pJ0Ulqo7tQ3AXMOVcA2zq/
wDlU3aPPYIBqAIBeZmZdCVtqWb7c0NBS3AFZBVqAVfXSAzdurZ2JnZ0KrksyayaZZHxOekALfKgQJydTxVFJReWlB7R5ICW98IBmpvlVW6OVNNf1POA4Jkgf75OE55mUX
3UGjI01gATJB/3ycOfOTXpWtMmIDqplshXsicBNLSJZ7IivzXlz+iA4zMlDgU5OTjqQa2GTcFfpozAO9ayvvX/ALtMflwB1tK+9f8Au0x+XAHWsr71/wC7TH5cBzraU96
/92mPy4ChU7JOvr2yFlkoSnxrLgSVVUaUWgcoCbXUwWsMy6L/AHYQzn3GtEwE0ow1K0rTKUWnsqEuqo+g2QDG9t+9c9E56sAb2371z0TnqwFUxMpUw6EJduKFBNG3Naf3
YCFJBRvXLVcUBeosKJNO82wBs8NuKt04lC1R2Csx3HggAt4YQEmUqE1CRu5yB1pwQFrb8u0gIbaWhA0SlpYA+oJgLUTCFqtAWP7yFJHnIEBZAEBlK6OYcrFnMX496dbU0
qhoKKSlBPfW1I50gGU4XLpu43TcACC4o9k1GsBWcEkriqrgryDigBAMy0mxLFZbuq5S4rUpemnaJgMR6ZQlx5xDrYS2pYUN+KADVXaTbkT+6AYDE2pHsdtTrRBsd3xzMK
5g21+iAkJKcQLUNOKSaV2k2smttDyOQr3+WAiJGeOS2lUIvqJxyoXkLezp3QBuM642lLjKkmgz3x0kaq1tBrWgrAdVJTiqFTK7q+5m3BkBQe5zrzgBMhN7Ta7NSFg3Wia
csJqD2QNDn5oCcujE5W4NSu0uAKlPTal551AuQdDANIvmHVszjKLUi5KO2NSAcwOUBe3KyzSr2mkIVSlUpAy7svogLYAgCAIAgCAIAgCAIAgMGamekhxd+XQyGsMDdWZt
NCsuUTaP1hzUVA+LyArWA40rFy4drNuobpwkIQVVpz9j98AbTF6K9kOlQpbk2ArS7/hTTnSApXOYlmhE4ovZBLai2K5cf/C8jkICbiJ9SRVxa7qFwKS1S6v/AOJnTWA6l
WMAACYWnXKiMu4/7rAcLuNgV2zpyrQbOv0CsrASK8ZCjSZcKPcngB+v2JAWSysSVXept5rIUsS2vPn/AMMICaH23Da3i76le9DbROXk2EBwTLJ0xl7LXxbOXLPxEB0zDQ
VacYeByyLbPPT9RARC2b9oMWfKlURUNtHnkPaO8wFqipKSpWJzISkVUSy3QDvPiICvemBT+2XeI0HAzrrT2nyQBvLOnXL32GfyYA3lnXrl7WnYZ19DAWJKlC5GKTKgdCG
WyP3MQENu2K1xh4UNDVtoZ+ggOby1n/bL3DrwM5f+GAN5Z+WXvRs/kQE0L2nteKzC6a2tNH+DEAxK37YVnX3tfFuNoSnzpaQf3wD8AQFM5XdHqa2HVRQNPfDMfTAYCJ1J
UtG8BQOeU4VFKdbgkN1y0gNXCcRbmm9kXWlPt9pLbu1NPfE0T/CAsYl5dy5xxtKlodWUKIBIIWaUMA5AEAQBAVTRIlniMjYrP6oBdcpKty7j7bKEPbJXjUpAX2ffawFCM
GTtFPIeKNrSqQ212cuG4orTKA6vDm5tqiLGFNuKCVJbQrJBITkoEZQFgk2rjKpSlFraSHEISk3XGp0p7mA6WHUIZbmHjM3u8RWEiqbVcNEgCkBd1fIFKk7s1avNQsTme8
5QHBhmHAAbq1ll2E/hASVISKu1LNHlmhOnmgB5CGZJxDSQ2lDarUpyAy5UgOCSk1gKUw2pShmopFT9cAJw7D0dmWaHfRCeX1eSA6qRklKuVLtqV3lCSf4QE2peXZJLLaW
7qXWgCtNNO6AsgCAIDFxaemZV8pS6A2UXAKSojnXNDSxT6YBcYjN7O5byam5OTTmqQDzYrTvgAYhN0ol7jr2gwu0oplSjXOAkmYxBto2vcYWraDZLOalGlviq01zgO9Yz
1gG3O0KkiuyXbnrlsq6wHUz8+tYaS9Vz2tfAqm1NafqaWZa1gGtlj4SfGtLVlbnb9P6s/VAGzx74RrT33Pu9qgByXxpaXEbVsoUCE5017/F90BDdsdW3s1uNBKuFVqswk
5GlWtYCTcjjQfIXiB3YdgpS1tPJWrVIC5GGzSAQnEX8yVHhY1OZ/VQB1bNbQudYv3EW9ljQZ/BeWA71fMFaFOT7ywg3BNrIzoRyaHfAMbBz4y55m/UgDYOfGXPM36kAbB
z4y55m/UgIrlVrQpCphyihQ+18/wDBAdEu4BTeHMv+n6kB3YOfGXPM36kAbBz4y55m/UgE55vGEFKpBwOgA3odKUknK2hDZpzgDD+uVbNydCWgSraNXJXlQWGqUjOtaiA
0oAgCAIAgCAIAgCAIAgCAIAgCAIAgCAIAgCAIAgCAIAgP/9k=</Data> 
     </Image> 
     <Title /> 
     <IssuedBy /> 
     <Number /> 
     <Expiry /> 
    </SPF10> 
   </IdentityDocs> 
   <NACI> 
    <NACCaseNumber>12346</NACCaseNumber> 
    <NACICaseNumber>12354</NACICaseNumber> 
    <Check> 
     <Type>SII</Type> 
     <Status>AP</Status> 
    </Check> 
    <Check> 
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     <Type>DCII</Type> 
     <Status>AP</Status> 
    </Check> 
    <Check> 
     <Type>FBI Name</Type> 
     <Status>AP</Status> 
    </Check> 
    <Check> 
     <Type>FBI CHF</Type> 
     <Status>AP</Status> 
    </Check> 
    <Check> 
     <Type>NACI</Type> 
     <Status>WR</Status> 
    </Check> 
    <CardIssuanceApproved>YES</CardIssuanceApproved> 
    <Comments /> 
   </NACI> 
   <Photo> 
    <Encoding>jpg</Encoding> 
    <Data>/9j/4AAQSkZJRgABAQEBLAEsAAD/2wBDAAgGBgcGBQgHBwcJCQgKDBQNDAsLDBkS 
Ew8UHRofHh0aHBwgJC4nICIsIxwcKDcpLDAxNDQ0Hyc5PTgyPC4zNDL/2wBDAQkJ CQwLDBgNDRgyIRwhMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIyMjIy 
MjIyMjIyMjIyMjIyMjL/wAARCAFTAQoDASIAAhEBAxEB/8QAHwAAAQUBAQEBAQEA AAAAAAAAAAECAwQFBgcICQoL/8QAtRAAAgEDAwIEAwUFBAQAAAF9AQIDAAQRBRIh 
MUEGE1FhByJxFDKBkaEII0KxwRVS0fAkM2JyggkKFhcYGRolJicoKSo0NTY3ODk6 Q0RFRkdISUpTVFVWV1hZWmNkZWZnaGlqc3R1dnd4eXqDhIWGh4iJipKTlJWWl5iZ 
mqKjpKWmp6ipqrKztLW2t7i5usLDxMXGx8jJytLT1NXW19jZ2uHi4+Tl5ufo6erx 8vP09fb3+Pn6/8QAHwEAAwEBAQEBAQEBAQAAAAAAAAECAwQFBgcICQoL/8QAtREA 
AgECBAQDBAcFBAQAAQJ3AAECAxEEBSExBhJBUQdhcRMiMoEIFEKRobHBCSMzUvAV YnLRChYkNOEl8RcYGRomJygpKjU2Nzg5OkNERUZHSElKU1RVVldYWVpjZGVmZ2hp 
anN0dXZ3eHl6goOEhYaHiImKkpOUlZaXmJmaoqOkpaanqKmqsrO0tba3uLm6wsPE xcbHyMnK0tPU1dbX2Nna4uPk5ebn6Onq8vP09fb3+Pn6/9oADAMBAAIRAxEAPwD3 
+iiigAooooAKKKKACiiigAooooAKKSkZgBkngUAKap3GoQ2qsXbkdq57xT4wtdDt lIkzLIPlUcmvO77xHNdlZ7+doYm5WOI8vWU6iS0NIwuj0uXxbHuZbeLcw7McUkXi 
i5JHmabJsP8AEjV5FL4ujhB8i28lR0MjZY1SfxvLI215pCOnynFZe1kX7NH0DY6v Z3x2QyfP3Q9av5r57j8RyRKJre4lD+zVs6f8Q9YQBGuVkP8Atjmmq6W4vZPoe2UZ 
ryoeO9ZK7i0IX2FQf8LN1aFiPs0UwHYjFUq8WJ0pHrmaK8ssvi6WmEd5peAerRNm ujtfiNoNyVEkktsT3lQgfpVqpEhwkjsKKit7iO4hWWGQSRt0YHNS5q07ki0UUUwC 
iiigAooooAKKKKACjFFFABRRRQAUUUUAFFFFABSGlpPyoAKTeAcZGfrUc8ywwSOx wFXNcHqPjC6LP9ht45AnJdnxUuSQ0mzvywx1rA8Sa9FpWkT3G7lRhfdq4Z/HepSI 
3zQrj0rlfE/ieTVTFDIQIxy4B4JrF1dLGsaWtzPvr6eW7OqXrh5nY+VGeQo+lYF7 qs8krkHJPDH/AAqTULwzxAg8DgVkSSERljWW7NtERzOWOXfj61GLlE6ct61SkuTI 
cClVC/I6jrV2RNzVt78I+STj0zWrGI5l85HIfsAa56Fd3GwfWr0NrMpDxydO2aiR cWzbg1ie3IWUsR05rSS/t7lB8oUnv61gLvmIWYkOOalUpCPlVmx6c4rPlXQ0uzZe 
Bo181Au32NUJ7wSNt86RW7VSF1JJJslldU9AprRhWFE3KCx9WpoTRq6F401/QJEW 2kM9qDlopu4+vavWfDnxG0nXNsU5NlddPLm6E+xrw2eVipJxwOgrJkuJ/NCRBgxP 
BJ6fjWim0YzpJn10JARkEEfWnCvCfB3j3UvD6C31VJLq0cjaC3zxf417DoviHTdd thNY3Cv/AHkPDL9RW8aikc8otGrmlzTRzS9BWpItFJmloAKKKKACiiigAooooAKK 
KKACiiigBM4HNUbzVYLJGeUMAO+KtyssaM7n5VGTXi/ijxFNdXtyhnJ2HCRqeCKi bshpXZ0utfErTrYyRmF5FwVGO9eS3+oG6uZWjd1EpLKuTjHpUU87FD5qZOc561ny 
I2Q6NjFc12zojFIe19PGCJC3tiq0t0ZgcnmmPMZMqx5+lQeUwJOeKVrlXE87GUbO Kr3bfumAqVoy3TrUEgOCh5NWgMyAbVdu46Zq5bHZGGPVuajaEo2OxpzoQgAPShiS 
JDdFm2ovSr1lM6yDeCT6CqEa46DDU1riaN/lcg9qhq5adjuLexTUbYk8OOTjqDWV L5llMQ4IIPLDpUnh3Vgu6OU7ZMcN61PrEsd1bbujDrisVzJ2NnZq4K0k8e5Sjk+g 
5qu08kD7Wyp9DVCwunhYRqSCOhrpIokvICbhA0gHBNW9BKLZkm+gXiYnJ/u81asr m0ORHGQT3cdKoXkEVo+c7hnG49qpPdyLgqTn+HHemldEN2OpuJbUwZY5l9qx4PEF 
5pV6lzYtJBKh4KE8/wCNZY1GVenL+nWp40e5xLKxUjsKpRaIdme7fDn4nx+J5Bpm or5OpIuVPQSj/GvSs5r5OtVSKdLm2naG7g+aJkONx9K+kfBviBfEnh2C8zicDZMv 
ow61vTl3OecLHQgUtA6UVsZhRRRQAUUUUAFFFFABRRRQAUUUhPNAGL4ovPseg3LK cOUIFfOl7emSVnMnf5j3r2b4jatBaadNG7EyMm1Fz0PrXgYEjyvsCsScPjjmsZ6m 
kC2Z2dS4YOPSqzygrkyD6EYqdbcRx4JAz6GkaFDbsCw68DFZ2sa7lMgE5Hep44zn G0nPoKmsrSSeQBVyOnSuqsdCVFDM2frWUp2OinSb3OYWxeTkJ16DFU7nRJ2O5VIr 
0mHSgGG0Vd/skMPug1n7U2VFHlFvok8gO5GJFMm0iaHhkbFeuppIQHKfpSTaLFOg DxjP0o9qV7FHjH2VkfpSPYmRifSvV5fCEMjHA2n6U1PBUSkjqTT9qT7FHl1vZTRy 
B1U9a0HjcXAR8neOleoW3giJAGbkfSsnUPCsx1JGEeIVBwcelQ6hapHFP4fugA6L gVraVOIgba7UiTHymu7t7NTbok0eCo54q2mjabcjDW657tjmodQvk5UeU61GXB3L 
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hgevYiucljaNhnn0xXq/ifw39nVbgEtaMdhb+5XGNoU5vHsnj/eIu5WxwVraEjCd O60OTEgjYnv71NHqDeYACMfWl1Gxe2mZHGCDjpWeg2uD/CK3TucklZnUW10jAKVB 
YHIPvXp3wu1J7HXGtzIDa3q/d/uyV5FZ5bBi5XvXaeEbuWDVrbAwUkG335qb2kOU eZH0kM06ooJBLEjj+IZqWuxO6ON7hRRRTAKKKKACiiigAooooAQnFHXFBGRTWYKp 
yQABkk0AeQfEOaHz766uWBcMIYEzwPc15AkjTz/ussRwSOhNdZ4+1GTxF4nuIbNS YYH2+bngEdSaw4Wt7BNinz5CcHA4zWD1NUWLDRZGIklche5J/pUtzBEJVht7YyMD 
zIeladqGFsnmthjyx9qLVJXudu3ZAp4U9DWU3ZG1NamnpmnCKJWIG/8Ai4regtgR gCo7WL5QMcVsWkG4DOK5JO56ENIiW9mC3IrUitlGOlJHFt6Yq7EnA6UkgbITaKxH 
Ap4s1J4Ax9KtqvBqRVAAp8pDmyiLJcfdGaBZLuzgVpAA+lOVB6VSiR7QppCAAoFL JZq65ZfpV0IM9qlVAy8U+RMh1Wc7NpgJO0Cqv2VoiMD26V1TQKe1U57XDZA4qZUz 
WFdPRmLJape2k9pKuVdcDPY+tYvhqxguLKVbiPddWrmIuepx0rqXUrnYvzVHp9iL V5T0aZtzfWoSZbkrHlfi/wALDzmmiUZrzS6spIWKOuCfavorxHaefC2AM/SvLdS0 
vllkyFP8WOldFOpZnPUV1c43TXFpNuPMJ4b2rsbZ1tLiC9iIMfVea5m/0C8h/fxI ZYh/HH/UU7SdVHkNayEEg4XHarlFvVGSk9j6R8Fa6mq2ITOHUcqTyK6zNeI/C3VY 
l1wJJJt81diKe5r2wH1rooyutTlqKzHUUZorYgKKKKACiiigAooooAO1ZHiW4+y+ HryXcVxGRkdq1iM1z/jTnwne4/u0m9APnXUZmLPDbPtBJ57sT61BbRR2EfnTDdKT 
hV6802a78l2VQFYn5ie30ptjCLi+SaV96IflX+tYGqOmtmMFsk02JLmXoh4CCrVj I9xcgvjA9OhrLu7iOFAXw24YVT3/AMK0tADSzb379R6VhW2OqitTr7JMgelbUCAD 
PSsqyzuxWvFzxXKjsZbRPlqdFIqGM1ZUAiqRmPB6VKKg5z0qZASKpEyZKgzTwaag p3SrMmKOalXpgVCDTwDVIhpEpPGO9QuPWnHNMIJpsSGeSuc4FNdcDOOAKmpj/MMV 
k0Wm7mJq6HyCSK4S+hADSNtYD+H1r0bUF3RHjjHevPddhVVd1YgDt60luadDmXIi l8yxn8lifmik5DGs3V7G01BVl8hLS/TvH91zVyd0kfLxgkDnHHFZ95AyxAxuZIj/ 
AA55X8a6I7HPLRlTRNSm0y7W4IKvbOG4PJAPJr6m0y9j1LTLW9j/ANXPGsg/EV81 eG9NXUtRhtpJRi4fy/MYZr6Q0TTRpOkW9grl1hUKCfQVrSWplUNLpRRRXQYhRRRQ 
AUUUUAFFFAoAK5jx7K0XgzUGX75XA/OunFcp8Qgf+EMvXXqgBpPYD55uFUOzCMST H7x7Clsl2Sb3wP7oFUrmZhh1bp94etFrM4Lsx57e1Ys1ReuZtszFvmJ6D0rq/C0O 
2He3JPrXBxM1zfJECSc816Zo0Iit0UDHFclZ9Duox0udFacEkCtSI4P1qhYjIB4x WmFXjBFZWNmyVCcdatQkniqyJu4Bq1CuCOapIkshc1Iox6UgPtShgTxV2Mm7kg4o 
xTd1OFNEMF61OoqNcA1KDkVSREmIQPSoznNSkgDHU03IofkJNkXNI3Ap+5fUUxyC KTLTKd2oeI5zXnWvsYbg78bBxzXo0jAtg1wXjOD7ODKw+Q1j1N4nB6lGbWXgna3O 
e1YcuovbysrH5W4ror2VbjT/ACwcsp3Z9q4++G9C+ORzXTTOerozrfCrY1W1CcEz qQfTmvphT8o+lfMvgfJv9I3kbvtKu309K+mq3pHLUHUUDpRWxAUUUUAFFFFABQKK 
KACuT+IrY8D6hjuAP1rrK53xrbC58JX8Z6bM0AfMN4BhI16k7m+lRPKsUL+p6VJf MFu5CPu4wKxNSu8usaH6gVi0aI3fDA+06gGbqDivV7VRGvPAA5zXmvgi1ZrguBnv 
XoV85j05lTlmXgZ61xT1kelT0poq3/jC3tZGhgJyn3n9aqw+NtuN7kA1X0rwq9zI XulJ3HJwM11Nt4IsJQd0Bb/gJ4pcrBvQxR4+SJsxsSa07H4kRSShZofl9RVi7+Hm 
lLGXkXygB948Cubu/BFnES0OoIAPRxT5dBKSbsel2HiG0vVXy5lLEdCa1I51fkHi vGYND1Cz5huQ+P8Aarr9C1a6+WOfqB69azbaNFBM7vzDxUqvuHFUYJfNQHgg+9XG 
KonGB+NXGSMpRs7CzXkVsu6Rwo96xdQ8baVYEhpw7jsKzPEH2m6UxxkAZ67q4/8A 4Q4zsz3F5GNx5Jepc3ctUY21Nyf4q2hciNRinQ/EiOcYVRuPpWdZ+C/DcR23V/bt 
Iev73NdLYeHvCFqimOa0bHfcDQ+Z7E2jDconxXNM3cZ5GKv6b4uhKBLncCeMtWzF baCozG9qcDsRVC4sNLeb5XhY+gYcVLjLoxqUH0NcSJNGskZyr9DXPeMrT7Ro7kjl 
VrU075IzEvKLyADnj60mrxfaNMmjAzuU01cFozwAXTqHR2+fO3FZ8zNBKS4Gew7U +9cxaxPE3HJA+tPkiMtsVk/h/irqpnNW3NrwSu/xFpzLuI88EgdAf8K+oxXzl8I7 
L7T4s8pxlEQSLn2r6NFb0zlmOFFAorYgKKKKACiiigAooooAKztbhFzol9Cf4oW/ lWjVa9TfZXCjqYmH6UAfHuqt9nmdAc7c5+uawooXuLhpM9OxrZ1dSdSukP8ADMw/ 
WqYX94irwWPOO9ZN2uaxV7Hb+DnNrAryggyNsXA+9Xottc7LaMSW8LSAkbnG7+dZ fhnTktrCz3Iu9VDcjPNbZtSik4YgE4rhnJbnfyvYS68QSafaNK7oFUcLGgFchdeO 
de1K6W3s5Wiz93AHH41r6haS3beUy/J1Aqxpfh6BCSYwH7HFKE77lcitucLqtzrM lpeHUdSvJfKUlIVPBPbgc4q3o+j3F8ulRRuwubqEyTo4yFNelDwxb3GJZIR5pGGI 
PJq7a6Hb6am6FVjfGGbOT9BXRzKxgqT5r3PM5bQ2EzW0oZG5ABY8/SrNpHYW2lTS SPdC6gbznJkJHl10Os6RZzlpZCS/XOelZ+nWyta3yFRgRgYYckZ61g7NnXdKOhqW 
+paZaafHPMLlwwBCROWOPoKv2mu6RezxW62OohpDhWlVgB+Oa0NA0q2itEIjAY4O QMY9q2Luwj8hnRcPjOfWoS0JnJX1OaOn6fqk92otswW8vlqEYje1Zmo2Vtbw+SYI 
0Qf8so+T+JrotOMcGoXsBIUTESRj6jpU01lAoYLDznJNFrji7bnnOseHnh09LpAk Cu4Vo4xyFPU5rk4jeW2p6l5EkscUDD7OxHLe/Ne4RWMcyCOTDJ6NUqeGrByTJbRt 
u64FdEGrWMKl73TPOtP8S67pFtbS6tbQ3FrNyH8sZArutLbRtdtzJFbwMx5ZQMEV eutFtZU8po02H+EjjH9KqweHodOlWazGwjqo6Gsamj0NLxsTDTYtPMtxZgrJj7u7 
IaqN/qtwxls7O2BnUBS8n3FyM5rcly1lJ8nJU8+lQJbKIonIG4oN3HX8aOZW0Ije 588+J9NuLPX3+1NvkJ3FgMA/Sq7MEjAzxIO9d/8AE3TsXUN0BnJAOBXAX8Z8tHXi 
tqbM6kTu/gtkeMbhW7QEKa+gRXz58HzHF4vVvMXLxMMV9Bg1003occ9wpaKK1ICi iigAooooAKKKKACmOu9SOxBFPpOhoA+SfEWntbeI9ThYfdnb+dZNtaNNcQEfdWQZ 
/OvS/irpH2DxDNOq4F2d4xXKaRbIslurH5ncba5asrXO2hG9j0+yCxLCMcKAK2cJ cdCPLb07VjwAKoA6+9WYbMGZpopZIpG4JB4J+nauK51tM1xpcR+YDBq1Fp6FeS2f 
aqCfbuP9JifH95atedqWwBGts/7QNNWFyMuLa7DkE49zUNyoRCTg+xqBpNXIP7y1 T/gJNULm31CZP3+plAP4YUx/OrcgjTdzJ1R1TcJ2CxsOOeTUOwmBZ5D+9m2gp/cj 
HQVI2jQtOZS0ksi87pWyaZ5bCQDJJJ5PqP6VFzoVNWOu0WTNuo9q15DlCD0IxWPp MZSFTWqzEjBFVFWRz1F7xh/YEe8iuJCd8DE4HdT0rWgkt7oZhdHHcL1phQCTeBz0 
Ipp0qzmkMuxo5T/HGcGiJM9i/wDZUPVOaPsxHKsQKoLp93Ef3OqTBf7rgEVJs1Uc C+gb/ejrXQwdy35C+5P1p3lg8YqoIdWbrfWw/wB2I0CyvGP7zU3wOyIBUtXEmya6 
iC27puAkcYQE0102QKuOi4oj063gfzQGkl/vyNkilncgHOOaiVkVC9zhPiFbiTRQ 5HzK1eP3DExopr3HxRB9r0mZeu3JFeNalaeVJFjqxpwlY6Zwuro6H4a20sPjKylQ 
nBY7h7V9HV5X8NtAVbhL9k+VY/lPvXqneu6l8NzzK3x2FooorUyCiiigAooooAKK KKACkNKaKBHlvxcsRcxWT45UHJrzOztDca5Z7fuxfMRXsPxBj81Y84wIyRmvNNFi 
23krHG4jH0rz68kp2PVw0f3fMdVGeKvQPxVBO1W4Tg49652axNOD5j1xWhHGfxqp ZqO9a8KCnEqTsRLExHNRTW/GSK0doUVm6jcrb27yHjAq2lYiEm3ZHP6nMInZEHJH 
as21LPMCRznvU8M/2hnncZBPGasWnltccqAM1KOnVI6bT4ysK/SrjqQKZasqRKfa rErI0fBArVLQ4py94o78PjFWU2sBk4qBVUgmopJvKGahaFuLkaCgg+tP21DbXIdc 
kVdQAjOKuLuYTvF6kIowPepSADTCwpsi5GxI9apXD9atO2Kz7hsnisJGsUUbuMTR yI33SK8rvrHz9WggK4P2gr07V606goc9xXJ3mm7PE9hNgbGOSMd6jZHbTtZpnovh 
izWx01YEGAK3KztLIEYHtWjXq0fgR4tb42LRRRWpkFFFFABRRRQAUUUUAFJ2paQ0 Acb43QZtnI+VlZDmvONM06a31J5HGIia9W8X2ZutHZ1zuiO78K4dEYW6M7ZJ9q8/ 
EQ9+56uFmvY8pGDtOPSpY3JYVA7EGlR8EVhI0idDZSYxmtmOTCiuesMlQau3F4La LBPzHpSTsN67mnJche9YOr3HnRsmeDxQ90/l5J5qhM5lIz3q9xxSTuY73E1ohSOE 
yJz+FU7S5vo7hncl0J5Ru1bpgyCAM5qWDTd2cKOfWixq5qxp6frIaBVbqBVxruV0 /dKST+QqtZaUkWGYfhWzFAgQFVGKqzMG47mBEmri+DGVnjJxjGBW+LYSqA/3qkCs 
p5qVXx0HNChYmVS+xSZGt5M5+WtC2uNy1FJiZCpFV4A0UmzPAqX7r0JfvrU02cdO 9MY4pM5A9ajkkx3qmzGK1IpmwCO9U2Aap5W3Gq54NZN6G8URsAHQEcE4qu1l5uqL 
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LjKx9KuIvmzqvoatFdm5gKFG5Sly3NPS+ULdgcVpVS0yLy7UZ6k5q7XqUlaCPLqO 82LRRRWhmFFFFABRRRQAUUUUAFGKKKAIpY1mjaN1BVhg15vqtv8AY9UktwNqA/Jn 
jP0r0zFZupaPZaj+8uItzqOo61lVp8y0NqNXklqeXyc803djFWdShWC9ljQEIGwM 1WYfLmvOmrHowldXN/RxvTHWoNa3C9GM7YlyR60miTBHGTxmtbWLZZYi4A5XBNQi 
r62Oeg1BXGDzUpZZGBHasW90ucsxtmCOOQ1ZSa5f2MxhvbZo3BwrqCQa0jqWqb6H dwxA44rUtY0U8lc1xNlq803O98H0WtGO7HGWkz9DTdy1SbR2brmP5SM0+BBGNrNX 
L22sohZGnYE9AVqdtWt1ZQ07ZPtTuZugzpiBjrmmFcc+vQVhJrMSDavidGPcU5/EVt 
GuWkGB2HJp82hDoyRtk459aq3cgjCyDsearQXzXuDHGwU/xEYqzJHvtth5ORUSdy OVxL6tlAfaq0xyeO1TfcjA7gVWlJLcGhkIYoJGTUMrbQcVOzAJVSRwSoPc4rN9jV 
aFixAMzMxAwKvqgmmVB0JrP0u0lvrY3UTbTnao7Gtqx094H3ykE9q6aNKVlc56lW OupoRjaoUduKfSAc5p1d6VkcAUUUUwCiiigAooooAKKKKACiiigBKQjI/nTqTtQB 
554wtPs+qrKAPLmXjHrXPRsCSDXo3ijTf7Q0p9igzRncvqK8zcmPJIwe4rhrws7n fhp+7YvWUpinX69K6i4lE1iCO1chuw6sK2bC73ptY8VyyOlbkLYLGq0nltIA0Stn 
oWGatSridlH3TURh3MD6VKbRvfS5LZRQr0Cg/QVsRRIB1XP1rES2dTkfzq9CsmMZ KmtIyYObsaa2sRYHyk3HvgVMtjA+Mxpkf7NZ0UcwO4SEkVehmnHBx0rTmRlKUu5J 
/Z8J6xpj6UsemWiNlYYwfYVNHuxzUo4zScrmbnLuMWBE+6AB2AFPCA4FO60jMFBN QzO7ZHO+3AqupyeadK+5qiZvSpkykgkYdKy9TmaKxuGjBeYqY40H8THoKuvJgH1r 
Q0rShK0dxcKMA7lU+vaqpQc5E1JqMS/oFk+naHZ2snMiRjefVuprUxSAc57U6vVS sjzXqxMmloopgFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAMZQwIIyCMGvNvFeinTr 
ozxrmCY5/wB1vSvS65rxqA2jIP8ApoOfSsqiunc0pNqSsedRuRw3WrMU3kng1TmB SU+4oV84zXnSi7npp2N6OQSgHvViFATzism0mGdueK1YpwGXnpWbTNU7lvywpqWO 
HceuKrvIWcYNX4BkZqoDexLHAE65qwkILcUqAYGamRcVqkc8pCiPFKVpc0E57Umj O7G1WlfDYqy544qnKcnNQ2XHUaxqu8oBIpsk2AaqqxkbioVytmXtOtvt17sJwqHc 
fcV1qIsahVAAAwKxdEjCTuccla3CK9HDRXLc87EN81h1FJS10mQUUUUAFFFFABRR RQAUUUUAFFFFABRRRQAUUUlIBM4rl/GzH+zIgMf6zkZq14r1ptG0p3i5uJOIx/Wv 
FPD2s6hqWv6rFfXck+0BgGbhfpU1ov2XMVQ1qcp0F4jBEYdapecEPNakq74wDWbc W2ASBXn05X3PTkiaCc7uK1LebOOea5sO8bAc1o2l2M/M3NXKFwjI6WN/mXNbELgq 
K5mG6DYO6tS3vlAHzVHs2a8yaNyOQA81YWQCsFdQUPjP61ZS9z3FOzRnJJmuHBqN 5VHeqDXgA4I/OoLi/RVPrRYiyL0s+B1rOnvgoPzVnTajIThaauZR83Wp5UMmEzSt 
jPBrQtICTmqtpbkkZFbEMe3GaiTVrAjS0dfmkPpxWuazdHX9y8n95q0q9DDq0Eef V1kw70tFFbmYUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUlJUN3OtrbSTt91FLUWu 
7CbPOPHd4brVvIVjsgG38T1rz/QLUWfia7fGBPECvvzXRalctczyTtkmRyTWTcK0 E0V3ENzx/eHsa769BvDWRzYety17s6TYHUemaY0IIIxSW06SorochufpVmP5weK+ 
ajFp2PoLNq5jTQfN0qqYWU5FdBJCN33aqNArnpW0Z2IaM1LqSPA5qf7c68gnmrRs gc8VC1iR61tFpkXaAXjydHINSpNd9UckfWqvklDViCRlOCDRO1hpsnV71+C/61LF 
bzE/MzHPqav2SLNjC9a2E04bAcVzt2GY8VvtAJ5+tX7e3L9qtrabTyOBVqKEKRgV m2W2LbW+xeRUsjeWpHfFWEAC9KhnXLfhStchs1dIUCxUg9TzV8HNYPhy8E9u6D+F 
j1rexgV6sI2ikedJ+8xaKKKoQUUUUAFFFFABRRRQAUUUUAFFFFABRSZpCT2pXACc VzvjO/8AsehugPzTnYK2bm9t7RC88qRqOpJxXn3jLV7fUbu2jt5VeFFJ3KeM10UK 
blNXMKtRKLOVkboOoqMJzlucjBFDZ2ZpFJI617SjpY8xye5NYuLUlEJMR6Z7Gti2 mRuh5NYijbnHSrEEro3SvHxuWX9+metg8wS9yobbjIqIRrmn2x81eaWUeW/tXiOM 
oO0tD11KMleIqpUbx4qxGQR8tLIhK9Oapa7EvzGQ2scnVaedL+bhf0pkMxjkGelb VvIrrk0NjRFY2ZixxWqp+UVArqo4pwfNQwJVGTU6JjnioELZ6VaX7nvSWomKWxiq 
d9N5cEhbgbTj8qsEqEZpDjFZDhr+Te52wRnnn79a0Yc8uVEVJqEdSXw2zWjRRvw0 nJ/GuzBzXFW8ok1OJ/uoGA4rtB616laHJZHmwlzMdRQKKyNAooooAKKKKACiiigA 
zSZozVW5v7e0QtNMiAevWhXewnJLctA0E1yl34zgQlLSEyn+8Thaz38aXuSFhiOe larD1H0M3WidtNPHBGXlkVEHcmuS1rxisEbJY4J/vt0P0rAvdRvtRJe6kyvZBWJd 
wvKTu59BXXRwqveRzVsQ/smPq3iHUdQ1NIzIXVn53HjFXiMAgkAr/DXM6mklpq1u VJADc10G8NGHz96vS9mopWRyczerJGYFMCo0OKUcrSKMVaRmy1Guasxwmq0J5rRh 
XNN3RSVyW3LRmrpHnjpzTI4QTmrcaEDAFebicNCrHVanbh68qTsmUtjW545q3FJu XkVOLcMPmGaRbfPC14NWjKk7dD3KVaNRFCdMsWXpU1rMyqBnNWZbF2U4NOttPOBW 
L8jW1hwnJxV2E5Gai+wMTwKtwWrR4JIxWTeo1YsRdM4qV2VELkgAetR+ekXUcVVm LXMgbOI+4ralSdR+6Y1KihuMkke9Jz8sX94d6a4CxLGnCL+tTsuMADCDtUEpyMV7 
uHw8aeqPHr1nN2Kattnyv8JzXa2cwltY36kjmuGJ2yE1PBqVxZzKwc7B94GtMRSc 7NGdOoo7ndfjTqzNP1eHUEBjPz9xWjnJrzpRcXZnYpKS0HUUmaKRQtFFFABRRRQB 
yN74gu3JESqi/XmudvHe5JacsW9c1dZQCe/NQTICOlevCnCPQ82c5MxpU2EkHAPp RblHOCeRVi5hOCQvFZZn+zSBT1bpXSknsY3sbTyIoC7uapSTRN8oU59cVJCvmxDc 
dzHvUgtCH4AoWjCSujjvEkSLGGx+8Bo02cT2cZ6+X8rfWtLXbAyMW7Csaxi+xy+W 7fu5Tx9a6Urx0MOa0rGqPalpwRgcYpSp9KSGx8RxWhbyVmKeatRPtpSQoyN63kyK 
0Y1ziuet7gg9Ritq3uNwrnnE6IyuaCgY6UirhuKSNsipVPriuSrSU1ZnTSquDumT qqslEYKHpxUatj6DrR5rsDtQHjIIHP5V4mIwkqb0Vz16GIjUW5ZeZVHvVVrw5IBq 
s8rSMEQBn7qpyBUsVuC3z5DVlSws6ktrFVa8Ka3uOUO5y/SrIAAAFO2BUxSEYFe1 SpRpq0TyatWVRiSHC8VSnbFTyNgGqMjbjjNdKRztkcn3fekcp9nJfk4p5Xj1rN1e 
4+zWTyLwxdVH41styGN0m9uLO6YkMgZuPpXe2mrAqomI57jt9a5KG2NysRZTkKM1 oiILGEz+tYYinGbN6UnE6+OVJOUYH8akzXIwXMlucJk/U1tWuqh1AkHNefOhKJ1R 
qJmrRmoo50lGVYfnTgfpWVrGiaH0UmaM1Izg2QNkjkZ7VVuN0a5AqZJfK6njNRXF 5Hg/IWPsK9tHmFE3G5WDjAHfFcxcyfaNTDrxFEfzrbvd9zwq7F71zvmYutg/hNdd 
NKxzylqdRpq5UY6VrNEAM4qjpMeYVNasy4TNYTvzGsdjHv7VZYJGwOBXJ6rYM+nG RF+dDuGO1dxs3RsD0NUJLQEOpUEMMYrWnOxE4JmFpUy6hp0dwB84G2RfQ1YaAhcY 
5rHs2Oh+Jns3G63uTtVuwNda8AOOOR1q5PUzitDFFuQaUpitR4gRwKqywYA4NCkS 4leMlTWla3GD1qlsIHSliBV884pSsyoto6i2k3CrYYEr6dzWNayjjJpuva8vh7TV 
fPmX9wfLtolGXZj3A7AVyVmoK7OqlHnaSE8R+LdN8OypavIsl9IDmAn7n+057Vzt h4iTzJL69up2ZzhSpIVj/sjvUSnTdJgkn1Y297qLnLRykFIj/tt/Ef8AZFc7q/im 
fUp3a2CggBVYoAMeiDsPrXnfXbO1j1qWXSqv3Szr/jO5spfN0UtZ7DubJzv9Qa7D wT8R7HxQFs73bbamox83R68enBn3NMxyeMdqr2mlX00ok06JhKhyshG0D8e9DxSl 
oh18tlRW59SKRggnBBxj1pjHiuI8BeL5dTQaFrQRdWgX5JV+7Mnrn1rsmcnKtjIr opS5loebOLjuVpH5Iqsoy3PNSyKSxpUTkV0owEWPOfYVzvilsR2UHQzXKCupRchh 
7VyniJTceINEth/z2Ln8KqD1B2Ots08uFc4yBg05/mPHWnYAiGKRvkUGsXrIsiDb W5qQZf7px9KicZGaSOXbxTHdFkGROjsPxpGv7m2+aOUt7NUEs4AzniqhvEmbYBzU 
eyT6D9ozXg8Q3Odsir9RV4a4P7p/OsdIVMQOBmo9nvWboQfQtVWUJutVW+/jtRRX YjAbMo8nOOa4+UAXeR1Lc0UV009jnqbnc6QP9GWtKUfu6KK5n8RvHYpJ/rGHbFMc 
D070UVSBnLeO7aE6YZTGPMjwUYcEHNbdgxudM06aY75HjG5j34ooqmRHYeQOeKgl AoopolkDgYqJfvCiiqRPUuRkhzj2rzzxpe3K+Lr2QTMGgEccRz9xT1Aoorhxp3YT 
4kchqE0kur3cDyM0UYyik8A1OjEwOc8gHFFFeOfYZfsdX4ZsLW708XVxAkk6L8rt 1Fd/pGmWU+jLdy20bzY6kcf989P0oorGO5y192eZ+JNRux4isLhZ2Wa3ugkTrgFR 
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npxXuk7E+WSeTHk/XFFFephNjwsV8REvJOaeAN1FFdxwEkYGT9K5O/58faap6CNs CiinDdkyOv8A+WY+tR3nEYxRRWfU0GR8w81AfvUUUySOf/Vn6VRsObls+tFFaR2A 
3o/9XVcnmiis0Uf/2Q==</Data> 
   </Photo> 
   <System> 
    <GUID>27d13f46-4a52-46e2-86cd-6849c29632b0</GUID> 
    <CredNo>1</CredNo> 
    <CS>1</CS> 
    <POA>1</POA> 
    <ICI>1</ICI> 
    <UserStatus>NAC Verified</UserStatus> 
    <IssuanceNotifyURL>http://10.10.0.42/Listener/Listener.asp</IssuanceNotifyURL> 
   </System> 
   <Actions /> 
  </Applicant> 
 </Agency> 
</PivCardRequest> 
 

Response: 

<?xml version="1.0" encoding="utf-16"?><PivImportResponse 
xmlns="http://www.intercede.com/MyIDPIVSchema/PIVImportResponse"><Agency><AgencyName>Department of 
Treasury</AgencyName><AgencyCode>0001</AgencyCode><Result>Already 
Exists</Result><Applicant><FirstName>David</FirstName><LastName>Balsam</LastName><EmployeeID>19760223</EmployeeID><CardRequest>0<
/CardRequest><Result>Added</Result><Reason></Reason></Applicant></Agency></PivImportResponse> 
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